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INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL® PRODUCTS. NO LICENSE, EXPRESS OR IMPLIED,
BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT. EXCEPT AS
PROVIDED IN INTEL'S TERMS AND CONDITIONS OF SALE FOR SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY WHATSOEVER,
AND INTEL DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, RELATING TO SALE AND/OR USE OF INTEL PRODUCTS INCLUDING
LIABILITY OR WARRANTIES RELATING TO FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY, OR INFRINGEMENT OF ANY
PATENT, COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT.

UNLESS OTHERWISE AGREED IN WRITING BY INTEL, THE INTEL PRODUCTS ARE NOT DESIGNED NOR INTENDED FOR ANY
APPLICATION IN WHICH THE FAILURE OF THE INTEL PRODUCT COULD CREATE A SITUATION WHERE PERSONAL INJURY OR DEATH
MAY OCCUR.

Intel may make changes to specifications and product descriptions at any time, without notice. Designers must not rely on the
absence or characteristics of any features or instructions marked “reserved” or “undefined.” Intel reserves these for future
definition and shall have no responsibility whatsoever for conflicts or incompatibilities arising from future changes to them. The
information here is subject to change without notice. Do not finalize a design with this information.

The products described in this document may contain design defects or errors known as errata which may cause the product to
deviate from published specifications. Current characterized errata are available on request.

Contact your local Intel sales office or your distributor to obtain the latest specifications and before placing your product order.
This document contains information on products in the design phase of development.

All products, platforms, dates, and figures specified are preliminary based on current expectations, and are subject to change
without notice. All dates specified are target dates, are provided for planning purposes only and are subject to change.

This document contains information on products in the design phase of development. Do not finalize a design with this information.
Revised information will be published when the product is available. Verify with your local sales office that you have the latest
datasheet before finalizing a design.

12C is a two-wire communications bus/protocol developed by Philips. SMBus is a subset of the 12C bus/protocol and was developed
by Intel. Implementations of the I12C bus/protocol may require licenses from various entities, including Philips Electronics N.V. and
North American Philips Corporation.

Intel® High Definition Audio requires a system with an appropriate Intel chipset and a motherboard with an appropriate codec and
the necessary drivers installed. System sound quality will vary depending on actual implementation, controller, codec, drivers and
speakers. For more information about Intel® HD audio, refer to http://www.intel.com/

No computer system can provide absolute security under all conditions. Intel® Trusted Execution Technology (Intel® TXT) requires
a computer system with Intel® Virtualization Technology, an Intel TXT-enabled processor, chipset, BIOS, Authenticated Code
Modules and an Intel TXT-compatible measured launched environment (MLE). The MLE could consist of a virtual machine monitor,
an OS or an application. In addition, Intel TXT requires the system to contain a TPM v1.2, as defined by the Trusted Computing
Group and specific software for some uses. For more information, see http://www.intel.com/technology/security

No computer system can provide absolute security under all conditions. Intel® Trusted Execution Technology (Intel® TXT) requires
a computer system with Intel® Virtualization Technology, an Intel TXT-enabled processor, chipset, BIOS, Authenticated Code
Modules and an Intel TXT-compatible measured launched environment (MLE). The MLE could consist of a virtual machine monitor,
an OS or an application. In addition, Intel TXT requires the system to contain a TPM v1.2, as defined by the Trusted Computing
Group and specific software for some uses. For more information, see http://www.intel.com/technology/security

Intel processor numbers are not a measure of performance. Processor numbers differentiate features within each processor family,
not across different processor families. See www.intel.com/products/processor_number for details.

Intel® Active Management Technology requires the computer system to have an Intel(R) AMT-enabled chipset, network hardware
and software, as well as connection with a power source and a corporate network connection. Setup requires configuration by the
purchaser and may require scripting with the management console or further integration into existing security frameworks to
enable certain functionality. It may also require modifications of implementation of new business processes. With regard to
notebooks, Intel AMT may not be available or certain capabilities may be limited over a host OS-based VPN or when connecting
wirelessly, on battery power, sleeping, hibernating or powered off. For more information, see www.intel.com/technology/platform-
technology/intel-amt/

Warning: Altering clock frequency and/or voltage may (i) reduce system stability and useful life of the system and processor; (ii)
cause the processor and other system components to fail; (iii) cause reductions in system performance; (iv) cause additional heat
or other damage; and (v) affect system data integrity. Intel has not tested, and does not warranty, the operation of the processor
beyond its specifications.

Code names featured are used internally within Intel to identify products that are in development and not yet publicly announced
for release. Customers, licensees and other third parties are not authorized by Intel to use code names in advertising, promotion or
marketing of any product or services and any such use of Intel's internal code names is at the sole risk of the user.

Intel, Intel vPro, Intel Core, and the Intel logo are trademarks of Intel Corporation in the U.S. and other countries.
*QOther names and brands may be claimed as the property of others.
Copyright © 2008-2009, Intel Corporation. All rights reserved.
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Introduction

This document covers the ME FW bring up procedure. Intel® Management Engine is
tied to essential platform functionality — this dependency cannot be avoided for
engineering reasons.

The bring up procedure primarily involves building an SPI flash image that will contain:

e [required] Descriptor region — Contains sizing information for all other SPI flash
image regions, SPI settings (including Vendor Specific Configuration - or VSCC -
tables, SPI device parameters), and region access permissions.

e [required] BIOS region — Contains firmware for the processor (or host) and/or
Embedded Controller (EC)

e [required] ME FW region — Contains firmware for the Intel® Management Engine.

e [optional] GbE region — Contains firmware for Intel LAN solution

See SPI Flash Programming Guide and Appendix B (page 93) for more details on SPI
Flash layout. Once the SPI flash image is built, it will be programmed to the target Ibex
Peak based platform, and the platform will be booted. This document also covers any
tests and checks required to ensure that this boot process is successful, and that ME
FW is operating as expected.

1.1 Prerequisites
Before this document is read and utilized, it is essential that the reader first review the
Release Notes (included with this ME FW kit).
This document is constructed so that the reader can run through the bring up steps as
given for the Intel CRB. However, in the case that bring up is being performed on a
different Ibex Peak based platform, this document will highlight any changes that must
be imposed onto the bring up steps accordingly.
This document makes only the following assumptions for hardware:

e The platform is Ibex Peak based.
¢ The platform is equipped with one or more SPI flash devices with a total capacity
large enough to contain the generated SPI flash image.

1.2 ME FW Kit Contents
The ME FW kit can be downloaded from VIP (http://platformsw.intel.com/). The
contents of this kit are provided in this section. The contents are organized within the
example framework shown below

Table 1-1. ME FW Kit Contents

File or [Directory] Content Description

[root] Root directory.

FW Bring Up Guide.pdf This document.
Release Notes.pdf List of open, ongoing, and closed sightings for this
Intel® ME FW kit release.
Intel® 5 Series Express Chipset - Intel® Management Engine Firmware Bring Up Guide 11
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Table 1-1. ME FW Kit Contents

Introduction

File or [Directory]

Content Description

SPI1 Programming Guide.pdf

How to program SPI device parameters, VSCC tables,
descriptor region details. This document's contents are
integrated with FW Bring Up Guide. Also contains a
complete SPI Flash soft-strap reference.

[NVM Image]

[B10S]

CGIBX1xx.ROM

CG BIOS firmware binary. Can only be used with
the Intel Desktop CRB. For other Ibex Peak based
platforms, a custom BIOS firmware binary will be
required.

MPGxxx.ROM

MPG BIOS firmware binary. Can only be used with the
Intel Mobile CRB. For other Ibex Peak based platforms,
a custom BIOS firmware binary will be required.

EPIBX146.ROM

For the Palomar Server CRB the required BIOS image
is EPIBX146.ROM from the Palomar_BIOS_0146
release. This BIOS image should be retrieved based on
the respective BIOS release e-mail announcement and
stored in the NVM Image\BI10OS subdirectory (along
with the other BIOS images available in the kit) before
starting the SPI flash image creation process.

[Firmware]

PCH_4M_PreProduction.BIN

ME firmware binary. To be used on an Ibex Peak based
platform.

PCH_4M_PreProduction_UPD.BIN

ME firmware update binary. To be used with
FWUpdLcl.exe for data-safe ME FW update.

[root]

Root directory.

[NVM Image]

[82577 (Mobile)]

[LAN Switch]

Intel LAN PHY firmware binary. Use with mobile Ibex
Peak based platforms that support docking and uses a
LAN switch.

[82577LC (Consumer)]

82577LC_A3_IBEXPEAK_B1B2_LAN_SWI
TCH_VEROPTA4.bin

82577LC_A3_IBEXPEAK_B1B2_LAN_SWI
TCH_VEROPTA4.txt

[82577LM (Corporate)]

82577LM_A3_IBEXPEAK_B1B2_LAN_SWI
TCH_VEROPTA1.bin

82577LM_A3_IBEXPEAK_B1B2_LAN_SWI
TCH_VEROPTAL.txt

[Non LAN Switch]

Intel LAN PHY firmware binary. Use with mobile Ibex
Peak based platforms that support docking and does
not use a LAN switch. If IEEE conformance does not
meet requirements, then _LAN_SWITCH_ version may
need to be used.

[82577LC (Consumer)]

82577LC_A3_IBEXPEAK_B1B2_NON_LAN
_SWITCH_VEROPTAG.bin

82577LC_A3_IBEXPEAK_B1B2_NON_LAN
_SWITCH_VEROPTAG.txt

[82577LM (Corporate)]
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Table 1-1. ME FW Kit Contents

File or [Directory]

Content Description

82577LM_A3_IBEXPEAK_B1B2_ NON_LA
N_SWITCH_VEROPTA3.bin

82577LM_A3_IBEXPEAK_B1B2_NON_LA
N_SWITCH_VEROPTA3.txt

[82578 (Desktop)]

Intel LAN device firmware binary. Use with desktop,
server, or workstation Ibex Peak based platforms.

[82578DC (Consumer)]

82578DC_CO_IBEXPEAK_B1B2_VEROPTAS5.bin

82578DC_CO_IBEXPEAK_B1B2_VEROPTAS.txt

[82578DM (Corporate)]

82578DM_CO_ IBEXPEAK_B1B2_VEROPTAZ2.bi
n

82578DM_CO_IBEXPEAK_B1B2_VEROPTAZ2.txt

Table 1-2. ME FW Kit Tools

File or [Directory]

Content Description

[root]

Root directory.

[Tools]

[System Tools]

Tools_Version.txt

This file provides the tool versions for manufacturing
tools contained in the kits

[Flash Image Tool]

Flash Image Tool (FIT) will be used to assemble the
SPI flash image binary. This tool will program the
binary image with all settings, including clock control
parameters.

fitc.exe

Flash Image Tool executable.

fitc.ini

Initialization file that stores working and
decomposition directory locations.

fitctmpl.xml

newfiletmpl.xml

Default FIT configuration XML file.

vsccommn.bin

ConfigWizard.exe

Flash Image Configuration Wizard executable.

[ConfigWizard]

Sub directory used for FICW help and default
configuration

Wizard.help

Text file contains FICW help text

WizardDefault.conf

Sets default settings in FICW . Do not edit this.

[Flash Programming Tool]

Flash Programming Tool (FPT) will program the SPI
flash binary image into the SPI flash device.

License.rtf

FPT license.

[DOS]

Copy this entire directory for FPT for DOS to function
properly.

fparts.txt

Database of supported SPI flash devices.

fpt.exe

Flash Programming Tool binary for DOS.

fptcfg.ini

vsccommn.bin

[Windows]

Copy this entire directory for FPT for Windows* to
function properly.
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Table 1-2. ME FW Kit Tools

Introduction

File or [Directory]

Content Description

fparts.txt

Database of supported SPI flash devices.

fptcfg.ini

fptw.exe

Flash Programming Tool binary for 32-bit Windows
operating systems.

idrvdll.dll

Supporting library file.

pmxdil.dll

Supporting library file.

vsccommn.bin

[MEInfo]

MEInfo can be used to check and debug the platform
in the R&D lab and by system integrators.

[DOS]

Copy this entire directory for FPT for DOS to function
properly.

MEInfo.exe

MEInfo binary for DOS.

[Windows]

Copy this entire directory for FPT for DOS to function
properly.

MEInfoWin.exe

MEInfo binary for 32-bit Windows operating systems.

sseidrv.DLL

ssepmx.DLL

[MEManuf]

MEManuf can be used to check and debug the platform
in the R&D lab and on the manufacturing line.

[DOS]

Copy this entire directory for MEManuf for DOS to
function properly.

MEManuf.exe

MEManuf binary for DOS.

vsccommn.bin

[Windows]

Copy this entire directory for MEInfo for DOS to
function properly.

MEManufWin.exe

MEManuf binary for 32-bit Windows operating
systems.

sseidrv.DLL

ssepmx.DLL

vsccommn.bin

[QST Tools]

QstCfg.exe

e Windows* command line tool

e OS support — Windows XP, Windows 2000 and
Windows* Preinstallation Environment (Windows
PE)

 Used for configuring and tuning the Intel® QST
subsystems, taking an INI file as input

QstCfgATXIP.ini

QstCfgD.exe

e DOS tool

e Used for configuring and tuning the Intel® QST
subsystems, taking an INI file as input

QstComm.dll

QstComm.lib

QstConfigurationWizard.msi

QstCply.exe

e DOS tool

e Used for running compliance tests on an Intel®
QST-enabled platform

QSTCT_GUI.exe
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Table 1-2. ME FW Kit Tools

File or [Directory]

Content Description

QstCtrl.exe

QstINI.exe

QstINID.exe

Qstlnst.dll

Qstlnst.lib

QstLog.exe

QstStat.exe

QstStatD.exe

QstTuningWizard.msi

[Include]

QstCfg.h

QstCmd.h

QstComm.h

QstlInst.h

typedef.h

[Braidwood Tools]

NANDUtil.exe

DOS based command line tool

Provides support for following commands:
NAND configuration commands such as create,
destroy and erase for NVMHCI (cache) and/or
SSD regions

NAND quality check using test command
Compliance command to check platform, BIOS
and NAND subsystem compliancy

Firmware status and NAND region query
command

1.3 External Hardware Requirements for Bring Up

Acquire the following hardware tools beforing moving on to the next step.
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Window OS System

Flash Burner

DOS Bootable USB Key

Example Picture

Example Picture

Example Picture

Equipment:
e A latop or desktop that
supports win32 applications

Purpose:

e Will run image assembly and
build process software on the
equipment

Equipment:
e A Flash Chip Burner/
Programmer

Purpose:

e Will be used to burn firmware
image onto SPI Flash
(equipment normally used for
bringing up a system that has
not booted previously)

Equipment:
e A DOS Bootable USB Key (
Size > 512 MB)

Purpose:

e Will be used to transfer image
created onto a flash burner

e Or acting as a bootable device
and will be used to run Flash
Programming Tool (fpt.exe)
directly on the system that is
undergoing Bring Up process
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2

Image Creation: Config Wizard
(FICW)

2.1

2.1.1

2.2

Table 2-1.

Flash Image Configuration Wizard (FICW) will be used to generate a full SPI flash
binary image with Descriptor, GbE, BIOS, and Intel® ME Regions. Use the steps shown
in following sections.

This chapter will also cover how this image can be burned onto the target platform’s
SPI Flash part(s).

Flash Image Configuration Wizard (FICW)
Requirements

FICW will not load without the Microsoft* .NET 2.0 Framework. Download a copy of this
software from this location:

http://www.microsoft.com/downloads/details.aspx?FamilyID=0856EACB-4362-4B0D-
8EDD-AAB15C5E04F5&displaylang=en
OS Support

e Microsoft Windows XP* with Service Pack2

e Microsoft Windows Vista*

Installation Instructions

After insuring that Microsoft* .NET 2.0 Framework is installed, be sure to copy all the
FICW distribution files into the Flash Image Tool directory.

The FICW executable must be in the same directory as fitc.exe and vsccomn.bin for
proper operation.

FICW In FITC Directory

File or [Directory]

Content Description

[root]

Root directory.

[Tools]

[System Tools]

[Flash Image Tool]

Flash Image Tool (FIT) will be used to assemble the
SPI flash image binary.

fitc.exe Flash Image Tool executable.

Initialization file that stores working and
decomposition directory locations.

fitc.ini

fitctmpl.xml

newfiletmpl.xml Default FITC configuration XML file.

vsccommn.bin

ConfigWizard.exe Flash Image Configuration Wizard executable.
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Table 2-1. FICW In FITC Directory

Image Creation: Config Wizard (FICW)

File or [Directory]

Content Description

[ConfigWizard]

Sub directory used for FICW help and default
configuration

Wizard.help

Text file contains FICW help text

WizardDefault.conf

Sets default settings in FICW . Do not edit this.
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2.3 Use Configuration Wizard to Build SPI Flash

Binary Image

Table 2-2. Configuration Wizard: Choose Configuration File

Screen # CRB Setting

Setting for All Platforms

\ConfigWizard\WizardDef

. ault.conf
w Flash Image Configuration wizard = o

About

Intel® Flash Image Configuration wizard
For Inte!® 5 Series Chipset only

Choose to load an existing configuration file and click next.

“CorfigWizard\WizardDefautt corf Browse.

Help

For first time start with CRB
Setting.

Load a custom .conf file if one
is available.

Click Next to advance to the next screen, or Back to return to the previous screen.
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Table 2-3. Configuration Wizard: Choose Configuration File

Screen # CRB Set To Settings for Any Platform
2 Number of SPI flash devices on the
platform
D ceimtasite 1 or 2 = Total SPI flash devices
About Default is 2

Image Configuration and Serial Flash configuration

i 4MB for both | Size of first and second SPI flash parts on

flash devices | the platform.
MNumber of flash componerts 2

Flash component 1 density 4MB o

Flash component 2 density 4MB 2

Flash parts clock frequency 33MHz =z e

33 MHz Set to lowest common frequency of all SPI
flash parts on the platform. 50MHz
support is only available in Ibex Peak B- or
later stepping.
Sets the following:

e Read ID and Read Status clock

frequency
e Write and erase clock frequency
e Fast read clock frequency

Total flash components size 8 MegaBytes e

Reports the total flash component size. Updated in realtime.

Help Next Exit
Click Next to advance to the next screen, or Back to return to the previous screen.
20 Intel® 5 Series Express Chipset - Intel® Management Engine Firmware Bring Up Guide
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Table 2-4. Configuration Wizard: Image Source Files (1 of 2)
Screen H CRB Setting | Setting for All Platforms
e 0 Build ME Region only
About
Image Source Files Unchecked | Building the ME Region separately can be
[So— useful if updating the ME region only in a

Select source files for final serial flash image
Build ME Region onfy

ME FW image

WNVM Image\Firmware\PCH_4M_PreProduction. BIN Browse:

= Automatic size ca\culatlone Image size  1.45 MegaBytes
Bytes Region size 1.45 MegaBytes

Manual region size

Region size

4 BIOS Image Enable
WNVM Image'BIOS \4MB_1104_CGIBX142.ROM Browse:

Region size v Automatic size ca\culatione

Manual region size Eyte:

Image size 2.5 MegaBytes

Region size 2.5 MegaBytes

& Intel integrated LAN Image Enable

ANVM Image\GbE\82578_CO_VEROPTE2_DSKbin | Browe

Region size ' Automatic size ca\culaﬂone Image size  0.01 MegaBytes
Manual region size Bytes Region size 0.07 MegaBytes
Total image size 3.95 MegaBytes
Total flash components size 8 MegaBytes
Help Back Next Exit

pre-production or debug environment.

For all other scenarios leave this option
unchecked.

Click Browse and choose ME FW binary image:

Open —a—r—x— |
Look in: | I3 Firmware - y ¥ B M-

PCH_4M_PreProduction..
J PCH_4M_UPD_PreProduction.B.
QuickLaunch PCH_Ignition_PreProduction.B
PCH_Ignition_UPD_PreProduction B.

=
f
Desktop

J

RIPs

&

Customize

File name

{PCH_4M_PreProduction.BIN | Gpen |

- Cancel

Files of type: Image fles {*rom:” bin}

# CRB Setting | Setting for All Platforms

BIOS Image
Enable

e checked
+

CCG or MPG
BIOS

Check the BIOS Image Enable if BIOS is stored in the same SPI flash as ME FW and GbE FW. This will
enable the Browse button to the right. Click Browse and choose BIOS binary image:

(]

If BIOS is stored in a separate SPI Flash device or in FWH (see Configurations “B”, “C”, and D" in
Appendix B (page 93) then uncheck BIOS Image Enable.

BIOS Image Enable

Do not click Next yet. Check the next table in this document.
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Image Creation: Config Wizard (FICW)

Table 2-5. Configuration Wizard: Image Source Files (2 of 2)
Screen # CRB Setting | Setting for All Platforms
Intel Intg Check the Intel Integrated LAN Enable
LAN Image | checkbox if using Intel LAN. This will
Enable enable the Browse button to the right.
checked Click Browse and choose BIOS binary
Image Source Files + image:
e— DESktop/ )
Select source files for final serial flash image Server CRB ¥ Intel integrated LAN Image Enable
Buid ME Region ey e uses
ME FW image xxxxx_DSK | Choose the Intel GbE LAN FW image as
VM Image’ Fimmware'\ FCH_4M_PreProduction BIN Browse image follows:
. . - @ | ek e Desktop platforms should use the
egion size omatic size calculatior Image size egal es MObIle CRB XXXXX*DSK Image
Manual region size Bytes Region size 1.45 MegaBytes uses e Mobile platforms that suppor‘t dOCking
LAN_SWITC and uses a LAN switch should use the
H image _LAN_SWITCH_ image

BICS Image Enable
ANWM ImageBIOS 4MB_1104_CGIBX142 ROM

Region size Automatic size calculat\or@

Manual region size

Bytes

Intel integrated LAN Image Enable

ANWM ImagetGbENE2578_CO_VEROPTEZ_DSK bin

Browse:

Image size 2 5 MegaBytes

Region size 2.5 MegaBytes

e Mobile platforms that support docking
and does not use a LAN switch should
use the _NON_LAN_SWITCH_ image.
If IEEE conformance does not meet
requirements, then _LAN_SWITCH_
version may need to be used.

e See the documents in the GbE
subdirectory for more information

Region size Automatic size calculaﬂon@ Image size  0.01 MegaBytes If not using Intel LAN then uncheck Intel
Manual region size Bytes Regionsize 001 MegaBytes Integrated LAN Enable.
Total image size 3.95 I@aBﬂu@l
Total flash components size 8 MegaBytes
Help Back Next (=4
Automatic
Size
e Calculation Region size HAutomatic size calculation Image size  1.01 MegaBytes
for all SPI Manual region size Bytes Region size 1.01 MegaBytes

Flash Regions
Automatic Size Calculation assumes that SPI Flash Regions can be sized as per default guidelines:
e Place Descriptor at the lowest SPI Flash address
e Place GbE FW at the next available SPI Flash address. The size of this region will be as large as the
GbE FW binary itself, grown to the nearest 4 kByte (to adhere to SPI Flash sector size requirements).
e Place ME FW at the next available SPI Flash address. The size of this region will be grown to contain
all the remaining (blank) space in SPI Flash.
e Place BIOS at the next available SPI Flash address. The size of this region will be as large as the BIOS
binary itself, grown to the nearest 4 kByte.
Manual Region Size will specify the SPI Flash Region size. Each 0x400 worth of hexadecimal bytes is
equivalent to 1 kByte.
The total region size is reported here, updated in realtime.

Reports the total image size. Updated in realtime.

Click Next to advance to the next screen, or Back to return to the previous screen.
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Configuration Wizard

intel.

: Intel ME VSCC Table Configuration

Screen

#

CRB Setting

Setting for All Platforms

Intel ME VSCC Table Configuration
ﬁ

ME VSCLC Table

CRB Defautt Entry CER BN

[ Flash Image (unﬁgurati(‘m wizard

About
ME VSCC Entries

Flash Entry name | CRB Default Entry

Vendar 1D 1R
Device 1D D xd7
Device 101 00

ME VSCC value :2015

Help

Remove Entry

Cancel

Add table entry...

Click this button to add an SPI Flash device as a VSCC Entry

for ME FW.

Desktop and
Mobile CRBs
use
AT26DF321

Enter the part name of the SPI Flash
device for which this VSCC Entry for ME FW
is being created.

Desktop and
Mobile CRBs
use Ox1F

Enter Vendor ID. This information can be
found in the specific SPI Flash device
datasheet.

Desktop and

Enter Device ID 0. This information can be

Add table entry.

Help Back Next

Mobile CRBs | found in the specific SPI Flash device
use Ox47 datasheet.
0x00 Enter Device ID 1 only if needed according

to the SPI datasheet. This information can
be found in the specific SPI Flash device
datasheet.

Desktop and
Mobile CRBs
use 0x2015

Enter VSCC Table architecture. This
information can be found in the specific SPI
Flash device datasheet.

Add additional VSCC entries, or... Click Next to advance to the next screen, or Back to return to the previous screen.
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Image Creation: Config Wizard (FICW)

Configuration Wizard: Intel ME Configuration Parameters Screen

Screen #H

CRB Setting

Setting for All Platforms

Intel ME Configuration Parameters Screen

M

Choose SKU Type:

Ir OST

Permanenthy Disable QST?

Load a QST configuration file

PAVP 15

M3 Power Ralls. fvalabiity!

FW Update OEM ID

Help

Intel® P57 - Desktop

Intel® P57 = Desktop
Intel® HM57, Intel® HM55, = Mobile
See Section 3.6 (page 52) for more information on SKU

Manager.

Irtel QST ship state

Enable

Unchecked for
desktop CRB

Unchecked
(greyed out)
for mobile CRB

Checked = Intel® P57 platform’s Intel®
QST enable/disable will be determined by
ship state setting

Unchecked = Intel® P57 platform has
Intel® QST permanently disabled
Unchecked (greyed out) = Intel® HM57,
Intel® HM55, have Intel® QST
permanently disabled

Enable for
desktop CRB

Disable
(greyed out)
for mobile CRB

Enable = Intel® QST is enabled

Disable = Intel® QST is disabled

Note: This setting can be later changed
through available interfaces such as MEBx,
USB key provisioning, manageability
agents, remote management consoles, etc.
Note: Intel QST Ship State option is only
available when Permanently Disable
QST? is Unchecked (and not greyed out).

Load a QST configuration file is only used when Intel®
QST is enabled and there is a pre-existing configuration file.

Back Next Exit

Unchecked for
desktop CRB

Unchecked
(greyed out)
for mobile CRB

Checked = Intel® HM55 or HM57 platform
has PAVP 1.5 enabled

Unchecked = Intel® HM55 or HM57
platform has PAVP 1.5 permanently
disabled

Checked (greyed out) = PAVP 1.5
permanently disabled

# CRB Setting | Setting for All Platforms
M3 Rail This parameter must reflect physical platform topology.
Present Checked = Target platform power rail topology is such that the ME and SPI wells are powered from
6 checked standby. MEPWROK and PCH_PWROK are two separate signals.
This is true for platforms that are capable of supporting Out Of Band (OOB) functionality with Intel® ME
8MB Firmware and appropriate Power Package selected.
A platform whose core and ME power rails are bifurcated, as described, but does not use OOB functionality,
but still select checked for this parameter.
Unchecked = Target platform power rail topology is such that the ME and SPI wells are powered from core
(S0 only). MEPWROK and PCH_PWROK are shorted.
00000000~ This field provides the ability to target FWUpdate (FWUpdLcl.exe) by Platform OEM. This ID will make sure
0000-0000- that customers can only update a platform with an image coming from the platform OEM. The string
a 0000- entered aftIf set to an all zeros, then any input is valid when doing a firmware update.
00000000000
0

Click Next to advance to the next screen, or Back to return to the previous screen.

Intel® 5 Series Express Chipset - Intel® Management Engine Firmware Bring Up Guide

Intel Confidential




®
Image Creation: Config Wizard (FICW) l n tel

Table 2-8. Configuration Wizard: Intel Integrated Wired LAN Configuration

Screen H CRB Setting | Setting for All Platforms

Checked and | Checked = Intel LAN is present. Select
select Port 6 | PCH PCI Express* port utilized for GbE LAN

figuration wizard

PHY.
Unchecked = Third-party LAN is present.
Intel integrated Wired LAN configuration The port selection parameter will be grayed

i J e out.

i Use Intel integrated wired LAN solution

NOTE: ff using 3nd party LAN solutions, ensure that this box is NOT checked. Checked Checked = On|y required if target

. platform has Intel wired LAN and PCH
el U 6 GP12 is used as LAN_PHYPC for Intel LAN.
O DISABLE. N on the I iy Unchecked = PCH GP12 is used as

General Purpose Input/Output (GPIO) pin.
Must be Unchecked if Third-party LAN is
present.

“Cither names and brands may be claimed as the property of others

Help Back

Click Next to advance to the next screen, or Back to return to the previous screen.
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Table 2-9. Configuration Wizard: DMI/PCle* configuration

Screen # CRB Setting | Setting for All Platforms

Unchecked DMI and FDI Lanes Reversed option
must reflect platform topology.

DMI/PCle* configuration

i 4 4x1 PCle* Lanes 1-4 configuration panel
must reflect platform topology.
i * S
DM! and Intel® FDI Lane Reversal. e PCle* lane 1 NOt:Ie-bll:)CIeI Ial?e 11re4versedfoptloln IS
DMl and FDI (Flexible Display Inteface) Lanes reversed reversed available on y when 1x4 - one four lane
unchecked PCle* port is selected.
PCle” Lanes 1-4 corfiguration
T - ore 4lane PCle” port Desktop CRB | PCle* Lanes 5-8 configuration panel
uses 4x1 must reflect platform topology.
; . . o
e 1x2. 21 - one 2 lane. one single lane PCle” port {Not available on Desktop) e Mobile CRB NOt.e- PCle> lane 5 reversed 0pt|0n IS
uses 2x1, 2x1 | available only when 1x4 - one four lane

21, 21 -two 2 lane PCle” port (Mot available on Desktop) PCle* pOI’t is Selected

o &1
PCle* lane 5
PCle Lanes 5-8 corfiguration reversed
x4 - one 4 lane PCle” port unchecked for
Desktop and
a 1x2. 21 - one 2 lane. one single lane PCle” port {Not available on Desktop) Mobile CRBs
21, 21 -two 2 lane PCle” port (Mot available on Desktop)
o &l

“Cther names and brands may be claimed as the property of others.

Help Back

Click Next to advance to the next screen, or Back to return to the previous screen.
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Table 2-10. Configuration Wizard: Thermal Reporting Configuration

Screen

#

CRB Setting

Setting for All Platforms

Flash Image c.onﬁgn‘r‘a‘ﬁon ‘wizard

About

Thermal reporting configuration
" |

Themal reporting is @ mechanism that allows provides PCH.

GV 3Ird party Thermal Reporting Data gathering device i

12C* Target Address fwrite to PCH) | (xdC
GP Address {Block read from PCH} | GeB|

NOTE: Themal reporting must be enabled for ALL mobile platforms
It its optional for desktop platforms depending on if there is a
3nd party device gathering thermal information on SMLink1.

*|2C is a two-wire communications bus/protocol developed by Philips.
SMBus is a subset of the |2C bus/protocol and was developed by Intel.

Help Back Next

processor and DIMM themmal data to an extemal controller on the SMLnk 1 interface

ed to SMLink1

Implementations of the [2C bus/protocol may require licenses from wvarious entities
including Philips Electronics M.V. and North American Philips Corporation.

1 3rd party Thermal Repoarting Data gathering

device is connected to SMLink1

Unchecked | Checked = Set for all desktop platforms
for desktop which are experiencing power flow issues
CRB. or are having Intel® QST enabled. For

Checked for | mobile platforms, check this for EC/SIO/
mobile CRB | BMC to interact Thermal Reporting feature
over SMLink1
Unchecked = Platform has no EC/SIO/
BMC on SMLink1
Enables 12C* Target Address and GP
Address fields.
This field is checked by default for mobile
platforms and cannot be unchecked.
Mobile CRB Denotes EC/SIO/BMC SMBus write address
uses 0x4C over SMLink1.
e This field cannot be blank or OxO,
otherwise the Next button will be disabled.
Mobile CRB Denotes EC/SIO/BMC SMBus read address
uses Ox4B over SMLink1.

This field cannot be blank or 0xO,
otherwise the Next button will be disabled.

Click Next to advance to the next screen, or Back to return to the previous screen.
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Table 2-11. Configuration Wizard: Boot Configuration options

Screen # CRB Setting | Setting for All Platforms
64 KB
fic  Flash Imagec.onﬁgu‘r‘aﬁonwizard 3 N o 64 KB
About
128 KB

Boot Configuration options
L d 256 KB

BIOS boot block size

BIOS Boot Block is bare minimum BIOS

System will use 64 kB unless corfigured to match BIOS requirements Code required to bOOt a platform. The Soft'
64 KB strap allows for proper address bit to be
0 128 KB isn_verted as required by BIOS Boot Block
ize.
= 64KB = Invert A16 if Top Swap is enabled
== : 128KB = Invert A17 if Top Swap is
et enabled
T209 mirimum timing value | 1ms ’e 256KB = Invert A18 if Top Swap is
enabled

T205is the time between PWROK active to PROCPWRGD active. . .
Lezve to default Tms unless target hardware design requires more time If BIOS is stored in a separate SPI Flash

device or in FWH (see Configurations “B”,
“C”, and “D” in Appendix B (page 93) then
leave this parameter at 64KB.

Single/multiple boot processors

g = = Note: This field will be disabled when
BI10OS Image Enable is not
checked
1 ms Minimum timing between PWROK assert
and CPUPWRGD assert. Change to reflect
e optimal timing for your platform. Can also
be set to 50ms, 5ms, and 100ms.

e Target system has multiple processors

Help Back

Unchecked Indicates if RequesterID checking during
DMI accesses is disabled. This parameter is
only applicable for server platforms that
contain multiple PCHs.

Unchecked = single PCH on the same
platform

Checked = multiple PCHs in the same
platform

Click Next to advance to the next screen, or Back to return to the previous screen.
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Table 2-12. Configuration Wizard: Production/nonproduction configuration

About

Production/nonproduction configuration
L

Production mode

- MDDD and MESDC lagging is OFF

- Flash regions protected as required for production manufacturing line
Non-production mode

- MDDD and MESDC logging is ON
- Flash regions are unprotected for debug)

Help Back

Screen H CRB Setting | Setting for All Platforms
Non- Selecting Production Mode sets the
production following:
mode

e BIOS Region Master Access
Permissions set to OxOB for read
access and OxOA for write access

e ME FW Region Master Access
Permissions set to to Ox0D for read
access and OxOC for write access

e GbE FW Region Master Access
Permissions set to to 0x08 for both
read and write access

e ME SMBus Diagnostic Console
capability is disabled

e MDDD capability is disabled

Selecting Non-production Mode sets the
following:

e Master Access Permissions for all SPI
Flash Regions set to OxFF for both
read and write access

e ME SMBus Diagnostic Console
capability is disabled

e MDDD capability is disabled

Production Mode is for a system as it
would be shipped. Non-production Mode
is for debug and simplifies flashing new
images onto SPI Flash.

Click Next to advance to the next screen, or Back to return to the previous screen.
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Table 2-13. Configuration Wizard: Integrated Clocking Configuration

Screen # CRB Setting | Setting for All Platforms

1 SPI flash binary images across multiple

— . board designs can contain the same block

e ——— ‘ o of Clock Control Parameters (OEM Request
About Records), up to 7 sets total.

Integrated Clocking Configuration This parameter selects how many total
i J OEM Request Records will be built into the
image.

OEM Request | Specifies which clock control parameter set
Number of Supported SKUs: 1 * e Record 0 is to be used by the final generated SPI
e flash binary image by the target platform
at boot time.
Please select the OEM Record to use:

Status Clicking Edit will open a new dialog box with Clock Control
Parameters belonging to the associated OEM Request
g OEM Request Record 0 Edit Unchanged a e Record_
Unchanged
Unchanged Unchanged indicates that all FITC default settings will be
used to configure the associated OEM Request Record. What
Unchanged e these FITC defaults are can be found in Appendix A
(page 75).
Unchanged
Changed indicates that Clock Control Parameters in the
Unchanged associated OEM Request Record have been changed from

their default values.
Unchanged

Help Back

Click Next to advance to the next screen, or Back to return to the previous screen.
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Configuration Wizard: OEM Request Record — Single-Ended Clocks (1 of 2)

Screen H CRB Setting | Setting for All Platforms

fw ' Flash Image Configuration wizard

OEM Request Record 0 - 54 Ended Clocks
FLEXD

1 %) Clock Enable  Frequency | Disabled (DClogic'0 - Slew Rate | 5- Default Slew rate - Singledoaded Doubledoaded
FLEX1
4 Clock Enable  Frequency | Disabled (DClogic'0 - Slew Rate | 5-Defautt Slewrate - Singledoaded = Doubledoaded
FLEX2
< Clock Enable  Frequency | 14.31818 MHz - Slew Rate | 5- Default Slew rate ~ Singledoaded Dioubledoaded
FLEX3
4 Clock Enable  Frequency |48 MHz - | SlewRate | 5-Default Slewrte ~ Singledoaded Doubledoaded e
PCID
7 Clock Enable Slew Rate | 5- Default Slewrate ~ Singledoaded .+ Doubledoaded Affected by PCI CLKRUN
PcN
4 Clock Enable Slew Rate | 5- Default Slew rate - Singledoaded =/ Doubledoaded Affected by PCI CLKRUN
PCI2
1 Clock Enable Slew Rate | 5 - Default Slew rate - Singledoaded -+ Doubledoaded AMfected by PCI CLKRUN
PCI3
+ Clock Enable Slew Rate | 5 - Default Slew rate ~ Singledoaded - Doubledoaded Affected by PCI CLKRUN
FCl4
% Clock Enable Slew Rate | 5- Default Slew rate ~ Singlsoaded Doubledoaded Afected by PCI CLKRUN
ICC Parameters

GFCSS (344 OCKEM Ox1FFFOF8F | SEBP1  (x9939 SEBPZ | (x53939 PM2 el
Help Cancel

CRB Setting

Setting for All Platforms

Checked for

Unchecked = Output clock is gated to low state

all PCI and Checked = Output buffer is enabled to toggle once its clock source has been initialized
0 FLEX clocks
Disabled (DC | Controls muxing to select sources for FLEX clock outputs.
Logic '0) for | Note: PCI clock outputs are fixed at 33 MHz, but FLEX clock outputs may be configured to act as PCI

FLEXO, FLEX1

14.31818
MHz for
FLEX2

48 MHz for
FLEX3

outputs.

Note: These clock select settings only take effect when this muxed FLEXCLK/GPIO pin is configured for
FLEXCLK native usage. Refer to the Ibex Peak EDS for configuration of GPIO vs. native usage.

5-Default
Slew Rate for

all PCI and

Flex clocks

Controls slew rate for PCI and FLEX clocks. PCI Specifications 2.4 and 3.0 allow for an acceptable slew
rate range of 1 to 4 V/ns. ME FW programmability allows for slew rate to be specified between 0.6 to 2 V/
ns for two reasons:

e Slew rates exceeding 2 V/ns can have adverse effects on platform EMI
e Slew rates lower than 1 V/ns can be specified for EMI benefits, at the risk of violating PCI specification

Do not click Next yet. Check the next table in this document.
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Table 2-15. Configuration Wizard: OEM Request Record — Single-Ended Clocks (2 of 2)

Screen # CRB Setting | Setting for All Platforms

= Flash Image Configuration wizard

OEM Request Record 0 - Si Ended Clocks
FLEXD

1 = Clock Enable  Frequency Disabled {DClogic 'l - | Slew Rate | 5- Default Slew rate ~ Singledoaded Doubledoaded
FLEX1
o Clock Enable  Frequency  Disabled {DC logic ‘0 - | Slew Rate | 5- Defaukt Slew rate - Singledoaded « Doubledoaded
FLEX2
) Clock Enable  Frequency  14.31818 MHz - SlewRate | 5- Default Slew rate - Singledoaded Doubledoaded
FLEX3
i Clock Enable  Frequency 48 MHz - | SlewRate  5-Default Slew rate - Singledoaded = Doubledoaded 6
PCl0
| Clock Enablz Slew Rate | 5- Default Slew rate ~ Singledoaded = Doubledoaded Affected by PCI CLKRUN
PCI
4 Clock Enable Slew Rate | 5 - Default Slew rate - Singledoaded =/ Doubledoaded Affected by PCI CLKRUN
FCIZ
I Clock Enable Slew Rate | 5- Default Slew rate - Singledoaded  «» Doubledoaded Affacted by PCI CLKRUN
FC13
/) Clock Enable Slew Rate | 5- Default Slew e - Singledoaded = Doubledoaded Affected by PCI CLKRUN
PCI4
~ Clock Enable Slew Rate | 5- Default Slew rate ~ Single-oadsd Doubledoaded AMfected by PCI CLKRUN
ICC Parameters

GFCSS (e344 OCKEN Dx1FFFOFSF | SEBP1 (<3359 SEBP2 | (x33333 PMZ 0D
Help Cancel
CRB Setting | Setting for All Platforms

Double-
loaded for all
PCI and FLEX

Sets programmable series resistance for PCI and FLEX clocks.

clocks
Unchecked Enables support for CLKRUN protocol for PCI 33 MHz clocks muxed out to CLKOUTFLEX[3:0] and
for all PCI CLKOUT_PCI[4:0].
clocks

Checked = Corresponding CLKOUTFLEX PCI clock is free-running, unaffected by CLKRUN protocol
Unchecked = Corresponding CLKOUTFLEX PCI clock is shut off when CLKRUN protocol turns off PCI
clocks

Note: When the corresponding CLKOUTFLEX pins are not configured for PCI 33Mhz clock, this option is
disabled and unchecked.

Reports the dwo

settings on this screen.

See Appendix A

rd values of FCSS, OCKEN, SEBP1, SEBP2, and PM2 Clock Control Parameters, as they are affected by the

(page 75) for more information on Clock Control Parameters.

Click Next to advance to the next screen, or Back to return to the previous screen.
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Table 2-16. Configuration Wizard: OEM Request Record — Differential Clocks

Screen

#

CRB Setting | Setting for All Platforms

E Flash Image Configuration wirard

About

OEM Request Record 0 - Differential Clocks

Checked for | Unchecked = Output clock is gated to low
all differential | state

clock outputs | Checked = Output buffer is enabled to
toggle once its clock source has been
initialized

Clock Enabile CLKRQ# Mapping e

Disable Assigns dynamic CLKRQ# control of SRC

dynamic clocks. Each PCI Express* clock may be
control for all | assigned to a muxed CLKRQ#/GPIO PCH
PCI Express* | pin.

clocks Note: These CLKRQ# settings only take

effect when this muxed CLKRQ#/GPIO pin
is configured for CLKRQ# native usage.
Refer to the Ibex Peak EDS for
configuration of GPIO vs. native usage.

CLEDUT_PCIES PN Desable dynaeme corgrl of CLMOUT_SAC

CLEDUT_PCIES P/N | Dasable dyramic sortrsd of C

et aynamc cortrs

Dr

PMSRCCLKZ | OeFFF

o

SSCCTL B1010100

Hep Back oK Canced

DCI with Ext/ | DCI with Ext/Intg/Mixed Graphics =

Intg/Mixed Display Clock Intergration (DCI) Mode

Graphics clock generation for Display Clock (PCH
generation from 25-MHz crystal).

e For the CRB, use this with MPG BIOS
072 or CG BIOS 154 or later.

e Non-CRB BIOS requires VBIOS that
supports DCI.

e Use in OS requires Intel® Graphics
Accelerator Driver support for DCI.

External Graphics only = Use this
setting if platform supports external
graphics only

BTM with Ext/Intg Graphics = Buffer
Through Mode clock generation for Display
Clock (CK505 generation from 14-MHz
crystal).

e This option may be used if the
platform supports only LVDS and/or
VGA displays

For the CRB, use this with BIOSes earlier
than MP072 or CG154.

Reports the dword values of OCKEN, PMSRCCLK1, and
PMSRCCLK2 Clock Control Parameters, as they are affected
by the settings on this screen.

See Appendix A (page 75) for more information on Clock
Control Parameters.

Click Next to advance to the next screen, or Back to return to the previous screen.
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Table 2-17. Configuration Wizard: Braidwood Configuration

Screen # CRB Setting | Setting for All Platforms

Checked Check the Braidwood Enable option to
enable Braidwood Technology.

figuration wizard

4 Braidwood Enable
Braidwood Configuration

Disable SSD capability is not currently available for

E Braidwood Braidwood Technology.

4 Braidwood Encble Technology | yse the CRB setting for all platforms.

SSD

Enable Braidwood Technology SSD Functionality, Enable Braidwood NVMHCI (caching) Functionality
’

Enable Braidwood Technology S50 Functionality. Disable Braidwood NVMHCI (caching) Enable
-+ Disable Braidwood Technology SSD Functionalty, Enable Braidwood NVIMHCI {caching) Braidwood
NVMHCI
(caching)

Help Back

Click Next to advance to the next screen, or Back to return to the previous screen.
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Table 2-18. Configuration Wizard: Save and Build

Screen

#

CRB Setting | Setting for All Platforms

Save and build

Output path Browse:

ABuild e
Output image name | output
Build 9

Save wizard settings

Help

Click Browse and choose destination of binary image:

@‘ Desktop

& EI My Documents

® I My Computer

@ '-_-4 My Network Places
# Recyde Bin

® 3

Put desired image name in Output image name:

Click Save Wizard Settings and choose the name of the
configuration file of your choice

Click Build to create the flash image

Click on View Build Log to view errors, if Image Failed to
build.
Common errors are:

e Missing or incorrect ME VSCC values. This only is
necessary if using a Intel ME 4MB FW SKU binary for ME
region.

e Using _UPD.bin files as the source for ME region

Click Next to advance to the next screen, or Back to return to the previous screen.
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3

Image Creation: Flash Image
Tool (FITC)

3.1

3.2

Flash Image Tool (FITC) will be used to generate a full SPI flash binary image with
Descriptor, GbE, BIOS, and Intel® ME Regions. Use the steps shown in following
sections.

This chapter will also cover how this image can be burned onto the target platform’s
SPI Flash part(s).

Start FITC and Load the Default Settings XML File

1. Invoke Flash Image Tool. Using Explorer*, navigate to [root]\Tools\System
Tools\Flash Image Tool. Ensure that FIT's directory contents are intact
(Section , page 37). Double-click fitc.exe.

2. In the main menu select File | Open.... In the Open dialog that appears navigate

to [root]\Tools\System Tools\Flash Image Tool. Click on newfiletmpl.xml

and click OK.

Set Up The Build Environment

1. In the main menu select Build | Environment Variables.... Edit your
configuration as shown below. Note that in the example, [root] is “.”. Source

Directory is where FIT will look to find binary images during the image creation

process. Destination Directory is where FIT will save the SPI flash binary image.

Click OK to apply your changes.
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Figure 3-1.

Figure 3-2.

38

Build | Environment Variables...

Environment Variables ==l

Current d”:r'g'c'i'ong C: MemphKitsAFUIL_MILAG.0.0.10265T aalshS pstem Todls\Flash Image Toal

FCurw arkDir :

PwlorkingDir: . Nwlorking
$Sourceliir: 5% SN Image

tDestDir: . S0utpuf

tUzervarl :
$lserar2 :

$lseriard

Cancel

2. In the main menu select Build | Build Settings.... Leave the defaults for Output
Path, Generate intermediate build files, and Build compact image as shown.
Change the Flash Block/Sector Erase Size as appropriate for your SPI flash
part(s).

Build | Build Settings...

Build Setti ==

Build

Output path;  $DestDitoutimage. bin

v Generate intermediate build files

Build compact image [ignores the flazh component sizes in the descriptor).

Flash Black/Sector Erase Size:  4KB -

Cancel
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3.3
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Configure PCH Silicon Stepping

Leave the PCH Silicon Stepping Combo Box at its default value of Intel® 5 Series

Chipset.

Figure 3-3.

PCH Silicon Stepping Combo Box

Intel® Series 5 Chipset

3.4

Set Up Descriptor and SPI1 Flash Device(s)

Table 3-1. Flash Image | Descriptor Region
Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Descriptor region length Oh Leave this at zero. Allows FITC to auto-size

e Select the Flash Image tab.
Select Flash Image |
Descriptor Region

e Set the parameters in the
Descriptor Region section
as shown

- {3 Flash Image
G Feson
(I3 PDR Region
10 GhE Region
[Z3 ME Region
|3 BIOS Region

the descriptor region length.

Table 3-2. Flash Image | Descriptor Region | Descriptor Map
Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Yellow means custom settings may be required, otherwise use CRB setting.
e Select the Flash Image tab
e Select Flash Image | Region base address 0x00000004 Flash region base address (FRBA)
Bzzg::pig: ll\?/lzglon I Number of flash 2 Number of SPI flash devices on the
p P . components platform
* Set the parameters in the 1 or 2 = Total SPI flash devices
Descriptor Map section as 0 = Build ME region only
shown
Component base address 0x00000002 Unless severely constrained in Descriptor
- ‘3 Flash Image for free flash space, do not change this
-/ 43 Descriptor Region
[ Descriptor Map] Number of PCH straps 16
g E,T:::;n::::;c;';:m PCH straps base address 0x00000010 Unless severely constrained in Descriptor
* for free flash space, do not change this
+ [ PCH Straps !
(0 MEVSCC Table Number of Masters 2
2 OEM Section
[Z3 PDR Region Master base address 0x00000006 Unless severely constrained in Descriptor
(23 GbE Region for free flash space, do not change this
23 ME Region
[ BIOS Region Number of PROC straps 0
PROC straps base address 0x00000020
Intel® 5 Series Express Chipset - Intel® Management Engine Firmware Bring Up Guide 39
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Table 3-3. Flash Image | Descriptor Region | Component Section
Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Yellow means custom settings may be required, otherwise use CRB setting.
e Select the Flash Image tab.
Select Flash Image | Read ID and Read Status 33MHz Lowest common frequency of all SPI flash
Descriptor Region | clock frequency parts on the platform. 50MHz support is
Component Section only available in Ibex Peak B- or later
e Set the parameters in the stepping.
gﬁgrcvpnonent Section section as Write and erase clock 33MHz Lowest common frequency of all SPI flash
frequency parts on the platform. 50MHz support is
- £3 Flash Image otnly qvailable in Ibex Peak B- or later
- &3 Descriptor Region SR,
(10 Descriptor Map Fast read clock frequency 33MHz In order for PCH HW to override its own
88} Component section| internal default value (20 MHz), Fast Read
+ ([ Master Access Section Support must be CRB Set To true.
+ [ PCH Straps 50MHz support is only available in Ibex
3 ME VSCC Table Peak B- or later stepping.
(0 OEM Section Fast read support true
(3 PDR Region
(2 GbE Region Read clock frequency 20MHz
Cme Region Flash component 2 4MB Size of second SPI Flash part on the
(2 BIOS Region density platform.
Flash component 1 4MB Size of first SPI Flash part on the platform.
density
FlashImage Configuration Invalid instruction 3 0 Illegal instruction op-code. Check flash
part datasheet.
0 = no instruction is specified
Invalid instruction 2 0 Illegal instruction op-code. Check flash
part datasheet.
0 = no instruction is specified
Invalid instruction 1 0 Illegal instruction op-code. Check flash
part datasheet.
0 = no instruction is specified
Invalid instruction O 0 Illegal instruction op-code. Check flash
part datasheet.
0 = no instruction is specified
Flash Partition Boundary 0x00000000 FPBA. Only applies to SPI flash parts with
asymmetric block/sector erase sizes.
Configured in main menu option Build |
Build Settings (see Section 3.2,
page 37).

40
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Table 3-4. Flash Image | Descriptor Region | Master Access Section | CPU/BIOS

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Yellow means custom settings may be required.
e Select the Flash Image tab
e Select Flash Image | PCI Bus ID 0
Descriptor Region | Master X
Access Section | CPU/BIOS PCI Device ID 0
e Set the parameters in the PCI Function ID 0
CPU/BIOS section as shown
Read Access OxFF Controls read access by BIOS to:
- 3 Flash Image e Bit 0: Descriptor (region 0)
-3 Esé”ptcfrsegl'\:'” e Bit 1: BIOS region (region 1)
escriptor Map . . o o
2 Component section . B!t 2: ME FW reglgn (reg|c.>n 2)
_ 3 Master Access Section e Bit 3: GbE FW region (region 3)
8] cpu/B10S) e Bit 4-7: Regions 4 through 7
(3 Manageability Engine (ME) 0x0B = Production platform
(20 GbE LAN OxFF (default) = Non-production/debug
+ [0 PCH Straps platform
(L3 MEVSCC Table - - -
Write Access OxFF Controls write access by BIOS. Structure is

[ OEM Section . .
identical to Read access parameter.

22 PDR Region

(I3 GbE Region OxOA = Production platform

(Z2 ME Region OXFF (default) = Non-production/debug
(I3 BIOS Region platform

Flash Image Configuration

Table 3-5. Flash Image | Descriptor Region | Master Access Section | Manageability

Engine (ME)
Location Parameter CRB Set To Settings for target platform
Follow navigation tree below: Yellow means custom settings may be required.
e Select the Flash Image tab
e Select Flash Image | PCI Bus ID 0
Descriptor Region | Master X
Access Section | PCI Device ID 0
Manageability Engine (ME) | pCI Function ID 0
e Set the parameters in the
Manageability Engine (ME) | Read access OxFF Controls read access by ME FW to:
section as shown e Bit 0: Descriptor (region 0)

e Bit 1: BIOS region (region 1)
e Bit 2: ME FW region (region 2)
e Bit 3: GbE FW region (region 3)

- 3 Flash Image
- {3 Descriptor Region
(3 Descriptor Map

23 Component Section e Bit 4-7: Regions 4 through 7
- ‘&3 Master Access Section 0x0D = Production platform
3 cpu/BIOS OxFF (default) = Non-production/debug
] Viencesabilty Engine (V) platform
(22 GbE LAN
+ (31 PCH Straps Write access OxFF Controls write access by ME FW. Structure
[ MEVSCC Table is identical to Read access parameter.
(21 OEM Section 0x0C = Production platform
(I3 PDR Region OxFF (default) = Non-production/debug
[Z1 GbE Region platform
[Z3 ME Region
|1 BIOS Region

Flash Image Configuration
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Table 3-6. Flash Image | Descriptor Region | Master Access Section | GbE LAN

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Yellow means custom settings may be required.
e Select the Flash Image tab
e Select Flash Image | PCI Bus ID 1 1

Descriptor Region | Master

Access Section | GbE LAN
e Set the parameters in the PCI Function ID 0 0

GDbE LAN section as shown

PCI Device ID 3 3

Read access OxFF Controls read access by GbE FW to:
- 3 Flash Image e Bit 0: Descriptor (region 0)
- {33 Descriptor Region e Bijt 1: BIOS region (region 1)

11 Descriptor Map
|21 Component Section
- {3 Master Access Section

e Bijt 2: ME FW region (region 2)
e Bit 3: GbE FW region (region 3)

(3 cru/BIOS e Bit 4-7: Regions 4 through 7

(3 Manageability Engine (ME) 0x08 = Production platform

[} GhE Lan| OXFF (default) = Non-production/debug
+ [0 PCH Straps platform

[C3 ME VSCC Table

(3 OEM section Write access OxFF Controls write access by GbE FW. Structure

is identical to Read access parameter.

|22 PDR Region

(I3 GbE Region 0x08 = Production platform

(3 ME Region OXFF (default) = Non-production/debug
[ BIOS Region platform

Flash Image Configuration

Table 3-7. Flash Image |Descriptor Region | ME VSCC Table | Add Table Entry

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: ADD Table Entry Value For Mobile and Set this to the name of the SPI Flash
e Select the Flash Image tab Desktop CRBs use | device on the target platform.
AT26DF321 Note: The AT26DF321 entry may

e Select Flash Image |
Descriptor Region | ME already be created as part of the default

VSCC Table FITC template.

e Right click on ME VSCC Table
to add entry name

— 43 Flash Image Pz
- {3 Descriptor Region R
I Descriptor Map
(3 Component Section
- 3 Master Access Section
0 cru/BIOS
23 Manageability Engine (ME)
23 GbE LAN
+ (11 PCH Straps
Rl vcviccl
(1 OEM Secticn
[X) POR Region
|3 GbE Region
23 ME Region
3 BIOS Region
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Table 3-8. Flash Image | Descriptor Region | ME VSCC Table | AT26DF321
Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Yellow means custom settings may be required.
e Select Flash Image |
Descriptor Region | ME VendorID For Mobile and For information on values that need to be
VSCC Table | AT26DF321 Desktop CRBs entered in this section, refer to the Intel®
e Set the parameters for the use Ox1F Ibex Peak Chipset Family EDS and the SPI
Atmel 4-MB SPI part in the Flash device datasheet. Vendor ID, Device
AT26DF321 section as ID 0 and Device ID 1 are all derived from
shown the output of the JEDEC ID command
which can be found in the vendor
- £3 Flash Image datasheet for the specific SPI Flash part.
- ‘3 Descriptor Region In Ibex Peak EDS, Section VSCCO —
(10 Descriptor Map Vendor Specific Component
(IO Component Section Capabilities O describes the 32-bit VSCC
+ ([0 Master Access Section register value.
+ (13 PCH Straps Default is Ox00.
- 23 MEVSCC Table
(8] AT260F321] Device ID 0 For Mobile and | Default is 0x00.
(] OEM Section Desktop CRBs
(3 PDR Region use Ox47
(0 GbE Region Device ID 1 0x00
23 ME Region
(23 BIOS Region VSCC register value For Mobile and Default is 0x00000000.

Flash Image Configuration

Desktop CRBs
use
0x20152015

Table 3-9. Flash Image

| Descriptor Region

| OEM Section

Location

Parameter

CRB Set To

Settings for Any Platform

Follow navigation tree below:
Select Flash Image |
Descriptor Region | OEM
Section

Set the parameters in the
OEM Section section as
shown

- A Flash Image
- {3 Descriptor Region

[ Descriptor Map
(3 Component Section

+ [ Master Access Section

+ [ PCH Straps
|3 MEVSCC Table
Rjocy secion]

22 PDR Region

2 GbE Region

[Z3 ME Region

[Z3 BIOS Region

Flash Image Configuration

Binary input file

(leave blank)

This is an optional field and input depends
on Customer Design and features support.
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3.4.1

Image Creation: Flash Image Tool (FITC)

Set Up Soft-Straps (Ibex Peak B-stepping Only)

Table 3-10. Flash Image | Descriptor Region | PCH Straps | PCH Strap O

Location

Parameter

CRB Set To

Settings for Any Platform

Ibex Peak B-stepping only.
Follow navigation tree below:

Select the Flash Image tab

Select Flash Image |
Descriptor Region | PCH
Straps | PCH Strap O
Set the parameters in the
PCH Strap O section as
shown

- 43 Flash Image

- {3 Descriptor Region
[0 Descriptor Map
[ Compenent Section
+ ([0 Master Access Section
- 3 PCH Straps
CEE
[I] PCH Strap 2
I3 PCH Strap 4
I3 PCH Strap 7
(1 PCH Strap @
(I3 PCH Strap 10
(] PCH Strap 11
| PCH Strap 14
[ PCH Strap 15
+[[J MEVSCC Table
1 OEM Section
X} PDR Region
[C1 GbE Region
[Z3 ME Region
[ BIOS Region

Flash Image Configuration

Yellow

means custom settings may be required.

BIOS Boot Block Size

64KB

BIOS Boot Block (BBB) is bare minimum
BIOS code required to boot a platform.
This soft-strap allows for proper address
bit to be inverted as required by BBB Size.
64KB (default) = Invert A16 if Top Swap
is enabled

128KB = Invert A17 if Top Swap is
enabled

256KB = Invert A18 if Top Swap is
enabled

If BIOS is stored in a separate SPI Flash
device or in FWH (see Configurations “B”,
“C”, and “D” in Appendix B (page 93) then
leave this parameter at 64KB.

Intel® Anti-Theft
Technology Data
Protection Disable

true

true = Set for all platforms

DMI RequesterID Security
Check Disable

false

Indicates if RequesterID checking during
DMI accesses is disabled. This parameter is
only applicable for server platforms that
contain multiple PCHs.

false (default) = Set for all platforms

LANPHYPC_GP12_SEL

1 = Only required if target platform has
Intel wired LAN and PCH GP12 is used as
LAN_PHYPC for Intel LAN.

0 (default) = PCH GP12 is used as
General Purpose Input/Output (GPIO) pin.
Must be O if Third-party LAN is present.

Intel® ME SMBus Enable

true

true = Set for all platforms

Intel® ME SMBus
Frequency

100kHz for B-
stepping

SMLinkO Enable

true

true (default) = Intel LAN is present
false = Third-party LAN is present

SMLinkO Frequency

100kHz for B-

stepping
SMLink1 Enable Mobile CRB true (default) = SMLink1 is being used by
uses true EC/SIO/BMC for Thermal Reporting.

Desktop CRB
uses true

false = Set for all other platforms
Note: Must be set to true for desktop
platforms even if an EC/SIO/BMC is not
using SMLink1 for Thermal Reporting.
Otherwise there may be issues with:

e Intel® QST

e Power flows

SMLink1 Frequency

100kHz for B-
stepping

Chipset Config

01b
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Table 3-11. Flash Image | Descriptor Region | PCH Straps | PCH Strap 2

Location

Follow navigation tree below:

e Select the Flash Image tab

e Select Flash Image |
Descriptor Region | PCH
Straps | PCH Strap 2

e Set the parameters in the
PCH Strap 2 section as
shown

- A Flash Image
- {3 Descriptor Region
[ Descriptor Map
[ Component Section
+ [ Master Access Section
- 23 PCH Straps
L] PCH Strap 0
CEE
[ PCH Strap 4
22 PCH Strap 7
[ PCH Strap 9
(I3 PCH Strap 10
(3 PCH Strap 11
|20 PCH Strap 14
[ PCH Strap 15
+ I3 MEVSCC Table
) OEM Section
[X) PDR Region
10 GhE Region

Parameter CRB Set To Settings for Any Platform
Yellow means custom settings may be required.
Intel® ME SMBus 12C false Refers to device-to-PCH write address over
Address Enable Intel® ME SMBus.
(SMBI2CEN) false (default) = Set for all platforms
Intel® ME SMBus 12C 0x00 Refers to device-to-PCH write address over
Address (SMBI2CA) Intel® ME SMBus.
0x00 (default) = Set for all platforms
Intel® ME SMBus ASD false
Address Enable
(MESMASDEN)
Intel® ME SMBus ASD 0x00
Address (MESMASDA)
Intel® ME SMBus GP false Refers to device-to-PCH read address over
Address Enable Intel® ME SMBus.
Intel® ME SMBus GP 0x00 Refers to device-to-PCH read address over

Address

Intel ME SMBus.

Table 3-12. Flash Image

| Descriptor Region

| PCH Straps

| PCH Strap 4

Location

Parameter

CRB Set To

Settings for Any Platform

Follow navigation tree below:

e Select the Flash Image tab

e Select Flash Image |
Descriptor Region | PCH
Straps | PCH Strap 4

e Set the parameters in the
PCH Strap 4 section as
shown

- 3 Flash Image
- {3 Descriptor Region
|3 Descriptor Map
23 Component Section
+ ([ Master Access Section
- 23 PCH Straps
I3 PCH Strap 0
(3 PCH Strap 2
B)rciseap s
22 PCH Strap 7
23 PCH Strap 9
(I3 PCH Strap 10
(3 PCH Strap 11
([ PCH Strap 14
[ PCH Strap 15
+ I3 MEVSCC Table
[ OEM Section

Yellow means custom settings may be required.

GbE PHY SMBus Address 0x64 Intel wired LAN PHY SMBus address. No
change required for this soft-strap value.

GbE MAC SMBus Address 0x70 Intel wired LAN MAC SMBus address. No
change required for this soft-strap value.

GbE MAC SMBus Address true true = Intel LAN is present

Enable false = Third-party LAN is present

PHY Connectivity 10: PHY 10: PHY Connectivity = Intel LAN is

Connectivity

present
00: No PHY Connected (default) =
Third-party LAN is present
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Image Creation: Flash Image Tool (FITC)

Table 3-13. Flash Image | Descriptor Region | PCH Straps | PCH Strap 7

Location

Parameter

CRB Set To

Settings for Any Platform

Follow navigation tree below:
e Select the Flash Image tab.
e Select Flash Image |
Descriptor Region | PCH
Straps | PCH Strap 7
e Set the parameters in the
PCH Strap 7 section as
shown in the table below
- 3 PCH Straps
L] PCH Strap 0
[I] PCH Strap 2
I3 PCH Strap 4
Seci Step 7
(1 PCH Strap @
(I3 PCH Strap 10
(] PCH Strap 11
| PCH Strap 14
[ PCH Strap 15

Intel® ME SMBus
Subsystem Vendor &
Device ID for ASF2

0x00000000

0x00000000

Table 3-14. Flash Image

| Descriptor Region

| PCH Straps

| PCH Strap 9

Location

Parameter

CRB Set To

Settings for Any Platform

Follow navigation tree below:

e Select the Flash Image tab

e Select Flash Image |
Descriptor Region | PCH
Straps | PCH Strap 9

e Set the parameters in the
PCH Strap 9 section as
shown

- &3 Flash Image
- 23 Descriptor Region
11 Descriptor Map
|21 Component Section
+ [ Master Access Section
— {3 PCH Straps
23 PCH Strap O
(1 PCH Strap 2
(1 PCH Strap 4
(1 PCH Strap 7
CEE=H
[ PCH Strap 10
I3 PCH Strap 11
(] PCH Strap 14
(] PCH Strap 15
+ (11 ME VsCC Table
L] OEM Section
[} POR Region
|23 GbE Region
23 ME Region
[C1 BIOS Region

Flash Image Configuration

Yellow

means custom settings may be required.

Intel® PHY Over PCI true true (default) = Intel LAN is present
Express Enable (PHY_ false = Third-party LAN is present
PCIE_EN)
Intel® PHY PCIe Port 101 Only necessary if Intel LAN is present.
Select 101 = Third-party LAN is present (don’t
(PHY_PCIEPORTSEL) care setting)
000 = Port 1 100 = Port 5
001 = Port 2 101 = Port 6
010 = Port 3 110 = Port 7
011 = Port 4 111 = Port 8
Default is 101.
DMI Lane Reversal false This parameter must reflect platform
topology.
PCIe Lane Reversal 2 false This parameter must reflect platform
topology.
Note: This parameter can only be set to
true if PCle Port configuration 2 is set
to 1x4.
PCIe Lane Reversal 1 false This parameter must reflect platform

topology.

Note: This parameter can only be set to
true if PCle Port configuration 1 is set
to 1x4.

PCIe Port Configuration 2

Desktop CRB
uses 00: 4x1
Ports 5-8 (x1)

Mobile CRB uses
10: 2x2 Port 5

This parameter must reflect platform
topology.

(x2), Port 7
(x2), Ports 6, 8
(disabled)
PCIe Port Configuration 1 4x1 Ports 1-4 This parameter must reflect platform
(x1) topology.
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Table 3-15. Flash Image | Descriptor Region | PCH Straps | PCH Strap 10

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: ME boot from flash false Also see Table 3-21, (page 51).
e Select the Flash Image tab true = ME ROM bypass image is included
e Select Flash Image | in the ME Region binary. Instead of using
Descriptor Region | PCH ME ROM code hard-coded in the PCH,
Straps | PCH Strap 10 _Intel® ME will use bypass code in SPI
e Set the parameters in the instead. . .
PCH Strap 10 section as false (default) = No ME Region binary
shown loaded, or ME Region binary does not
contain ME ROM bypass image
- 3 Flash Image _ N
_ 29 Descristor Region ME MDDD Enable true true = _Enable MDDD logging. Set for non-
2 Descriptor Map production/debug platforms.
(3 Component Section false (default) = Set for production
+ [0 Master Access Section platforms
- &3 PeH straps ME MDDD Address 0x38 0x38 = Enable MDDD logging. Set for
3 pcH strap 0 non-production/debug platforms.
0 pettstrap 2 0x00 = Set for production platforms.
[ PCH Strap ¢
(O PcH strap 7 ICC OEM Config Select 0 Specifies which clock control parameter set
[ PcHStrap g is to be used by the final generated SPI
(8] et strap 10} flash binary image by the target platform
(C3 PCH Strap 11 at boot time.
(0 PCH Strap 14 SPI flash binary images across multiple
(0 PCH strap 15 board designs are expected to contain the
+ (11 MEVSCC Table same block of clock control parameters, up
(C) OEM Section to 7 sets total.
(%] PDR Region The ‘Record #' refers to records created
(2 GbE Region under the Configuration Tab, Flash Image
(23 ME Region | Configuration | ICC Data.
72 RINS Rerinn Default is O.
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Image Creation: Flash Image Tool (FITC)

Table 3-16. Flash Image | Descriptor Region | PCH Straps | PCH Strap 11

Location

Parameter

CRB Set To

Settings for Any Platform

Follow navigation tree below:

Select the Flash Image tab
Select Flash Image |
Descriptor Region | PCH
Straps | PCH Strap 11
Set the parameters in the
PCH Strap 11 section as
shown

- 43 Flash Image

- {3 Descriptor Region
|23 Descriptor Map
(1 Component Section
+ ([0 Master Access Section
- 3 PCH Straps
. PCH Strap 0
[I] PCH Strap 2
I3 PCH Strap 4
I3 PCH Strap 7
(1 PCH Strap @
(I3 PCH Strap 10
e s i1
[ PCH Strap 14
I3 PCH Strap 15
[Z3 ME VSCC Table
(3 OEM Section
X} PDR Region
[C1 GbE Region
|21 ME Region
|23 BIOS Region

Flash Image Configuration

SMLink1 I12C Address
Enable

Mobile CRB uses
true

Desktop CRB
uses false

true (default) = Enable EC/SIO/BMC to
interact Thermal Reporting feature over

SMLink1

false = Platform has no EC/SIO/BMC on
SMLink1

SMLink1 I2C Address

Mobile CRB uses
0Ox4C

Desktop CRB
uses Ox00

This parameter defines a write address for
PCH over SMLink1. Set this to an address
supported by EC/SIO/BMC hardware. Note
that PCH/InteI® ME acts as slave on
SMLink and EC/SIO/BMC acts as master.

0x4C (default) = PCH SMBus write
address for EC on mobile CRB

0x00 = Platform has no EC/SIO/BMC on
SMLink1

SMLink1 GP Address
Enable

Mobile CRB uses
true

Desktop CRB
uses false

true (default) = Enable EC/SIO/BMC to
interact Thermal Reporting feature over

SMLink1

false = Platform has no EC/SIO/BMC on
SMLink1

SMLink1 GP Address

Mobile CRB uses
0ox4B

Desktop CRB
uses 0x00

This parameter defines a read address for
PCH over SMLink1. Set this to an address
supported by EC/SIO/BMC hardware. Note
that PCH/InteI® ME acts as slave on
SMLink and EC/SIO/BMC acts as master.

0x4B (default) = PCH SMBus read
address for EC on mobile CRB

0x00 = Platform has no EC/SIO/BMC on
SMLink1

Table 3-17. Flash Image | Descriptor Region | PCH Straps | PCH Strap 14

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Yellow means custom settings may be required.
e Select Flashlmage |
Descriptor Region | PCH VE Enable true This option is always read-only.
Straps | PCH Strap 14 true = Target platform supports Braidwood
* Set the parameters in the false = Braidwood support disabled
PCH Strap 14 section as
shown in the table below VE Boot from Flash false This option is always read-only. See
(IO PCcH Strap 4 Table 3-21, (page 51).
2 PcH Strap 7 true = VE ROM bypass image is included in
(3 PcH Strap 9 the ME Region binary. Instead of using VE
(I3 PCH Strap 10 ROM code hard-coded in the PCH, VE will
(I3 PCH Strap 11 use bypass code in SPI instead.
(B8} PCH Strap 14] false (default) = No ME Region binary
(23 PCH Strap 15 loaded, or ME Region binary does not
+ (11 ME VsCC Table contain VE ROM bypass image
2] OEM Section -
Braidwood Technology true false =Set for all platforms
SSD enabled
Braidwood Technology true true = Enable NVMHCI support for

NVMHCI enable

Braidwood

false =NVMHCI support for Braidwood is
disabledSet for all platforms
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Table 3-18. Flash Image | Descriptor Region | PCH Straps | PCH Strap 15

Location Parameter CRB Set To Settings for Any Platform

Follow navigation tree below: t209 Timing ims Minimum timing between PWROK assert
¢ Select Flash Image | and CPUPWRGD assert. Change to reflect
Descriptor Region | PCH optimal timing for your platform. Can also
Straps | PCH Strap 15 be set to 50ms, 5ms, and 100ms.
e Set the parameters in the Leave at default value of 1ms unless
PCH Strap 15 section as experiencing power sequencing issues.

shown Intel®Integrated LAN true true = Intel LAN is enabled

|1 PUH strap 2
[ PCH Strap 4 Enable false = Intel LAN is disabled

[ PCHStrap 7
[ PCH Strap 9
[ PCH Strap 10
[ PCH Strap 11
23 PCH Strap 14
& ]pcH strap 15

+ ([ MEVSCC Table

(] OEM Section

[%] POR Region

|23 GkE Region

23 ME Region

[Z3 BIOS Region

Flash Image Configuration

3.5 Set Up SPI Flash Regions

Table 3-19. Flash Image | PDR Region

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: PDR Region Length PDR Region is Displays Region size information when
e Select the Flash Image disabled Binary input file is specified.
* Select Flash Image | PDR Binary Input File PDR Region is | Load a Platform Data Region binary if
Region disabled required and available.

e Set the parameters in the
PDR Region section as
shown

=]-423 Flash Image
—|-+23 Descriptor Region
(23 Descriptor Map
|23 Component Section
+]- (10 Master Access Section
+|-[(7] PCH Straps
+- ([ ME VSCC Table
(23 OEM Section
|2 POR Region
(20 GhE Region
[£3 MERegion

...or if NOT using Platform Data Region (PDR)

A red “X” will indicate whether this Region is disabled. If this

Region is not disabled, disable it by right-clicking on Flash +-[(]] ME VSCC Table
Image | PDR Region and selecting Disable Region. L3 OEM Section
[ PDR Region
[_ GBbE Region
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Table 3-20. Flash Image | GbE Region

Image Creation: Flash Image Tool (FITC)

Location Parameter

CRB Set To

Settings for Any Platform

Follow navigation tree below:
e Select the Flash Image

Yellow means custom settings may be required.

e Select Flash Image | GbE
Region

e Set the parameters in the
GbE Region section as shown

- &3 Flash Image
+ [ Descriptor Region

GbE LAN region Oh
length
Binary input file Desktop/Server | Recommendation
CRB uses If Using Intel LAN then Navigate to your Source
xxxxx_DSK | pirectory (as specified in Section 3.1, page 37)
Image and switch to the GbE subdirectory. Choose the

Intel GbE LAN FW image as follows:

[C3 PDR Region
P&} GbE Rezion] Mobile CRB uses e Desktop platforms should use the xxxxx_DSK
2 ME Region LAN_SWITCH image
(2 BI0S Region image e Mobile platforms that support docking and uses
a LAN switch should use the _LAN_SWITCH_
image
e Mobile platforms that support docking and does
not use a LAN switch should use the
_NON_LAN_SWITCH_ image. If IEEE
conformance does not meet requirements,
then _LAN_SWITCH_ version may need to be
used.
e See the documents in the GbE subdirectory for
more information
If not using Intel LAN then leave this parameter
blank.
Major Version 0 Displays major revision value for Intel LAN GbE FW
version when Binary input file is specified.
Minor Version 0 Displays minor revision value for Intel LAN GbE FW
version when Binary input file is specified.
Image ID 0 Displays image ID value for Intel LAN GbE FW

version when Binary input file is specified.

...or if not using Intel wired LAN device

A red “X” will indicate whether this Region is disabled.
If this Region is not disabled, disable it by right-
clicking on Flash Image | GbE Region and selecting
Disable Region.

Wy LR RERIUN

W4} GbE Region

T8 RAC Mmmimem
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Image Creation: Flash Image Tool (FITC)

Table 3-21. Flash Image | ME Region

intel.

Location Parameter

CRB Set To Settings for Any Platform

Follow navigation tree below:

e Select the Flash Image tab

e Select Flash Image | ME
Region

e Set the parameters in the ME
Region section as shown

¢ Note: Loading an ME FW
binary image that contains ME
ROM Bypass unlocks the ME
Boot from Flash parameter
in Flash Image | Descriptor

Binary input file

Navigate to your Source Directory (as specified in
Section 3.1, page 37) and switch to the Firmware
subdirectory. Choose the ME FW binary image.

e Note: You may choose to build the ME Region only. To do
so, Flash Image | Descriptor Region | Descriptor Map
parameter Number of flash components must be set to
0.

L]
Note: Loading an ME FW binary image that contains ME ROM

Bypass unlocks the ME Boot from Flash parameter in Flash
Image | Descriptor Region | PCH Straps | PCH Strap 10.

Region | PCH Straps | PCH

® . .
Strap 10 Intel® QST config file

Load a QST configuration file is only used when Intel® QST
is enabled and there is a pre-existing configuration file.

- A Flash Image
+ [0 Descriptor Region

Permit file

[Z0 PDR Region * Partition Rom Bypass Not technically a parameter. This

[Z1 GhE Region Enabled information panel appears when an ME FW
(88} \IE Region| image enables ME boot directly from flash.
[Z3 BIOS Region - - - - —

Major Version 0 Displays major revision value for ME FW
version when Binary input file is
specified.

Minor Version 0 Displays minor revision value for ME FW
version when Binary input file is
specified.

Hotfix Version 0 Displays hotfix value for ME FW version

when Binary input file is specified.

Flash Image Configuration Build Version

0 Displays build value for ME FW version
when Binary input file is specified.

Table 3-22. Flash Image | BIOS Region

Region

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: BIOS Revision Displays BIOS revision information
e Select the Flash Image tab when Binary input file is specified.
* Select Flash Image | BIOS | BIOS region length Oh Displays Region size information

when Binary input file is specified.

e Set the parameters in the
B10OS Region section as
shown

Binary input file

- 3 Flash Image
+ [0 Descriptor Region

For the Intel CRB
navigate to your
Source Directory (as
specified in
Section 3.1, page 37)

For all other platforms point this
parameter to the appropriate BIOS
image.

If BIOS is stored in a separate SPI
Flash device or in FWH (see

(3 PDR Region and switch to the Configurations “B”, “C”, and “D” in
{3 GbE Region BIOS subdirectory. | Appendix B (page 93) then leave this
{1 ME Region ChoogT thB?odSsbk'top or | parameter blank.
- mobile inary
BIOS R
B 505 Region] image.
Flash Image Configuration
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3.6

Figure 3-4.

Note:

Note:

3.7

Note:

3.7.1

52

Configure PCH Silicon SKU

Use the SKU Manager Combo Box to select the appropriate platform type for your
specific chipset. For Intel® ME 4MB Firmware Alpha 2, the only valid choices are Intel®
HM57, and HM55.

SKU Manager Combo Box

Intel® P55 - Desktop -
Intel® Q57 - Desktop Vi
Intel® H5T - Deskiop 5

Intel® H35 - Desktop
Intel® P57 - Desktop
Intel® OMS7 - Mohile
Intel® QS57 - Mahile
Intel® HMS7 - Mahile
Intel® HMSS - Mehile
Intel® PMST - Mohile
|Intel® 3450 - Workstation
[ Intel® P55 - Deskiop
Intel® PM55 - Mobile

Intel® 3400 - Server (Value)
Intel® 3420 - Server (Enhanced)

o

==l

When a SKU is selected in FITC, Non-SKU PCH silicon will then behave as if it were the
selected Production SKU PCH silicon from ME FW perspective. The SKU Manager
selection option has no effect on Production SKU PCH silicon. Features cannot be
enabled on such SKUs that do not support them. For example, Braidwood Technology
cannot be enabled on HM55.

For more information see Table 3-29 (page 59), Table 3-30 (page 60), and Table 3-31
(page 61) for ME FW features listed by Production SKU PCH silicon using Intel® ME 4MB
Firmware Alpha 2.

Sections of FITC other than the Features Supported folder under Flash Image |

Configuration will not reflect what is disabled for the selected PCH silicon SKU and/or
ME FW binary.

ME FW Feature Configuration

Do not load or change any parameters in the Configuration tab until you load an ME
Region binary.

Clock Control Parameters
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Table 3-23. Flash Image | Configuration | ICC Data

intel.

e Select Flash Image |
Configuration | ICC Data.

e Set the parameters in the ICC
Data section as shown in the
table below.

-|-+=3 Flash Image
-2 Configuration
3 ME
(Z Power Packages
(L Features Supported
23 intel® AMT
3 Intel® Anti-Theft (AT-d) Techn
(23 Intel® Anti-Theft (AT-p) Techn
(23 Setup and Configuration
SR iCC Data
-2 OEM Reguest Record 0
(L1 Static Registers Sectio

FlashIimage Configuration

4 m 3

e Select the Configuration tab.

Location Parameter CRB Set To Settings for Any Platform
On the navigation tree to Number of Supported 1 Specify the maximum number of sets of
the left, SKUs clock configuration parameters need to be

specified. It is possible that a clock contro

parameter set is required for each separate

board design.

Set to 1 unless multiple platform in single
image support is desired.
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Image Creation: Flash Image Tool (FITC)

Table 3-24. Flash Image | Configuration | ICC Data | OEM Request Record O | Static
Registers Section

Location Parameter CRB Set To Settings for Any Platform
On the navigation tree to the left: | FCSS Set to 0x00004322: This parameter controls muxing to
e Select the Configuration tab. o F3SS = 100b = Disabled | Select sources for Flex Clock outputs.
o Select Flash Image | o F2SS=011b=14 MHz | 5°¢ Section A.2.1, page 77.
Configuration | ICC Data| e F1SS = 010b = 33.3 MHz Default is 0x00000344.
OEM Request Record O | _ _
Static Registers Section - AR = Bl = S5k ik
e Set the parameters in the PLLEN 0x8000040C This parameter controls PLL enables.
Static Registers Section See Section A.2.2, page 78.
section as shown 0x8000040C = Display Clock
e Each dword parameter shown Intergration (DCI) Mode clock
below is further broken down generation for Display Clock (PCH
bit by bit in Flash Image Tool. generation from 25-MHz crystal).
Reference these bits in e For the CRB, use this with MPG
Section A.2 (page 77) BIOS 072 or CG BIOS 154 or later.
=1 £3 Flash Image ¢ Non-CRB BIOS requires VBIOS that
-2 Configuration supports DCL.
3 ME e Use in OS requires Intel® Graphics
(3 Powsr Packages Accelerator Driver support for DCI.
L0 Features Supported 0x8000041B = Use this setting if
3 intel@ AMT platform supports external graphics only
£3 Intel® Anti-Theft (AT-d) Techn 0x8000041C = Buffer Through Mode
123 Intek® Anti-Theft (AT-p) Techn clock generation for Display Clock
[Z3 Setup and Configuration (CK505 generation from 14-MHz
=423 ICC Data crystal).
—-£3 OEM Request Record 0 e This option may be used if the
[ platform supports only LVDS and/or
FlashImage Configuration VGA displays o
= = = e For the CRB, use this with BIOSes
earlier than MP072 or CG154.
Default is 0x8000040C.
OCKEN Ox1FFFOF8F This parameter controls enabling of
output buffers. See Section A.2.3,
page 79.
Default is Ox1FFFOF8F.
IBEN 0x00000000 This parameter controls enabling of
input buffers. See Section A.2.4,
page 81.
Default is 0xO00000000.
DIVEN 0x00000303 This parameter controls PLL enables.
See Section A.2.6, page 82.
0x00000303 = Display Clock
Intergration (DCI) Mode clock
generation for Display Clock.
0x00000100 = Use this setting if
platform supports external graphics
only
0x00000003 = Buffer Through
Mode clock generation for Display
Clock.
Default is 0x8000040C.
PM1 0x00000013 Allows VBIOS and Integrated Graphics
Device driver to power manage DIV1S
(see Figure A-1, page 75). This seting is
also safe for processors without
Integrated Graphics. See Section A.2.7,
page 83.
Default is 0OxO0000013.
PM2 0x00000000 This parameter controls power

management features of clocks. See
Section A.2.8, page 83.

Default is 0OxXxO0000000.
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Table 3-24. Flash Image | Configuration | ICC Data | OEM Request Record O | Static
Registers Section

Location

Parameter

CRB Set To

Settings for Any Platform

SEBP1

0x00009999

This parameter controls double/single
load series resistance and slew rate for
FLEX clocks. See Section A.2.9,

page 84.

Default is 0x00009999.

SEBP2

0x00099999

This parameter controls double/single
load series resistance and slew rate for
PCI clocks. See Section A.2.10,

page 85.

Default is 0x00099999.

PMSRCCLK1

OXFFFFFFFF

This parameter controls which CLKRQ#
pins on Ibex Peak are assigned to which
PCI Express* clocks. CLKRQ# pins may
also be completely deassigned with this
parameter. See Section A.2.11,

page 87.

Default is OXFFFFFFFF.

PMSRCCLK?2

0x00000FFF

This parameter controls which CLKRQ#
pins on Ibex Peak are assigned to which
PCI Express* clocks. CLKRQ# pins may
also be completely deassigned with this
parameter. See Section A.2.13,

page 90.

Default is OXOOOOOFFF.

Table 3-25. Flash Image | Configuration | ICC Data | OEM Request Record O | Dynamic
Registers Section

Location

Parameter

CRB Set To

Settings for Any Platform

On the navigation tree to the left:
e Select the Configuration tab.
e Select Flash Image |

Configuration | ICC Data]
OEM Request Record O |
Static Registers Section

e Set the parameters in the
Dynamic Registers Section
section as shown

e Each dword parameter shown
below is further broken down
bit by bit in Flash Image Tool.
Reference these bits in
Section A.2 (page 77)

- 44 Flash Image
- {3 Configuration
O MmE
[_1 Power Packages
[_J Features Supported
Z3 Manageahility Application
(23 Intel® Anti-Theft (AT-p) Technol
(23 setup and Configuration
- 23 ICC Data
- 3 OEM Request Record O
[Z7 static Registers Section

B8] Dvnamic Registers Secti
Flash Image Configuration

TR

SSCCTL

0x1010100

This parameter controls spread
spectrum modulation capability of SSC
blocks. See Section A.2.2, page 78.
0x1010100 = Display Clock
Intergration (DCI) Mode clock
generation for Display Clock.
0x1010101 = Use this setting if
platform supports external graphics only
0x1010101 = Buffer Through Mode
clock generation for Display Clock.
Default is 0x1010100.
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Table 3-26. High Impact Clock Control Parameters

Clock Output XML Symbol

Pin and Bit Offsets Default | Description

CLKOUT_FLEX3 FCSS[14:12] 000b FLEXCLK3 Source Select (F3SS): Selects the source of clock to be driven
out on CLKOUTFLEX3.

000b = 48 MHz

001b = Reserved

010b = 33.3 MHz

011b = 14.31818 MHz

100b = Disabled (DC logic ‘0")

101b = Disabled (DC logic ‘0")

110b = Disabled (DC logic ‘0")

111b = Reserved

Note: These clock select settings only take effect when this muxed FLEXCLK/
GPIO pin is configured for FLEXCLK native usage. Refer to the Ibex Peak EDS
for configuration of GPIO vs. native usage.

CLKOUT_FLEX3 SEBP1[12] 1b FLEXCLK3 Single/Double Load Series Resistance (F3SDLSR): Sets
programmable series resistance for CLKOUTFLEX3.

Ob = 25 Ohms for single load usage

1b = 17 Ohms for double load usage

CLKOUT_FLEX2 FCSS[10:8] 000b FLEXCLKZ2 Source Select (F2SS): Selects the source of clock to be driven
out on CLKOUTFLEX2.

000b = Reserved

001b = Reserved

010b = 33.3 MHz

011b = 14.31818 MHz

100b = Disabled (DC logic *0")

101b = Disabled (DC logic ‘0")

110b = Disabled (DC logic ‘0’)

111b = Reserved

Note: These clock select settings only take effect when this muxed FLEXCLK/
GPIO pin is configured for FLEXCLK native usage. Refer to the Ibex Peak EDS
for configuration of GPIO vs. native usage.

CLKOUT_FLEX2 SEBP1[8] 1b FLEXCLK2 Single/Double Load Series Resistance (F2SDLSR): Sets
programmable series resistance for CLKOUTFLEX2.

Ob = 25 Ohms for single load usage
1b = 17 Ohms for double load usage

CLKOUT_FLEX1 FCSS[6:4] 011b FLEXCLK1 Source Select (F1SS): Selects the source of clock to be driven
out on CLKOUTFLEX1.

000b = Reserved

001b = Reserved

010b = 33.3 MHz

011b = 14.31818 MHz

100b = Disabled (DC logic ‘0’)

101b = Disabled (DC logic ‘0’)

110b = Disabled (DC logic ‘0")

111b = Reserved

Note: These clock select settings only take effect when this muxed FLEXCLK/
GPIO pin is configured for FLEXCLK native usage. Refer to the Ibex Peak EDS
for configuration of GPIO vs. native usage.

CLKOUT_FLEX1 SEBP1[4] 1ib FLEXCLK1 Single/Double Load Series Resistance (F1SDLSR): Sets
programmable series resistance for CLKOUTFLEX1.

Ob = 25 Ohms for single load usage
1b = 17 Ohms for double load usage
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Table 3-26.

intel.

High Impact Clock Control Parameters

Clock Output
Pin

XML Symbol
and Bit Offsets

Default

Description

CLKOUT_FLEXO0

FCSS[2:0]

100b

FLEXCLKO Source Select (FOSS): Selects the source of clock to be driven
out on CLKOUTFLEXO.

000b = Reserved

001b = Reserved

010b = 33.3 MHz

011b = 14.31818 MHz

100b = Disabled (DC logic ‘0")

101b = Disabled (DC logic ‘0’)

110b = Disabled (DC logic *0")

111b = Reserved

Note: These clock select settings only take effect when this muxed FLEXCLK/
GPIO pin is configured for FLEXCLK native usage. Refer to the Ibex Peak EDS
for configuration of GPIO vs. native usage.

CLKOUT_FLEXO

SEBP1[0]

1b

FLEXCLKO Single/Double Load Series Resistance (FOSDLSR): Sets
programmable series resistance for CLKOUTFLEXO.

Ob = 25 Ohms for single load usage

1b = 17 Ohms for double load usage

CLKOUT_PCI4

SEBP2[16]

1b

PCl14 Single/Double Load Series Resistance (PCI4SDLSR): Sets
programmable series resistance for CLKOUT_PCI4.

Ob = 25 Ohms for single load usage

1b = 17 Ohms for double load usage

CLKOUT_PCI3

SEBP2[12]

ib

PCI13 Single/Double Load Series Resistance (PCI3SDLSR): Sets
programmable series resistance for CLKOUT_PCI3.

Ob = 25 Ohms for single load usage

1b = 17 Ohms for double load usage

CLKOUT_PCI2

SEBP2[8]

1b

PCI2 Single/Double Load Series Resistance (PCI2SDLSR): Sets
programmable series resistance for CLKOUT_PCI2.

Ob = 25 Ohms for single load usage

1b = 17 Ohms for double load usage

CLKOUT_PCI1

SEBP2[4]

1b

PCI1 Single/Double Load Series Resistance (PCI1SDLSR): Sets
programmable series resistance for CLKOUT_PCI1.

Ob = 25 Ohms for single load usage

1b = 17 Ohms for double load usage

CLKOUT_PCIO

SEBP2[0]

ib

PCI0 Single/Double Load Series Resistance (PCIOSDLSR): Sets
programmable series resistance for CLKOUT_PCIO.

Ob = 25 Ohms for single load usage

1b = 17 Ohms for double load usage

3.7.2

The complete clock control parameter reference is provided in Appendix A (page 75).
Use it to complete any necessary clock configuration.

Firmware Features and Capabilities
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Table 3-27. Flash Image | Configuration | ME

Image Creation: Flash Image Tool (FITC)

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Local FWU 0 -1 = FW Update Counter disabled
o Select the Configuration Tab | Override Counter
* Select Flash Image | Local FWU 0 0 = Set for all platforms
Configuration | ME Overide Qualifier
e Set the parameters in the ME — - —
section as shown FW Update OEM 00000000-0000- | This field provides the ability to target FWUpdate
1D 0000-0000- (FWUpdLcl.exe) by Platform OEM. This ID will make
- £3 Flash Image 000000000000 | sure that customers can only update a platform
- 423 Configuration with an image coming from the platform OEM. The
8] M | string entered aftIf set to an all zeros, then any
[ Power Packages input is valid when doing a firmware update.
g F::i’;i:_”""m“d ME State on false 0 (false) = FW Update Strap is enabled
3 Intel® Anti-Theft (AT-d] Technols Flash Desc OVR 1 (true) = FW Update Strap is blocked
[ Intel® Anti-Theft (AT-p) Technole | BIOS Reflash false false = Disable this capability
03 setup and Configuration Capable true = Enable this capability
- &3 ICC Data
- +33 OEM Request Record 0 LAN Power Well 3 Intel LAN power configuration selection:
(I3 static Registers Section Config 0 = Core Well (SLP_S3#)
Flash Image Configuration 1 = Sus Well (RSMRST#)
I 2 = VB Wl (SR )
3 (recommended) = SLP_LAN# (MPGIO3)
WLAN Power Well 0x80 0x80 (recommended) = Disabled
Config 0x81 = Core Well
0x82 = Sus Well
0x83 = ME Well
0x84 = WLAN Power Controlled via SLP_M# ||
SPDA
M3 Power Rails True true = M3 power rails designed on platform (ME is
Availability powered by standby)
false = M3 power rails not designed on platform
(ME is powered by core)
HECI ME Region true false = Disable HMFPRO LOCK and HMFPRO
Unlockable ENABLE Intel® MEI messages for BIOS-based FW
Update
true = Enable this capability
Sub System 0x0000 This ID allows OEMs the ability to test boards using
Vendor ID Manufacturing Test Permits. Recommend 0x0000.
Debug Si 0x00000000 Allows OEM Control to enable FW features to assist
Features with the debug of the platform. This control has no
effect if used on production silicon.
Prod Si Features 0x00000000 Allow OEM Control to enable FW features to assist
with the production platform.
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Table 3-28. Flash Image | Configuration | Power Packages

intel.

Power Packages section as
shown

=123 Flash Image

—1-23 Configuration

O ME
I Q
(L0 Features Supported
(23 Intel2aMT
(23 Intel?Anti-Theft (AT-d) Technology
(3 Intel?Anti-Theft (AT-p) Technology
(L2 5etup and Configuration
+-[[] ICC Data

Location Parameter CRB Set To Settings for Any Platform
Follow navigation tree below: Power Pkg 1 Supported true true = Set for all platforms
e Select the Flash Image (Desktop: ON in S0)
¢ Select Flash Image | Power Pkg 2 Supported false true = Set for all platforms
Configuration | Power (Desktop: ON in SO, ME
Packages Wake in S3, S4-5)
e Set the parameters in the
Default Power Package 1 Select the default Power Package from the

avialable packages. Set to 1 for all
platforms.

Table 3-29. Flash Image | Configuration | Features Supported

Location

Follow navigation tree below:
e Select the Flash Image
e Select Flash Image |
Configuration | Features
Supported
e Set the parameters in the

Features Supported section
as shown

H-+=3 Flash Image
—|-+23 Configuration
amMe
(23 Power Packages
[Z] Features Supparted
23 Intel® AMT
(I3 Intel® Anti-Theft (AT-p) Technolog
(23 setup and Configuration
+-[[] ICC Data

Parameter CRB Set To Settings for Any Platform

Enable Intel® Standard This setting has no effect

Manageability; Disable

Intel® AMT

Intel® Manageability No No

Application Permanently

Disabled?

PAVP 1.5 Permanently This setting has no effect

Disabled

Intel® QST Permanently This setting has no effect

Disabled?

Sentry Peak Permanently No No

Disabled?

Intel Remote Wake This setting has no effect

Technology Supported

KVM Permanently This setting has no effect

Disabled?

Braidwood Technology No No = Braidwood Technology enable/

Permanently Disabled? disable will be determined by ship state
setting
Yes = Braidwood Technology is
permanently disabled

TLS Permanently No No

Disabled?

Intel® Manageability Enabled Enabled

Application Enable/

Disable

PAVP 1.5 Enable/Disabled | This setting has no effect

Intel®QST Enable/Disable | This setting has no effect

Sentry Peak Enable/ Enabled Enabled

Disable

Intel Remote Wake This setting has no effect

Technology Supported
Enable/Disable
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Table 3-30. Flash Image | Configuration | Features Supported (HM57)

Location

Parameter

CRB Set To

Settings for Any Platform

Depending on which SKU
selected, there will be
different feature sets shown.

Follow navigation tree

Select the Flash Image

Select Flash Image |
Configuration | Features
Supported

Set the parameters in the

Features Supported section

as shown

H-423 Flash Image
—|-423 Configuration

Ca ME

L0 Power Packages
(I Features Supported
(3 Intel® AMT

(23 Intel® Anti-Theft (AT-p) Technolog

(23 setup and Configuration
+-(I] ICC Data

Enable Intel® Standard
Mana(geability; Disable

This setting has no

effect for Intel® HM57

Intel® AMT

Intel® Manageability No No = Set for all Intel® HM57 platforms
Application Permanently

Disabled?

PAVP 1.5 Permanently No No = Set for all Intel® HM57 platforms

Disabled

Intel® QST Permanently
Disabled?

This setting has no

effect for Intel® HM57

Sentry Peak Permanently
Disabled?

No

No = Set for all Intel® HM57 platforms

Intel Remote Wake
Technology Supported

This setting has no

effect for Intel® HM57

KVM Permanently No No = Set for all Intel® HM57 platforms

Disabled?

Braidwood Technology No Recommendation is set based on

Permanently Disabled? whether Braidwood is supported on
platform

TLS Permanently No No = Set for all Intel® HM57 platforms

Disabled?

Intel® Manageability Enabled Enabled = Set for all Intel® HM57

Application Enable/ platforms

Disable

PAVP 1.5 Enable/Disabled Enabled Enabled = Set for all Intel® HM57

platforms

Intel®QST Enable/Disable

This setting has no

effect for Intel® HM57

Sentry Peak Enable/
Disable

Enabled

Enabled = Set for all Intel® HM57
platforms

Intel Remote Wake
Technology Supported
Enable/Disable

This setting has no

effect for Intel® HM57
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Table 3-31. Flash Image | Configuration | Features Supported (HM55)

intel.

Location

Parameter

CRB Set To

Settings for Any Platform

Follow navigation tree below:

e Select the Flash Image

e Select Flash Image |
Configuration | Features
Supported

e Set the parameters in the
Features Supported section
as shown

H-+=3 Flash Image
—|-+23 Configuration
amMe
(23 Power Packages
[Z] Features Supparted
23 Intel® AMT
(I3 Intel® Anti-Theft (AT-p) Technolog
(23 setup and Configuration
+-[[] ICC Data

Enable Intel® Standard
Manaéeability; Disable
Intel® AMT

This setting has

no effect for Intel® HM55

Intel® Manageability
Application Permanently
Disabled?

This setting has

no effect for Intel® HM55

PAVP 1.5 Permanently
Disabled

No

No = Set for all Intel® HM55 platforms

Intel® QST Permanently
Disabled?

This setting has

no effect for Intel® HM55

Sentry Peak Permanently
Disabled?

This setting has

no effect for Intel® HM55

Intel Remote Wake
Technology Supported

This setting has

no effect for Intel® HM55

KVM Permanently
Disabled?

This setting has

no effect for Intel® HM55

Braidwood Technology
Permanently Disabled?

This setting has

no effect for Intel® HM55

TLS Permanently
Disabled?

This setting has

no effect for Intel® HM55

Intel® Manageability
Application Enable/
Disable

This setting has

no effect for Intel® HM55

PAVP 1.5 Enable/Disabled

Enabled

Enabled = Set for all Intel® HM55
platforms

InteI®QST Enable/Disable

This setting has

no effect for Intel® HM55

Sentry Peak Enable/
Disable

This setting has

no effect for Intel® HM55

Intel Remote Wake
Technology Supported
Enable/Disable

This setting has

no effect for Intel® HM55

3.8

3.8.1

Build SPI1 Flash Binary Image

Build SPI Flash Binary Image

In the main menu select Build | Build Image. The image will be saved in the directory
specified by $DestDir parameter and will be named outimage.bin, unless the default
Output Directory in Build | Build Settings was changed (see Section 3.2, page 37).

Figure 3-5. Build | Build Image

Untitled.xml - Flash Image Tool

File Build Help
(| Build Image

=48

Build Settings...

el UESLI LU g

Environment Variables...
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3.8.2

3.8.3

62

Save Your Settings

In the main menu select File | Save As.... Select a name and location for the XML file
that contains all the settings configured thus far. It is recommended that you save this
file in your [root] directory for easy access.

Assuming that the custom settings file was saved as my_settings.xml to the FIT
directory ([root)]\Tools\System Tools\Flash Image Tool), then these settings
could be loaded in the FIT GUI itself using the main menu option File | Load....

This custom settings file could also be used to generate an SPI flash binary image using
the commandline, with a command of the form:

fitc.exe [xml_file] [/o <file>] /b

where:

o <xml_file= — The XML configuration file saved when configuring using the flash
image tool.

e /o <file= — The path and filename where the image will be saved. This command
overrides the 'Output path' in the XML file.

e /b — Automatically builds the flash image. The FIT GUI will not be displayed when
this flag is set, since FIT will run in auto-build mode. Error messages will be
displayed by FIT, if necessary.

Protect Saved Configuration Files

To avoid custom-configured values from ever overwritten when loading new binaries
files (ie: when loading binaries into BIOS, GbE and ME regions in FITC) do the following
(see Figure 3-6, page 63):

e After building the SPI Flash binary image and saving your configuration, close Flash
Image Tool

e Right-click on the saved FITC configuration XML and ConfigParams TXT files and
select Properties

e Check the Read-Only checkbox and click OK
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Figure 3-6.

Protecting FITC Configuration XML and ConfigParams TXT Files

Customer

Cutput

Worki... %

DT_BRDCRB_PCHBO.txt
Text Document
4 KB

DT_BRDCRB_PCHBO_LANINT xml
XML Document

fitc.ini
Configuration Settin...
1KB

ICC_ConfigFilex..
¥ML Document
6 KB

MOB_BRCCRB_PCHBO_LANINT xml
¥ML Document
24 KB

vsccemmn.bin
BIN File
1KB

24 KB IT[

fitc.exe

Intel® Flash Image To...

Intel Corporaticn

fitctmpl xml
XML Document
KB

MOB_BROCRB_PCHBOt
Text Document
4 KB

newfiletmplx. .
XML Document
24 KB

DT_BRDCRB_PCHBO.ixt, ... Properties

General  Ssecurity
.“ 2 Files, 0 Folders
Type: Multiple Types
Location: Alin CMemptKits\Milestone’2MB 6.0.0.1070 Beta*
Size: 27.1 KB (27,822 bytes)
Size ondisk: 16.0 KB (16,384 bytes)
Attributes: Advanced...
Hidden
0] 4 Cancel
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A

Burn the SPI Flash Binary
Image

Now that the SPI Flash binary image file has been created, it can be programmed into
the SPI flash device of the target machine. Either a flash programmer/burner or Flash
Programming Tool can be used.

4.1 Flash Burner/Programmer
The specific use of a flash burner/programmer is beyond the scope of this document.
However, the following general steps may be followed:

1. Navigate to your Output Directory (as specified in Section 2.3, page 19 or
Section 3.8, page 61) where your generated SPI flash binary images are saved. It
is assumed that this image file is named outimage.bin.

If two total SPI flash devices were specified during the build process, then
additional image files will be saved, one for each SPI flash device. These files are
assumed to be named outimage(1).bin and outimage(2).bin.

2. Utilize a flash burner/programmer to program the image or images. For multiple
SPI flash devices, the images are numbered sequentially to correspond to the first
and second SPI flash device accordingly.

4.2 Flash Programming Tool (DOS Version)
Flash Programming Tool (FPT) can be used to substitute for a flash burner/programmer,
provided the system is capable of booting to an Operating System (0OS).
The DOS version of FPT is supported on the following operating systems: DOS, Free
DOS, and DRMK DOS.

1. Check DOS FPT directory contents. Using Explorer*, navigate to
(root)\Tools\System Tools\Flash Programming Tool\DOS. Ensure that FPT DOS’
directory contents are intact (see Section 1.2, page 11).

2. Copy the contents of DOS FPT directory to the root directory of a bootable USB
drive.

3. Navigate to your Output Directory (as specified in Section 2.3, page 19 or
Section 3.8, page 61) where your generated SPI flash binary images are saved. It
is assumed that this image file is named outimage.bin. Copy this file to the root
directory of the same USB drive.

4. Inventory the SPI flash devices on the target system. Boot the target system,
change directory to the root directory of the bootable USB drive, and at the DOS
prompt type:

fpt.exe /i

5. The system should respond with the number of SPI flash devices available. For
example:
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Note:

4.2.1

Note:

66

--- Flash Devices Found ---
SST25VF016B I1D: OxO0BF41 Size: 2048KB (16384Kb)
SST25VF016B I1D: Ox00BF41 Size: 2048KB (16384Kb)

If the SPI flash device does not currently contain a descriptor it may report only a
single device.
6. Program the SPI flash binary image. Change directory to the root directory of the
bootable USB drive, and at the DOS prompt type:

fpt.exe /f outimage.bin

Flash Programming Tool (Windows™ Version)

Flash Programming Tool (FPT) can be used to substitute for a flash burner/programmer,
provided the system is capable of booting to an Operating System (0OS).

The Windows* version of FPT is supported on the following operating systems:
Windows XP, Windows PE, Windows Vista, and Windows 7.

1. Check Windows* FPT directory contents. Using Explorer*, navigate to
(root)\Tools\System Tools\Flash Programming Tool\Windows. Ensure that FPT
Windows*’ directory contents are intact (see Section 1.2, page 11).

2. Copy the contents of Windows* FPT directory to the root directory of a standard
USB drive.

3. Navigate to your Output Directory (as specified in Section 2.3, page 19 or
Section 3.8, page 61) where your generated SPI flash binary images are saved. It
is assumed that this image file is named outimage.bin. Copy this file to the root
directory of the same USB drive.

4. 9.Inventory the SPI flash devices on the target system. Boot the target system to
Windows*, change directory (using Command Prompt) to the root directory of the
bootable USB drive, and at the command line prompt type:

fpt.exe /i

5. The system should respond with the number of SPI flash devices available. For
example:

-—- Flash Devices Found ---
SST25VF016B ID: OxO00BF41 Size: 2048KB (16384Kb)
SST25VF016B 1D: OxO0BF41 Size: 2048KB (16384Kb)

If the SPI flash device does not currently contain a descriptor it may report only a
single device.

6. Program the SPI flash binary image. Change directory (using Command Prompt) to
the root directory of the bootable USB drive, and at the command line prompt type:

fpt.exe /f outimage.bin
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S

Intel® ME Firmware Feature
Bring Up

5.1

Manufacturing Mode (GP1033)

When GPIO33 is driven low (through a 1-kQ resistor) during PCH PWROK transition
from low to high, then hardware-based SPI Flash protection (Flash Region Access
Permissions, or FRAPs) is disabled. This allows any agent (processor, Intel® ME, or
GbE) to read or write to any SPI Flash Region (Descriptor, ME, GbE, or BIOS). GPIO33
is guaranteed to override FRAPs, but it may not override other types of protections,
specifically:

e BIOS-based Flash Protection Ranges. These permissions can only be overridden if

FLOCKDN is not set (1b) by BIOS:

— In OS use an application that can read or write to platform and memory
registers.

— Check PCI Config Space, Bus 0, Device 1Fh, Function 0, Offset FOh. This
address is called RCBA.

— Read the dword and zero-out the least significant byte (XXXX XX00)

— Check Physical Memory, location RCBA + 3878h. Clear bits 31 and 15 of this
dword.

— Do the same for RCBA + 3874h, 387Ch, 3884h, 3880h

e SPI Flash device write-only protection mechanisms. Check the SPI Flash datasheet
for details on overriding this hardware-based protection mechanism.

The use of GPIO33 is intended to be used in the debug or manufacturing environment,
as a means to reflash part or all of the SPI Flash. GPIO33 is not a FW update
mechanism, and reflashing the SPI does not preserve any data in the ME Region. Also
note:
e For Intel® ME 4MB FW and Intel® ME 8MB FW (Consumer), ME is halted with
GPIO33 assert until a cold reset or Global Reset is issued. This is done to ensure
zero ME writes to SPI Flash during a reflash operation.

e For For Intel® ME 8MB FW (Corporate), ME is also halted as described but only
recovers:

— With a Global Reset (if Power Package 3 M0-M3 support is enabled)
— With a cold reset or Global Reset if Power Package 1 M0-only support is enabled
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Figure 5-1. Desktop CRB Manufacturing Mode Jumper Location
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Jumper—-J10LB

D O
“ @ [2]

D ©

F4

Figure 5-2. Mobile CRB Manufacturing Mode Jumper Location

J8J4
Short Pins 7 & 9 for GPIO33 - Flash Descriptor Security Override

For proper operation of GPIO33 as Manufacturing Mode, rework is required for Redforts
PBA#E32053-211/212/203/204, PBA#E32054-201/202, and PBA#E32053-301.

e PCH HDA_DOCK_EN# has ~10 kQ internal pull-up
e 100k external pull-down is too weak will not work
¢ Change R8F9 to 1 kQ ((RESD,0603,5%,1K)

e Short the pin 7 & 9 of J8F4 with jumper pins

Figure 5-3. Flash Descriptor Security Override (GP1033) Rework for Redfort

G 090,k

.0 0oloo
‘00|° 00

R URR B IR
Care REFY

O 0|00 O ¢
D 0 Oj© 0O
0 0|©|lo o ¢
O 0|0lo ©

68 Intel® 5 Series Express Chipset - Intel® Management Engine Firmware Bring Up Guide
Intel Confidential




[ ] ®
Intel® ME Firmware Feature Bring Up ( l n tel ’

52 Intel Wired LAN Settings and Driver

The 82577 (Hanksville-M)/8578(Hanksville-D) NVM, Windows drivers, tools (EEUPDATE,
Lanconf, CELO) and Intel Boot Agent utilities are available in the following locations:

e 82577 (Hanksville-M)

CDI: http://www.intel.com/cd/edesign/library/asmo-na/eng/402854.htm
Document ID:-402854

Title:-Intel® 82577 Gigabit Ethernet PHY - (Hanksville-M -Betal Update SVK)
Silicon Sample Kit - 27-Feb-2009

Abstract:-LAN Access Division (LAD) - Update to Betal kit that has updated
NVM versions for use with Ibex Peak BO and 82577 A2, ES2 samples. Has an
updated version of Intel Boot Agent. Version V1.0C0073 TIC 180648,

VIP: 16954 - Intel® 82577 Gigabit Ethernet Controller (Hanksville-M SVK) -
Betal Update - TIC 180648

« 82578 (Hanksville-D)

CDI: http://www.intel.com/cd/edesign/library/asmo-na/eng/402853.htm
Document ID:-402853

Title:-Intel® 82578 Gigabit Ethernet PHY - (Hanksville-D Betal Update SVK)
Silicon Sample Kit - 27-Feb-2009

Abstract:-LAN Access Division (LAD) - Update to Betal kit that has updated
NVM versions for use with Ibex Peak BO and 82578 CO, ES2 samples. Contains
an updated version of Intel Boot Agent. Version V1.0C0073 TIC 180643.

VIP: 16955 - Intel® 82578 Gigabit Ethernet Controller (Hanksville-D SVK) -
Betal Update - TIC 180643

53 Thermal Reporting

This section is only applicable if Thermal Reporting is to be configured on the target
platform. If not, skip this section. Thermal Reporting is required for all mobile
platforms. To enable Thermal Reporting on the desktop and mobile CRBs follow the
diagrams below.

Note: Northbridge related settings are not available for Lynnfield or Clarksfield processors.
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Figure 5-4. MPG BIOS: Enable TR (Step 1 of 3)

Aptio Setup Utility - Copyright (C) 08 American Megatrends, Inc.

I » Thermal Configuration
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Figure 5-5. MPG BIOS: Enable TR (Step 2 of 3)

fiptio Setup WHility - Copyright (C) 200

Critical Trip Point [POR]
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Figure 5-6. MPG BIOS: Enable TR (Step 3 of 3)

Aptio Setup Utility - Copyright

- B
Processor Camarillo Device [Disabled]

Table 5-1. Thermal Reporting Options in MPG BIOS

Step Action

Enables B0:D31:F6 PCI Thermal Sensor Device

Enabled by default with IPS

Enabled by default with IPS. Sets TRC register bits 7, 6, and 4
Enabled by default with IPS

Enables Temp Limits for EC access. Does not work without step #6

Enables interaction with EC over SMBus (also requires Thermal Offset enabled)

Enables Thermal Alerting (AE registers)

Enable DPPM to get access to PCH Temp Read Enable. Sets TRC register bit 5

V| o|N|o|lUu| A~ W[N]~

Enables DIMM Temp Read. Sets TRC register bits 3:0
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Figure 5-7. CCG BIOS: Enable TR (Step 1 of 2)

Chipset Boot

fiptio Setup Utility - Copyright (C)
Security

Jave &

Aptio Setup Utility - Copyright (C)

Legacy OpROM Support
Launch PHE OpROM
Launch Storage OpROM

UT Technology for I/0 Devices
Debug Messages
Intel Turbo Memory

» PCI Subsystem Settings

» ACPI Settings

» CPU Configuration
» SATA Configuration
» Intgrated Graphics Options
» Intel THT(LT) Configuation
» USB Configuration
» ANT Comfiguration

> rd
blSU Northbridge Configuration I
> qe Lontiquration

»[5U Platiorm Contiguration
S0 oni iguration

» SU CPU Henu
» SU CSI Configuration for =Dales
» Serial Port Console Redirection

[Disabled]
[Enabled]

» PCI Configuration Space Enables
[Enablel » PCI Express Configuration
[Enablel » DRAM Configuration

[Enabled] i.l.ﬁﬂ.ﬁm.f.l.mnnm_l

SU Morthbridge Setup Options

Uersion 1.25.1116. Copyright (C) &

HCHBAR Enable [Enabled]
HRC Serial Output [Disahled]
Platforn Override [Autol

.

sion 1.25.1116. Copyright (C

Intel® 5 Series Express Chipset - Intel® Management Engine Firmware Bring Up Guide73

Intel Confidential




intel.

Figure 5-8. CCG BIOS: Enable TR (Step 2 of 2)
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A Appendix — lIbex Peak Clock
Configuration

This chapter covers only the basic information needed for clock control parameter
programming. For a more detailed treatment of PCH clocks, see Ibex Peak Platform
Clocks and Intel® Management Engine — Platform Compliancy Guide.

Figure A-1. Ibex Peak Buffer Through Mode Architecture

CLKOUT_BCLKD
CLKOUT_DP_BCLK1
DMI_PLL

CLKOUT_DMI
FDI_PLL CLKOUT_PEG[B:A]
CLKOUT_SRc[7:0]
PXP_PLL

CLKOUT_PCID
CLKOUT_PCI1
CLKOUT_PCIZ2

SATA_PLL DIVPCI
CLKOUT_PCI3
PCI CLKIN_PCILOOPBACK
CLKOUT_DP_BCLK1

DIV1-S

D_PLLA

D_PLLE
DIV7

USB_PLL UsSBDIV2B
DIV24576 CLKOUTFLEXO
USBDIVZA

CLKOUTFLEX 1
CLKOUTFLEX 2

CLKOUTFLEX3

14 M 05C

Note: Only 14.31818 MHz and 48 MHz outputs from CLKOUTFLEX[3:0] are guaranteed. All
other output frequencies are available in PCH hardware, but not extensively tested or
recommended for use.
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Figure A-2. Ibex Peak Display Clock Integration Architecture
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CLKOUTFLEX2

CLKOUTFLEX3

14 M 0SC
25 M 0SC

Al Functional Blocks

There is 1 spread modulator in the Ibexpeak, labeled as follows:

Table A-1. SSC Blocks

Modulator Description

SSC1 Generates single phase 2.4-GHz output with spread for 120-MHz clock with spread
generation by DIV1-S. Uses 2.4-GHz output of XCK PLL. Supplies CLKOUT_DP.

There are various clock dividers in the Ibexpeak, labeled as follows:

Table A-2. Clock Dividers

Modulator Description

DIV1-S Generates 120-MHz clock with spread. Uses output of SSC1. Can be no spread if SSC1 is
disabled. Supplies CLKOUT_DP.
DIV7 Generates 120-MHz clock with no spread. Uses output of USBDIV2B. Supplies CLKOUT_DP.

USBDIV1 Generates 96-MHz clock with no spread. Uses output of DIV5A. Supplies USB PLL.

USBDIV2A Generates 24-MHz clock with no spread. Uses 96-MHz output of DIV5B or USBDIV1 (not
shown). Supplies CLKOUTFLEX3.

USBDIV2B Generates 240-MHz clock with no spread. Uses USB PLL's 1.92 GHz clock output. Supplies
DIV7.

DIVPCI Generates 33-MHz clock with spread. Uses output of either DIV2-S, DIV2-NS, or DIV4. Can
be no spread if DIV2-NS is used or SSC4 is disabled. Supplies CLKOUT_PCI[4:0] and
CLKOUTFLEX[3:0].
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A.2 ME FW Clock Control Parameters
The following parameters can be specified for ME FW programming. For more details on
how to configure an SPI flash image with these clock control parameters see the Bring
Up Process chapter in the Firmware Bring Up Guide included in the ME FW kit.

Note: Clock control parameter specifications may be different between Buffer Through Mode,
Display Clock Integration. The specification for each mode is listed separately. For
those parameters that are mode-agnostic, only a single specification is given.

A.2.1 FCSS — Flex Clock Source Select
BTM/DCI Default: 0000 0304h
ME FW Default: No changes from BTM/DCI defaults
Flash Image Tool and Config Wizard Default: 0000 0344h
Recommended Defaults:

e Desktop CRB: 0000 4444h
e Mobile CRB DCI with Ext/Intg/Mixed Graphics: 0000 4422h
¢ Mobile CRB External Graphics Only or BTM with Ext/Intg Graphics: 0000
4322h
Description: This parameter controls muxing to select sources for Flex Clock outputs
Flash Image Tool Configuration: Flash Image | Configuration | ICC Data | OEM
Request Record [6:0] | Static Registers Section
Table A-3. Flex Clock Source Select Parameters
Bits Default Description
31:15 Oh Reserved (RSVD)
14:12 000b FLEXCLK3 Source Select (F3SS): Selects the source of clock to be driven out on CLKOUTFLEX3.
000b = 48 MHz
001b = Reserved
010b = 33.3 MHz
011b = 14.31818 MHz
100b = Disabled (DC logic ‘0")
101b = Disabled (DC logic ‘0")
110b = Disabled (DC logic ‘0’)
111b = Reserved
Note: These clock select settings only take effect when this muxed FLEXCLK/GPIO pin is configured
for FLEXCLK native usage. Refer to the Ibex Peak EDS for configuration of GPIO vs. native usage.
11:11 Oh Reserved (RSVD)
10:8 011b FLEXCLK2 Source Select (F2SS): Selects the source of clock to be driven out on CLKOUTFLEX2.
DCI/BTM
000b = Reserved
001b = Reserved
010b = 33.3 MHz
011b = 14.31818 MHz
100b = Disabled (DC logic ‘0")
101b = Disabled (DC logic ‘0")
110b = Disabled (DC logic ‘0’)
111b = Reserved
Note: These clock select settings only take effect when this muxed FLEXCLK/GPIO pin is configured
for FLEXCLK native usage. Refer to the Ibex Peak EDS for configuration of GPIO vs. native usage.
7:7 Oh Reserved (RSVD)
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Table A-3.

Flex Clock Source Select Parameters

Bits

Default Description

000b FLEXCLK1 Source Select (F1SS): Selects the source of clock to be driven out on CLKOUTFLEX1.

000b = Reserved

001b = Reserved

010b = 33.3 MHz

011b = 14.31818 MHz

100b = Disabled (DC logic ‘0")
101b = Disabled (DC logic ‘0")
110b = Disabled (DC logic ‘0")
111b = Reserved

Note: These clock select settings only take effect when this muxed FLEXCLK/GPIO pin is configured
for FLEXCLK native usage. Refer to the Ibex Peak EDS for configuration of GPIO vs. native usage.

3:3

Oh Reserved (RSVD)

2:0

100b FLEXCLKO Source Select (FOSS): Selects the source of clock to be driven out on CLKOUTFLEXO.

000b = Reserved

001b = Reserved

010b = 33.3 MHz

011b = 14.31818 MHz

100b = Disabled (DC logic ‘0")

101b = Disabled (DC logic ‘0")

110b = Disabled (DC logic ‘0")

111b = Reserved

Note: These clock select settings only take effect when this muxed FLEXCLK/GPIO pin is configured
for FLEXCLK native usage. Refer to the Ibex Peak EDS for configuration of GPIO vs. native usage.

A.2.2

Table A-4.

PLLEN* — PLL Enable

BTM/DCI Default: 00000404h (before PCH_PWROK), 8000040Ch (after
PCH_PWROK)
ME FW/Flash Image Tool and Config Wizard Default: No changes from BTM/DCI
defaults
Recommended Defaults:

e DCI with Ext/Intg/Mixed Graphics: 8000 040Ch

e External Graphics Only: 8000 041Bh

¢ BTM with Ext/Intg Graphics: 8000 041Ch

Description: This parameter controls PLL enables.
Flash Image Tool Configuration: Flash Image | Configuration | ICC Data | OEM
Request Record [6:0] | Static Registers Section

PLL Enable Parameters

Bits

Default Description

31

1ib Chipset Configuration (PCHCFG): Must be set to 1b.

30:11

Oh Reserved (RSVD)

10

1b Chipset Configuration (PCHCFG): Must be set to 1b.

0Ob DPLLA/DPLLB/SSC1 Ownership (DPLLSSC10WN): Controls the owner of DPLLA, DPLLB, and
SSC1.

Ob = Display Driver register set controls DPLLA, DPLLB, and SSC1

1b = ME FW controls DPLLA, DPLLB, and SSC1. Note that ME FW only provides a subset of controls,
to enable/disable the DPLLs and configure it for 27MHz spread or non-spread
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Table A-4. PLL Enable Parameters
Bits Default Description

8 0b DP120/BCLK1 Output Buffer Ownership (DPBCLK1OBOWN): Controls the owner of
CLKOUT_DP_BCLK1 output buffer.

Ob = Display Driver register controls CLKOUT_DP_BCLK1 output buffer. In this case, this output pin
usage is to provide reference clock to the DPLL associated with the CPU embedded display.
1b = ME FW controls CLKOUT_DP_BCLK1 output buffer. In this case, this output usage is to provide
BCLK reference clock to the CPU. The default is display owned.
Note: Specifically this field determines whether the display side control logic owns the gating/un-
gating of the output clock source to the CLKOUT_DP_BCLK1 output pin, or whether the clock module
side owns this gating / un-gating. This field does not have any effect at the output buffer tri-state/
driven control.

7:5 Oh Reserved (RSVD)

4 (0]5) Crystal Oscillator Disable (OSCDIS): Disables the crystal oscillator when it is not used as a

reference clock source to the XCK PLL.
Ob = Enable oscillator
1b = Disable oscillator to save power
Note: The crystal oscillator should be disabled when integrated graphics (or any other consumer of
120 MHz clock internal and external to Ibex Peak) is not utilized. The output frequency for PCH pin
CLKOUT_DP_BCLK1 is controlled by parameter field "DP120/BCLK1 Clock Source Select” at
CSS[9:8].
3 Strap XCK VRM Bypass (XCKVRMBYP): This read-only field reports the state of the VRM bypass
(FITC/FICW hardstrap pin GPIO[27]/MGPIO[6]. Software reads this field to determine whether the VRM powers
assumes this | the XCKPLL circuitries. ME FW writes to "XCK VRM Disable” parameter field at 1230Ch[1] to disable
value to be power consuming circuitries in the VRM when it is not used.
1b) Ob = Board powers XCK PLL circuitry
1b = Integrated VRM powers XCK PLL circuitry
Note: The true value of the hard strap, which resides in the suspend power well, is not reflected in
this core well register field until Ibex Peak has received its PCH_PWROK indication. Software read of
this register field prior to PCH_PWROK assertion will return zero because of power well crossing
isolation.

2 1b XCK Voltage Divider Enable (XCKVDIVEN): Enables the shared voltage divider associated with
biasing current generation for the crystal oscillator and the PI blocks. The voltage divider should be
disabled to save power when the crystal oscillator and none of the PI blocks are used.

Ob = Disable the voltage divider to save power

1b = Enable the voltage divider

Note: The XCK voltage divider should be disabled when integrated graphics (or any other consumer
of 120 MHz clock internal and external to Ibex Peak) is not utilized. The output frequency for PCH
pin CLKOUT_DP_BCLK1 is controlled by parameter field "DP120/BCLK1 Clock Source Select” at
CSS[9:8].

1 0b XCK VRM Disable (XCKVRMDIS): Disables the integrated VRM when it is not used to power XCK
PLL circuitry.
0b = Enable VRM
1b = Disable VRM to save power
Note: The XCK VRM should be disabled when integrated graphics (or any other consumer of 120
MHz clock internal and external to Ibex Peak) is not utilized. The output frequency for PCH pin
CLKOUT_DP_BCLK1 is controlled by parameter field "DP120/BCLK1 Clock Source Select” at
CSS[9:8].

0 0b XCK_PLL Disable (XCKDIS): Disables the XCK PLL.

Ob = Enable XCK PLL
1b = Disable XCK PLL
Note: The XCK PLL should be disabled when integrated graphics (or any other consumer of 120 MHz
clock internal and external to Ibex Peak) is not utilized. The output frequency for PCH pin
CLKOUT_DP_BCLK1 is controlled by parameter field "DP120/BCLK1 Clock Source Select” at
CSS[9:8].
A.2.3 OCKEN — Output Clock Enable
BTM/DCI Default: 1FFF OF8Fh
ME FW/Flash Image Tool and Config Wizard Default: No changes from BTM/DCI
defaults
Description: This parameter controls enabling of output buffers
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Flash Image Tool Configuration: Flash Image | Configuration | ICC Data | OEM
Request Record [6:0] | Static Registers Section

Table A-5. Output Clock Enable Parameters
Bits Default Description
31:29 Oh Reserved (RSVD)
28 1b DMI Output Clock Enable (DMIOCKEN): Controls the enabling of DMI clock toggling. When this
clock output is not used, it should be gated to low state to save power.
Ob = Output clock is gated to low state
1b = Output buffer is enabled to toggle once its clock source has been initialized
27 1ib PEG_B Output Clock Enable (PBOCKEN): Controls the enabling of PEG_B clock toggling. When
this clock output is not used, it should be gated to low state to save power.
Ob = Output clock is gated to low state
1b = Output buffer is enabled to toggle once its clock source has been initialized
26 1ib PEG_A Output Clock Enable (PAOCKEN): Controls the enabling of PEG_A clock toggling. When
this clock output is not used, it should be gated to low state to save power.
Ob = Output clock is gated to low state
1b = Output buffer is enabled to toggle once its clock source has been initialized
25 1b DP120/BCLK1 Output Clock Enable (DPBCLK1OCKEN): Controls the enabling of
CLKOUT_DP_BCLK1 clock toggling. When this clock output is not used, it should be gated to low
state to save power.
Ob = Output clock is gated to low state
1b = Output buffer is enabled to toggle once its clock source has been initialized
Note: Note that in order for this parameter field to take effect, the ownership of the muxed output
clock pin CLKOUT_DP_BCLK1 must be configured to be clock-module-owned, via "BCLK/DP120
Output Buffer Ownership” parameter field at PLLEN[8]. When the ownership is under display
control, the display logic side (not ME FW) determines whether the output clock pin
CLKOUT_DP_BCLK1 toggles or gated to low state.
24 1b BCLKO Output Clock Enable (BCLKOOCKEN): Controls the enabling of CLKOUT_BCLKO clock
toggling. When this clock output is not used, it should be gated to low state to save power.
Ob = Output clock is gated to low state
1b = Output clock is enabled to toggle once its clock source has been initialized
23:16 FFh SRC 7:0 Output Clock Enable (SRC700CKEN): Controls the enabling of SRC clock toggling. Each
bit position controls the corresponding SRC output clock, e.g. bit 0 controls SRCO. When any clock
output is not used, it should be gated to low state to save power.
Ob = Corresponding output clock is gated to low state
1b = Corresponding output clock is enabled to toggle once its clock source has been initialized (hot
plug capable)
15:12 Oh Reserved (RSVD)
80 Intel® 5 Series Express Chipset - Intel® Management Engine Firmware Bring Up Guide

Intel Confidential



[ ] ®
Appendix — Ibex Peak Clock Configuration l n tel

Table A-5. Output Clock Enable Parameters
Bits Default Description
11:7 1Fh PCICLK 4:0 Output Clock Enable (PCI400CKEN): Controls the enabling of PCI clock toggling.
Each bit position controls the corresponding PCI output clock, e.g. bit 7 controls CLKOUT_PCIO.
When any clock output is not used, it should be gated to low state to save power.
Ob = Corresponding output clock is gated to low state
1b = Corresponding output clock is enabled to toggle once its clock source has been initialized
A-stepping Note: This parameter has no effect and clock output is always enabled.
B-stepping Note: Parameter behaves normally.
6:4 Oh Reserved (RSVD)
3:0 Fh A-stepping Implementation:
FLEXCLK 3:0 Output Buffer Enable (F300BEN): Controls the enabling of CLKOUTFLEX[3:0]
output buffers. Each bit position controls the corresponding FLEXCLK output buffer, e.g. LSB (bit 0)
controls CLKOUTFLEXO.
Ob = Corresponding output clock is tri-stated (not driven)
1b = Corresponding output clock is driven
Note: Actual driven logic state is a function of clock module state (such as during initialization,
normal operation, dynamic clock management if supported, and preparation for system powering
down). These bits also control the weak pull down of the FLEX input pad. Each bit position controls
the corresponding FLEX weak pull down, e.g. LSB (bit 0) controls FLEX0. When the FLEX output
buffer is tristated, the corresponding internal weak pull down should be enabled to avoid reliability
issue due to floating input pad.
B-stepping Implementation:
FLEXCLK 3:0 Output Clock Enable (PCI400CKEN): Controls the enabling of FLEXCLK toggling.
Each bit position controls the corresponding FLEXCLK output clock, e.g. LSB (bit 0) controls
CLKOUTFLEXO0. When any clock output is not used, it should be gated to low state to save power.
Ob = Corresponding output clock is gated to low state
1b = Corresponding output clock is enabled to toggle once its clock source has been initialized
General Note Not Stepping Dependent: CLKOUTFLEX[3:0] is muxed with GPIOs. Clock module
logic should only enable the weak pull down when the muxed pin is configured for FLEXCLK usage
(not DC logic *0") and FLEXCLK is tri-stated. FLEXCLK values can be set in the “Flex Clock Source
Select” parameter at FCSS[31:0].
A.2.4 OBEN — Output Buffer Enable
BTM/DCI Default: OF1F F1FFh
ME FW/Flash Image Tool and Config Wizard Default: No changes from BTM/DCI
defaults
Description: This parameter has been deprecated. All functionality previously
specified for this parameter is now available in OCKEN parameter.
Flash Image Tool Configuration: Not present in Flash Image Tool
A.2.5 IBEN — Input Buffer Enable
BTM/DCI Default: 0000 0000h
ME FW/Flash Image Tool and Config Wizard Default: No changes from BTM/DCI
defaults
Description: This parameter controls enabling of input buffers
Flash Image Tool Configuration: Flash Image | Configuration | ICC Data | OEM
Request Record [6:0] | Static Registers Section
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Table A-6. Input Buffer Enable Parameters
Bits Default Description
31:2 Oh Reserved (RSVD)

1 Ob CLKIN_DOT96 Input Buffer Disable (CKIN96I1nBufDis): Controls the differential input buffer
for CLKIN_DOT96. When CLKIN_DOT96 is not used, its input buffer should be turned off for power
saving.

Ob = Input buffer is enabled

1b = Input buffer is disabled for power saving

A-stepping Note: This parameter has no effect and the CLKIN_DOT96 input is always enabled.
B-stepping Note: Parameter behaves normally.

0 Ob BCLK Input Clock Buffer Disable (BCLKINCIkBufDis): Controls the differential input buffer for

CLKIN_BCLK.
Ob = Input buffer is enabled
1b = Input buffer is disabled for power saving. A weak pulldown ensures output nodes are not
floating.
A.2.6 DIVEN* — Divider Enable
BTM/DCI Default: 0000 08C3h
ME FW/Flash Image Tool and Config Wizard Default: 0000 0303h
Recommended Defaults:
¢ DCI with Ext/Intg/Mixed Graphics: 0000 0303h
e External Graphics Only: 0000 0100h
e BTM with Ext/Intg Graphics: 0000 0003h
Description: This parameter controls enabling of divider blocks.
Flash Image Tool Configuration: Flash Image | Configuration | ICC Data | OEM
Request Record [6:0] | Static Registers Section
Table A-7. Divider Enable Parameters
Bits Default Description
31:12 Oh Reserved (RSVD)
11 HW: 1b 24.576Mhz Fractional Divisor Enable (24FDEN): Enables fractional divisor for 24.576-Mhz clock
ME FW: 1b generation (see Figure A-1, page 75, Figure A-2, page 76, ). When not used, the fractional divisor
. can be disabled for power saving.
FITC: Ob o -
Ob = Divider is disabled
1b = Divider is enabled
10 Ob Reserved (RSVD)
9 BTM XCK Reference Clock Select (XCKRS): Selects the source of reference clock for XCK PLL.
ob Ob = CLKIN_DMI
1b = 25-Mhz crystal oscillator
DCI
1b
10:9 0b Reserved (RSVD)
8 Ob DIV7 Enable (DIV7EN): Enables DIV7 clock divider (see Figure A-1, page 75, Figure A-2,
page 76, ).
Ob = Divider is enabled (120 Mhz generated from USB PLL)
1b = Divider is disabled (120Mhz generated by XCK PLL)
7:6 HW: 3h Chipset Configuration (PCHCFG):Set to 3h by hardware default, but recommended to be Oh.
ME FW: 3h
FITC: Oh
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Table A-7. Divider Enable Parameters
Bits Default Description
5:2 Oh Reserved (RSVD)
1 1b DIV1-S Enable (DIV1SEN): Enables DIV1-S clock divider (see Figure A-1, page 75, Figure A-2,
page 76, ).
Ob = Divider is disabled
1b = Divider is enabled
0 1b DIV1-NS Enable (DIV1NSEN): Enables DIV1-NS clock divider (see Figure A-1, page 75,
Figure A-2, page 76, ).
Ob = Divider is disabled
1b = Divider is enabled
Note: In BTM, 120-MHz non-spread will be enabled through USB PLL and DIV7. In PCIM, 120-MHz
non-spread will be enabled through XCK PLL and DIV7.
A.2.7 PM1 — Power Management
BTM/DCI Default: 0000 0000h
ME FW Default: No changes from BTM/DCI defaults
Flash Image Tool and Config Wizard Default: 0000 0013h
Description: This parameter controls power management features of clocks
Flash Image Tool Configuration: Flash Image | Configuration | ICC Data | OEM
Request Record [6:0] | Static Registers Section
Table A-8. Power Management Parameters
Bits Default Description
31:4 Oh Reserved (RSVD)
4 HW: 0Ob Dynamic BH#SSC1 Shutdown Enable (BH#SSC1DSEN): Enables dynamic power management
ME FW: Ob of DIV1-S (see Figure A-1, page 75, Figure A-2, page 76, ). Integrated graphics display may
FITC: 1b dynamically power manage SSC1 and DIV1-S when it is assigned ownership of SSC1 (“"DPLLA/

' DPLLB/SSC1 Ownership” parameter field at PLLEN[9] is Ob). This bit has no effect, (no dynamic
power management of DIV1-S), when ME has ownership (PLLEN[9] is 1b). The following are logical
combinations of this parameter field (MSB) and "Dynamic DIV1S Shutdown Enable” parameter field
at PM1[0] (LSB).
00b = Disable dynamic management of DIV1-S and SSC1
01b = Dynamic management of DIV1-S only. SSC1 stays up and maintains current state for lower
clock recovery latency at the expense of power.
10b = Reserved
11b = Dynamic management of both DIV1-S and SSC1. Longer clock recovery latency but more
power savings.

A-stepping Note: This parameter has no effect and the divider output is always enabled.
B-stepping Note: Parameter behaves normally.
3:2 Oh Reserved (RSVD)
1 HW: Ob Dynamic DIV1-NS Shutdown Enable (DIV1NSDSEN): Enables dynamic power management of
ME FW: Ob DIV1-NS (see Figure A-1, page 75, Figure A-2, page 76, ).
FITC: 1b Ob = Disable dynamic power management of DIV1-S
1b = Enable dynamic power management of DIV1-S
A-stepping Note: This parameter has no effect and the divider output is always enabled.
B-stepping Note: Parameter behaves normally.
0 HW: Ob Dynamic DIV1-S Shutdown Enable (DIV1SDSEN): Enables dynamic power management of
ME FW: Ob DIV1-S (see Figure A-1, page 75, Figure A-2, page 76, ).
FITC: 1b Do not configure this parameter field on its own. See “DIV1 Shutdown Enable” parameter
field at PM1[4].
A.2.8 PM2 — Power Management
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Description: This parameter controls power management features of clocks
Flash Image Tool Configuration: Flash Image | Configuration | ICC Data | OEM
Request Record [6:0] | Static Registers Section

Table A-9. Power Management Parameters

Bits Default Description

31:9 Oh Reserved (RSVD)

8:5 0000b CLKRUN Control Enable for PCI 33 Mhz on CLKOUTFLEX (CLKRUNCEN_FLEX): Enables
support for CLKRUN protocol for PCI 33 MHz clocks muxed out to CLKOUTFLEX[3:0].
Ob = Corresponding CLKOUTFLEX PCI clock is free-running, unaffected by CLKRUN protocol
1b = Corresponding CLKOUTFLEX PCI clock is shut off when CLKRUN protocol turns off PCI clocks
Note: These bits must be clear (Ob) when the corresponding CLKOUTFLEX pins are not configured
for PCI 33Mhz clock.
A-stepping Note: This parameter has no effect and the outputs are unaffected when CLKRUN
protocol turns off PCI clocks.
B-stepping Note: Parameter behaves normally.

4:0 0 0000b CLKRUN Control Enable (CLKRUNCEN): Enables support for CLKRUN protocol for
CLKOUT_PCI[4:0].
Ob = Corresponding CLKOUT_PCI is free-running, unaffected by CLKRUN protocol
1b = Corresponding CLKOUT_PCI is shut off when CLKRUN protocol turns off PCI clocks
Note: This parameter does not enable CLKRUN protocol support for CLKOUTFLEX[3:0].
A-stepping Note: This parameter has no effect and the outputs are always disabled when CLKRUN
protocol turns off PCI clocks.
B-stepping Note: Parameter behaves normally.

A.2.9 SEBP1 — Single Ended Buffer Parameters

BTM/DCI Default: 0000 9999h
ME FW/Flash Image Tool and Config Wizard Default: No changes from BTM/DCI
defaults

Description: This parameter controls double/single load series resistance and slew
rate for FLEX clocks

Flash Image Tool Configuration: Flash Image | Configuration | ICC Data | OEM
Request Record [6:0] | Static Registers Section

Table A-10. Single Ended Buffer Parameters

Bits

Default Description

31:16

Oh Reserved (RSVD)

15:13

100b FLEXCLK3 Slew Rate Control (F3SLC): Controls slew rate for CLKOUTFLEX3.

000b = Weakest slew rate setting (~0.6 V/ns for a TBD inch trace at double load)
001b

010b

011b

100b = Default Slew rate setting (~1.4V/ns for a TBD inch trace at double load)
101b

110b

111b = Strongest slew rate setting (~2 V/ns for a TBD inch trace at double load)

12

1b FLEXCLK3 Single/Double Load Series Resistance (F3SDLSR): Sets programmable series
resistance for CLKOUTFLEX3.

Ob = 25 Ohms for single load usage
1b = 17 Ohms for double load usage
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Table A-10. Single Ended Buffer Parameters

Bits Default Description

11:9 100b FLEXCLKZ2 Slew Rate Control (F2SLC): Controls slew rate for CLKOUTFLEX2.

000b = Weakest slew rate setting (~0.6 V/ns for a TBD inch trace at double load)
001b

010b

O1l1b

100b = Default Slew rate setting (~1.4V/ns for a TBD inch trace at double load)
101b

110b

111b = Strongest slew rate setting (~2 V/ns for a TBD inch trace at double load)

8 1b FLEXCLK2 Single/Double Load Series Resistance (F2SDLSR): Sets programmable series
resistance for CLKOUTFLEX2.

Ob = 25 Ohms for single load usage

1b = 17 Ohms for double load usage

7:5 100b FLEXCLK1 Slew Rate Control (F1SLC): Controls slew rate for CLKOUTFLEX1.

000b = Weakest slew rate setting (~0.6 V/ns for a TBD inch trace at double load)
001b

010b

O1l1b

100b = Default Slew rate setting (~1.4V/ns for a TBD inch trace at double load)
101b

110b

111b = Strongest slew rate setting (~2 V/ns for a TBD inch trace at double load)

4 1ib FLEXCLKZ1 Single/Double Load Series Resistance (F1SDLSR): Sets programmable series
resistance for CLKOUTFLEX1.

Ob = 25 Ohms for single load usage

1b = 17 Ohms for double load usage

3:1 100b FLEXCLKO Slew Rate Control (F2SLC): Controls slew rate for CLKOUTFLEX2.

000b = Weakest slew rate setting (~0.6 V/ns for a TBD inch trace at double load)
001b

010b

O1l1b

100b = Default Slew rate setting (~1.4V/ns for a TBD inch trace at double load)
101b

110b

111b = Strongest slew rate setting (~2 V/ns for a TBD inch trace at double load)

0 1b FLEXCLKO Single/Double Load Series Resistance (FOSDLSR): Sets programmable series
resistance for CLKOUTFLEXO.

Ob = 25 Ohms for single load usage

1b = 17 Ohms for double load usage

A.2.10 SEBP2 — Single Ended Buffer Parameters

BTM/DCI Default: 0009 9999h
ME FW/Flash Image Tool and Config Wizard Default: No changes from BTM/DCI
defaults

Description: This parameter controls double/single load series resistance and slew
rate for PCI clocks. PCI Specifications 2.4 and 3.0 allow for an acceptable slew rate
range of 1 to 4 V/ns. ME FW programmability allows for slew rate to be specified
between 0.6 to 2 V/ns for two reasons:

1. Slew rates exceeding 2 V/ns can have adverse effects on platform EMI

2. Slew rates lower than 1 V/ns can be specified for EMI benefits, at the risk of
violating PCI specification

Flash Image Tool Configuration: Flash Image | Configuration | ICC Data | OEM

Request Record [6:0] | Static Registers Section
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Table A-11. Single Ended Buffer Parameters

Bits Default Description
31:16 Oh Reserved (RSVD)
19:17 100b PCl14 Slew Rate Control (PCI4SLC): Controls slew rate for CLKOUTPCIA4.
000b = Weakest slew rate setting (~0.6 V/ns for a TBD inch trace at double load)
001b
010b
011b
100b = Default Slew rate setting (~1.4V/ns for a TBD inch trace at double load)
101b
110b
111b = Strongest slew rate setting (~2 V/ns for a TBD inch trace at double load)
16 1ib PCl14 Single/Double Load Series Resistance (PCI4SDLSR): Sets programmable series
resistance for CLKOUT_PCI4.
Ob = 25 Ohms for single load usage
1b = 17 Ohms for double load usage
15:13 100b PCI3 Slew Rate Control (PCI3SLC): Controls slew rate for CLKOUT_PCI3.
000b = Weakest slew rate setting (~0.6 V/ns for a TBD inch trace at double load)
001b
010b
01l1b
100b = Default Slew rate setting (~1.4V/ns for a TBD inch trace at double load)
101b
110b
111b = Strongest slew rate setting (~2 V/ns for a TBD inch trace at double load)
12 1b PCI13 Single/Double Load Series Resistance (PCI3SDLSR): Sets programmable series
resistance for CLKOUT_PCI3.
Ob = 25 Ohms for single load usage
1b = 17 Ohms for double load usage
11:9 100b PCI2 Slew Rate Control (PCI2SLC): Controls slew rate for CLKOUT_PCI2.
000b = Weakest slew rate setting (~0.6 V/ns for a TBD inch trace at double load)
001b
010b
01l1b
100b = Default Slew rate setting (~1.4V/ns for a TBD inch trace at double load)
101b
110b
111b = Strongest slew rate setting (~2 V/ns for a TBD inch trace at double load)
8 ib PCI2 Single/Double Load Series Resistance (PCI2SDLSR): Sets programmable series
resistance for CLKOUT_PCI2.
Ob = 25 Ohms for single load usage
1b = 17 Ohms for double load usage
7:5 100b PCI1 Slew Rate Control (PCI1SLC): Controls slew rate for CLKOUT_PCI1.

000b = Weakest slew rate setting (~0.6 V/ns for a TBD inch trace at double load)
001b

010b

O1l1b

100b = Default Slew rate setting (~1.4V/ns for a TBD inch trace at double load)
101b

110b

111b = Strongest slew rate setting (~2 V/ns for a TBD inch trace at double load)
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Table A-11. Single Ended Buffer Parameters

Bits

Default Description

4

1b PCI1 Single/Double Load Series Resistance (PCI1SDLSR): Sets programmable series
resistance for CLKOUT_PCI1.

Ob = 25 Ohms for single load usage

1b = 17 Ohms for double load usage

3:1

100b PCI10 Slew Rate Control (PCIOSLC): Controls slew rate for CLKOUT_PCIO.

000b = Weakest slew rate setting (~0.6 V/ns for a TBD inch trace at double load)
001b

010b

O1l1b

100b = Default Slew rate setting (~1.4V/ns for a TBD inch trace at double load)
101b

110b

111b = Strongest slew rate setting (~2 V/ns for a TBD inch trace at double load)

1b PCI0 Single/Double Load Series Resistance (PCIOSDLSR): Sets programmable series
resistance for CLKOUT_PCIO.

Ob = 25 Ohms for single load usage

1b = 17 Ohms for double load usage

A.2.11

SSCCTL* — SSC Control

BTM/DCI Default: Default: 00000000h
ME FW/Flash Image Tool and Config Wizard Default: No changes from BTM/DCI
defaults
Recommended Defaults:
e DCI with Ext/Integrated/Mixed Graphics Default: 0101 0100h
e External Graphics Only Default: 0101 0101h

Description: This parameter controls spread spectrum modulation capability of SSC
blocks.

Flash Image Tool Configuration: Flash Image | Configuration | ICC Data | OEM
Request Record [6:0] | Dynamic Registers Section

Table A-12. SSC Control Parameters

Bits Default Description
31:3 Oh Chipset Configuration (PCHCFG): Must be set to 20 20 20h
2:1 0b SSC1 Spread Mode (SSC1_SprdMd): Select the spread mode for SSC1.
00b = Down spread
01b = Center spread
10b = Reserved
11b = Reserved
0 0b SSC1 Enable, Active Low (SSC1_EnB): Determines whether SSC1 (see Figure A-1, page 75,
Figure A-2, page 76, ) is enabled.
Ob = Enable SSC1
1b = Power off SSC1 and select bypass path to SSC1 output. SSC1 output will thus be non-spread.
A.2.12 PMSRCCLK1 — SRC Power Management
BTM/DCI Default: 7654 3210h
ME FW/Flash Image Tool and Config Wizard Default: FFFF FFFFh
Description: This parameter as signs dynamic CLKRQ# control of SRC clocks
Flash Image Tool Configuration: Flash Image | Configuration | ICC Data | OEM
Request Record [6:0] | Static Registers Section
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Table A-13. SRC Power Management

Bits Default Description

31:28 HW: 0111b CLKRQ# Select for CLKOUT_SRC7 (CRQSELSRC7): Select external input CLKRQ# pin for
ME FW: 1111b | dynamical control of CLKOUT_SRC7 output.

FITC: 1111b | 0000b = SRCOCLKRQ#/GPIO73 controls CLKOUT_SRC7

0001b = SRC1CLKRQ#/GPIO18 controls CLKOUT_SRC7

0010b = SRC2CLKRQ#/GPI1020 controls CLKOUT_SRC7

0011b = SRC3CLKRQ#/GPIO25 controls CLKOUT_SRC7

0100b = SRC4CLKRQ#/GPI1026 controls CLKOUT_SRC7

0101b = SRC5CLKRQ#/GPI1044 controls CLKOUT_SRC7

0110b = SRC6CLKRQ#/GPIO45 controls CLKOUT_SRC7

0111b = SRC7CLKRQ#/GPI1046 controls CLKOUT_SRC7

1000b = SRC8CLKRQ#/PEG_A_CLKRQ#/GPI047 controls CLKOUT_SRC7?7
1001b = SRCI9CLKRQ#/PEG_B_CLKRQ#/GPIO56 controls CLKOUT_SRC7
101xb = Reserved

1110b = Reserved

1111b = Disable dynamic control of CLKOUT_SRC7

A-stepping Note: This parameter has no effect and the dynamic control CLKOUT_SRC7 output.
B-stepping Note: Parameter behaves normally.

27:24 HW: 0110b CLKRQ# Select for CLKOUT_SRC6 (CRQSELSRCB6): Select external input CLKRQ# pin for
ME FW: 1111b | dynamical control of CLKOUT_SRC6 output.

FITC: 1111b 0000b = SRCOCLKRQ#/GPIO73 controls CLKOUT_SRC6

0001b = SRC1CLKRQ#/GPIO18 controls CLKOUT_SRC6

0010b = SRC2CLKRQ#/GPIO20 controls CLKOUT_SRC6

0011b = SRC3CLKRQ#/GPI025 controls CLKOUT_SRC6

0100b = SRC4CLKRQ#/GPI026 controls CLKOUT_SRC6

0101b = SRC5CLKRQ#/GPI044 controls CLKOUT_SRC6

0110b = SRC6CLKRQ#/GPI045 controls CLKOUT_SRC6

0111b = SRC7CLKRQ#/GPIO46 controls CLKOUT_SRC6

1000b = SRC8CLKRQ#/PEG_A_CLKRQ#/GPI047 controls CLKOUT_SRC6
1001b = SRCICLKRQ#/PEG_B_CLKRQ#/GPIO56 controls CLKOUT_SRC6
101xb = Reserved

1110b = Reserved

1111b = Disable dynamic control of CLKOUT_SRC6

A-stepping Note: This parameter has no effect and the dynamic control CLKOUT_SRC6 output.
B-stepping Note: Parameter behaves normally.

23:20 HW: 0101b CLKRQ# Select for CLKOUT_SRC5 (CRQSELSRC5): Select external input CLKRQ# pin for
ME FW: 1111b | dynamical control of CLKOUT_SRCS5 output.

FITC: 1111b | 0000b = SRCOCLKRQ#/GPI073 controls CLKOUT_SRC5

0001b = SRC1CLKRQ#/GPIO18 controls CLKOUT_SRC5

0010b = SRC2CLKRQ#/GPIO20 controls CLKOUT_SRC5

0011b = SRC3CLKRQ#/GPI025 controls CLKOUT_SRC5

0100b = SRC4CLKRQ#/GPIO26 controls CLKOUT_SRC5

0101b = SRC5CLKRQ#/GPI044 controls CLKOUT_SRC5

0110b = SRC6CLKRQ#/GPI045 controls CLKOUT_SRC5

0111b = SRC7CLKRQ#/GP1046 controls CLKOUT_SRC5

1000b = SRC8CLKRQ#/PEG_A_CLKRQ#/GPI0O47 controls CLKOUT_SRC5
1001b = SRCICLKRQ#/PEG_B_CLKRQ#/GPIO56 controls CLKOUT_SRC5
101xb = Reserved

1110b = Reserved

1111b = Disable dynamic control of CLKOUT_SRC5

A-stepping Note: This parameter has no effect and the dynamic control CLKOUT_SRC5 output.
B-stepping Note: Parameter behaves normally.
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Table A-13. SRC Power Management

intel.

Bits Default Description
19:16 HW: 0100b CLKRQ# Select for CLKOUT_SRC4 (CRQSELSRC4): Select external input CLKRQ# pin for
ME FW: 1111b | dynamical control of CLKOUT_SRC4 output.
FITC: 1111b | O000b = SRCOCLKRQ#/GPIO73 controls CLKOUT_SRC4

0001b = SRC1CLKRQ#/GPIO18 controls CLKOUT_SRC4
0010b = SRC2CLKRQ#/GPI1020 controls CLKOUT_SRC4
0011b = SRC3CLKRQ#/GPI1025 controls CLKOUT_SRC4
0100b = SRC4CLKRQ#/GPI1026 controls CLKOUT_SRC4
0101b = SRC5CLKRQ#/GP1044 controls CLKOUT_SRC4
0110b = SRC6CLKRQ#/GPI1045 controls CLKOUT_SRC4
0111b = SRC7CLKRQ#/GPI046 controls CLKOUT_SRC4
1000b = SRC8CLKRQ#/PEG_A_CLKRQ#/GPI047 controls CLKOUT_SRC4
1001b = SRCICLKRQ#/PEG_B_CLKRQ#/GPIO56 controls CLKOUT_SRC4
101xb = Reserved
1110b = Reserved
1111b = Disable dynamic control of CLKOUT_SRC4
A-stepping Note: This parameter has no effect and the dynamic control CLKOUT_SRC4 output.
B-stepping Note: Parameter behaves normally.

15:12 HW: 0011b CLKRQ# Select for CLKOUT_SRC3 (CRQSELSRC3): Select external input CLKRQ# pin for

ME FW: 1111b | dynamical control of CLKOUT_SRC3 output.
FITC: 1111b 0000b = SRCOCLKRQ#/GPIO73 controls CLKOUT_SRC3

0001b = SRC1CLKRQ#/GPIO18 controls CLKOUT_SRC3

0010b = SRC2CLKRQ#/GP1020 controls CLKOUT_SRC3

0011b = SRC3CLKRQ#/GPIO25 controls CLKOUT_SRC3

0100b = SRC4CLKRQ#/GPI026 controls CLKOUT_SRC3

0101b = SRC5CLKRQ#/GP1044 controls CLKOUT_SRC3

0110b = SRC6CLKRQ#/GPIO45 controls CLKOUT_SRC3

0111b = SRC7CLKRQ#/GPIO46 controls CLKOUT_SRC3

1000b = SRCBCLKRQ#/PEG_A_CLKRQ#/GPI047 controls CLKOUT_SRC3
1001b = SRCI9CLKRQ#/PEG_B_CLKRQ#/GPIO56 controls CLKOUT_SRC3
101xb = Reserved

1110b = Reserved

1111b = Disable dynamic control of CLKOUT_SRC3

A-stepping Note: This parameter has no effect and the dynamic control CLKOUT_SRC3 output.
B-stepping Note: Parameter behaves normally.
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Table A-13. SRC Power Management

Bits Default Description

11:8 HW: 0010b CLKRQ# Select for CLKOUT_SRC2 (CRQSELSRC2): Select external input CLKRQ# pin for
ME FW: 1111b | dynamical control of CLKOUT_SRC2 output.

FITC: 1111b | 0000b = SRCOCLKRQ#/GPIO73 controls CLKOUT_SRC2

0001b = SRC1CLKRQ#/GPIO18 controls CLKOUT_SRC2

0010b = SRC2CLKRQ#/GPIO20 controls CLKOUT_SRC2

0011b = SRC3CLKRQ#/GPIO25 controls CLKOUT_SRC2

0100b = SRC4CLKRQ#/GPI1026 controls CLKOUT_SRC2

0101b = SRC5CLKRQ#/GPI044 controls CLKOUT_SRC2

0110b = SRC6CLKRQ#/GPIO45 controls CLKOUT_SRC2

0111b = SRC7CLKRQ#/GPI046 controls CLKOUT_SRC2

1000b = SRC8CLKRQ#/PEG_A_CLKRQ#/GPI047 controls CLKOUT_SRC2
1001b = SRCI9CLKRQ#/PEG_B_CLKRQ#/GPIO56 controls CLKOUT_SRC2
101xb = Reserved

1110b = Reserved

1111b = Disable dynamic control of CLKOUT_SRC2

A-stepping Note: This parameter has no effect and the dynamic control CLKOUT_SRC2 output.
B-stepping Note: Parameter behaves normally.

7:4 HW: 0001b CLKRQ# Select for CLKOUT_SRC1 (CRQSELSRC1): Select external input CLKRQ# pin for
ME FW: 1111b | dynamical control of CLKOUT_SRC1 output.

FITC: 1111b 0000b = SRCOCLKRQ#/GPIO73 controls CLKOUT_SRC1

0001b = SRC1CLKRQ#/GPIO18 controls CLKOUT_SRC1

0010b = SRC2CLKRQ#/GPIO20 controls CLKOUT_SRC1

0011b = SRC3CLKRQ#/GPIO25 controls CLKOUT_SRC1

0100b = SRC4CLKRQ#/GPI026 controls CLKOUT_SRC1

0101b = SRC5CLKRQ#/GPI044 controls CLKOUT_SRC1

0110b = SRC6CLKRQ#/GPI045 controls CLKOUT_SRC1

0111b = SRC7CLKRQ#/GPI1046 controls CLKOUT_SRC1

1000b = SRC8CLKRQ#/PEG_A_CLKRQ#/GPI047 controls CLKOUT_SRC1
1001b = SRCI9CLKRQ#/PEG_B_CLKRQ#/GPIO56 controls CLKOUT_SRC1
101xb = Reserved

1110b = Reserved

1111b = Disable dynamic control of CLKOUT_SRC1

A-stepping Note: This parameter has no effect and the dynamic control CLKOUT_SRC1 output.
B-stepping Note: Parameter behaves normally.

3:0 HW: 0000b CLKRQ# Select for CLKOUT_SRCO (CRQSELSRCO): Select external input CLKRQ# pin for
ME FW: 1111b | dynamical control of CLKOUT_SRCO output.

FITC: 1111b | 0000b = SRCOCLKRQ#/GPI073 controls CLKOUT_SRCO

0001b = SRC1CLKRQ#/GPIO18 controls CLKOUT_SRCO

0010b = SRC2CLKRQ#/GPIO20 controls CLKOUT_SRCO

0011b = SRC3CLKRQ#/GPI025 controls CLKOUT_SRCO

0100b = SRC4CLKRQ#/GPIO26 controls CLKOUT_SRCO

0101b = SRC5CLKRQ#/GPI044 controls CLKOUT_SRCO

0110b = SRC6CLKRQ#/GPI045 controls CLKOUT_SRCO

0111b = SRC7CLKRQ#/GP1046 controls CLKOUT_SRCO

1000b = SRC8CLKRQ#/PEG_A_CLKRQ#/GPIO47 controls CLKOUT_SRCO
1001b = SRCICLKRQ#/PEG_B_CLKRQ#/GPIO56 controls CLKOUT_SRCO
101xb = Reserved

1110b = Reserved

1111b = Disable dynamic control of CLKOUT_SRCO

A-stepping Note: This parameter has no effect and the dynamic control CLKOUT_SRCO output.
B-stepping Note: Parameter behaves normally.

A.2.13 PMSRCCLK2 — SRC Power Management

BTM/DCI Default: 0000 OF98h
ME FW/Flash Image Tool and Config Wizard Default: FFFF FFFFh
0000 OFFFh

Description: This parameter assigns dynamic CLKRQ# control of SRC clocks
Flash Image Tool Configuration: Flash Image | Configuration | ICC Data | OEM
Request Record [6:0] | Static Registers Section
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Table A-14. SRC Power Management

Bits Default Description
31:12 Oh Reserved (RSVD)
11:8 HW: 1001b Chipset Configuration (PCHCFG): Must be set to 1111b.
ME FW: 1111b
FITC: 1111b
7:4 HW: 1000b CLKRQ# Select for CLKOUT_PEG_B (CRQSELPEGB): Select external input CLKRQ# pin for
ME FW: 1111b | dynamical control of CLKOUT_PEG_B output.
FITC: 1111b | 0000b = SRCOCLKRQ#/GPIO73 controls CLKOUT_PEG_B
0001b = SRC1CLKRQ#/GPIO18 controls CLKOUT_PEG_B
0010b = SRC2CLKRQ#/GPI1020 controls CLKOUT_PEG_B
0011b = SRC3CLKRQ#/GPI025 controls CLKOUT_PEG_B
0100b = SRC4CLKRQ#/GPI1026 controls CLKOUT_PEG_B
0101b = SRC5CLKRQ#/GPI044 controls CLKOUT_PEG_B
0110b = SRC6CLKRQ#/GPI1045 controls CLKOUT_PEG_B
0111b = SRC7CLKRQ#/GPI046 controls CLKOUT_PEG_B
1000b = SRC8CLKRQ#/PEG_A_CLKRQ#/GPI047 controls CLKOUT_PEG_B
1001b = SRCO9CLKRQ#/PEG_B_CLKRQ#/GPIO56 controls CLKOUT_PEG_B
101xb = Reserved
1110b = Reserved
1111b = Disable dynamic control of CLKOUT_PEG_B
A-stepping Note: This parameter has no effect and the dynamic control CLKOUT_PEG_B output.
B-stepping Note: Parameter behaves normally.
3:0 HW: 1000b CLKRQ# Select for CLKOUT_PEG_A (CRQSELPEGA): Select external input CLKRQ# pin for
ME FW: 1111b | dynamical control of CLKOUT_PEG_A output.
FITC: 1111b 0000b = SRCOCLKRQ#/GPIO73 controls CLKOUT_PEG_A

0001b = SRC1CLKRQ#/GPIO18 controls CLKOUT_PEG_A

0010b = SRC2CLKRQ#/GPIO20 controls CLKOUT_PEG_A

0011b = SRC3CLKRQ#/GPIO25 controls CLKOUT_PEG_A

0100b = SRC4CLKRQ#/GPI026 controls CLKOUT_PEG_A

0101b = SRC5CLKRQ#/GPIO44 controls CLKOUT_PEG_A

0110b = SRC6CLKRQ#/GPI045 controls CLKOUT_PEG_A

0111b = SRC7CLKRQ#/GP1046 controls CLKOUT_PEG_A

1000b = SRC8CLKRQ#/PEG_A_CLKRQ#/GPI0O47 controls CLKOUT_PEG_A
1001b = SRCOCLKRQ#/PEG_B_CLKRQ#/GPIO56 controls CLKOUT_PEG_A
101xb = Reserved

1110b = Reserved

1111b = Disable dynamic control of CLKOUT_PEG_A

A-stepping Note: This parameter has no effect and the dynamic control CLKOUT_PEG_A output.
B-stepping Note: Parameter behaves normally.
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Appendix — Flash Configurations

B Appendix — Flash
Configurations

This chapter covers only the basic information needed for clock control parameter
programming. For a more detailed treatment of Ibex Peak clocks, see Ibex Peak

Platform Clocks and Intel® Management Engine — Platform Compliancy Guide for ME
Hardware, Intel.

Figure B-1. Configuration “A” — Desktop or Mobile
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Figure B-2. Configuration “B” — Mobile only
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Figure B-3. Configuration “C” — Desktop only
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Figure B-4. Configuration “D” — Mobile only

Ibex Peak Firmware Hub can still be
used for BIOS.
SPI LPC
Bus Bus,______\
| _ _1 Firmware |
SPI Flash device is required, | Hub _‘l
and must be attached directly EC
to Ibex Peak through SPI. |
SPI Flash
Flash Behind EC
Flash R&D will pl BIOS i
Required i will place in
regions Descriptor OR OR one of these places.
ME Region
™ == e i |
GbE Region I
1 (if Intel GbE .
I LANused) | Required
Optional region
8
Intel® 5 Series Express Chipset - Intel® Management Engine Firmware Bring Up Guide 95

Intel Confidential



96

Appendix — Flash Configurations

Intel® 5 Series Express Chipset - Intel® Management Engine Firmware Bring Up Guide
p p g g g Up
Intel Confidential



1 L) o T [ Tox o o) o 1 11
1.1 P QUISIEES. 1 ut ittt 11

1.2 ME FW Kit CONEENTS c.viiiiiiii i e e e 11

1.3  External Hardware Requirements for Bring Up ......c.oviiiiiiiiiiiiiiiiiii e eeens 15

2 Image Creation: Config Wizard (FICW) ....ociiiiiiiiiiiii i st sas s nsassanes 17
2.1 Flash Image Configuration Wizard (FICW) Requirements.........ccviviiiiiiiiiiiiiininnnennnns. 17

2.1.1  OS SUPPOIt cuiitititiit ittt 17

2.2 Installation INSTrUCKIONS ..o e e 17

2.3 Use Configuration Wizard to Build SPI Flash Binary Image ..........cccooviiiiiiiiiiennnnnns, 19

3 Image Creation: Flash Image Tool (FITC) .iiiiiiiiiiiiiii i i s sassaneaes 37
3.1 Start FITC and Load the Default Settings XML File.......ccoiiiiiiiiiiiiiii e 37

3.2 Set Up The Build ENVIrONMENt. ..ot e e eaaaeas 37

3.3  Configure PCH SiliCON SEEPPING «iuviitiiiiii i e s ir e e e e e e aanens 39

3.4 Set Up Descriptor and SPI FIash DeVICe(S) .uuuiuirriiuiniiiiiiiiiiie it ieee e 39

3.4.1 Set Up Soft-Straps (Ibex Peak B-stepping Only) .....ccooviviiiiiiiiiiiiiiiiiienes 44

3.5  Set Up SPI FIash REGIONS ..cuuiuiiiiiiiiie ittt ettt e e e e e e e e e e aeae s 49

3.6  Configure PCH SiliCON SKU...iiuiiiiiiiiiiiii e sae s e e sae e s e saerneanaaeaneens 52

3.7 ME FW Feature Configuration ......cuouiieiiiiiiiiiie s se e e e e s erenne e eaees 52

3.7.1 Clock Control Parameters ... ...cuuiuiiniiiiiiiiiii e 52

3.7.2 Firmware Features and CapabilitieS........ccooiiiiiiiii e 57

3.8  Build SPI Flash Binary IMage ....ouiuuieeiiiiiiie it ettt s e e s e e e e e anenes 61

3.8.1 Build SPI Flash Binary IMage ......cocieieiiiieiiiiie e e e e e saeene s eneeens 61

3.8.2  SAVe YOUN SettiNGS ..viiiiiiiiiii i e 62

3.8.3 Protect Saved Configuration Files ........coiiiiiiiiiiiii e 62

4 Burn the SPI Flash Binary IMage ... ..ooeiiiiiiiiiiiiii s s reeas 65
L R N =TS o = U g =T o A e o | =T a 0o 1= 65

4.2  Flash Programming ToOl (DOS VEIrSION) ....uuiieiiiiiiiieiiiiiieere e s e e e eeaneanens 65

4.2.1 Flash Programming Tool (Windows* Version) ........ccceieieiiiiiiiiiniiineiaeenens 66

5 INtel® ME Firmware FEature Bring U ........uuiieiirreeiiieeeeiiieeisieesitieessssaesssineesssnnaeees 67
5.1  Manufacturing Mode (GPIO33) .iuiiiiiiiiiiiii ittt s e e e e e aeaneaeeneanees 67

5.2 Intel Wired LAN Settings and DriVer.....cciiiiiiiiiiiiii i i e s e resaneaneas 69

5.3  Thermal RePOIING . v e 69

A Appendix — Ibex Peak Clock Configuration.......c.oovviiiiiiiiiiiii i 75
O A 0 o Vot o] o =1 I =] (o T < PP 76

A.2  ME FW Clock Control Parameters ... ..o.vviiiiiiiiiii i s s as 77

A.2.1 FCSS - Flex Clock SOUICe SeleCt.......couiiiriiniiiiiiiii e 77

A.2.2  PLLEN* = PLLEN@bIE ..viiiiiiiii e 78

A.2.3 OCKEN - Output Clock Enable.......cccoiriiiiii e 79

A.2.4 OBEN - Output Buffer Enable........cocoiiiiiiii e 81

A.2.5 IBEN - Input Buffer ENable ..o e 81

A.2.6 DIVEN* — Divider ENable ......cccoiiiiiiiiiiiiiin e e 82

A.2.7 PM1 — Power Management. . it e 83

A.2.8 PM2 — Power Management. ..o e 83

A.2.9 SEBP1 - Single Ended Buffer Parameters........c.cccvviiiiiiiiiiiiiie e 84

A.2.10 SEBP2 - Single Ended Buffer Parameters........c.ccoviiiiiiiiiiiiiinine e 85

A.2.11 SSCCTL* = SSC CONLIOl 1ueueeiniie ettt s e e e e ae e e eeea e e aanss 87

A.2.12 PMSRCCLK1 — SRC Power Management .. ..ccocviiiiiiiiiiiii i s ee s 87

A.2.13 PMSRCCLK2 — SRC Power Management .. ..ccocviiiiiiiiiiiiie i e 90

B Appendix — Flash ConfigurationNS.......cciiiiiiii i i e e e aneaanneas 93

XXXXX Intel Confidential 1



5
~r
(‘L

Intel Confidential

XXXXX



3-1 Build | Environment Variables... ...coviiiiii i 38
3-2  Build | BUild SELEINGS... ..o 38
3-3  PCH Silicon Stepping COMDO BOX . .uuiuiitiiieieiiniieirertee e aese e sasese e aaeernes 39
3-4  SKU Manager COMDO BOX ..uuiiteiiiiiiinsisieesesaseraessssesanesnnssnesanesnsannssnnsanesnnsnnens 52
3-5  BUild | BUild IMage. .. 61
3-6 Protecting FITC Configuration XML and ConfigParams TXT Files .......ccccvviviiviiiinnnnens 63
5-1 Desktop CRB Manufacturing Mode Jumper LoCation ........ocevviiiiiiiiiiiiiiiii e 68
5-2  Mobile CRB Manufacturing Mode Jumper LOCation .......ccooviviiiiiiiiiiiiiii e 68
5-3  Flash Descriptor Security Override (GPIO33) Rework for Redfort.........ccocvvvvviiiiinnnnens 68
5-4 MPG BIOS: Enable TR (Step 1 Of 3) tuieiiiiiiiii i 70
5-5 MPG BIOS: Enable TR (Step 2 Of 3) tuiiiiiiiiiiiii e 71
5-6 MPG BIOS: Enable TR (Step 3 Of 3) tuiieiiiiiiiii e 72
5-7 CCG BIOS: Enable TR (Step 1 Of 2) cuiiiiiiiiii e 73
5-8 CCG BIOS: Enable TR (Step 2 Of 2) it e 74
A-1 Ibex Peak Buffer Through Mode Architecture.........ccoiiiiiiiiiiii s 75
A-2  Ibex Peak Display Clock Integration Architecture .......c.cooiiiiiiiiii s 76
B-1 Configuration "A” — Desktop or MObile.......cciiiiiiii 93
B-2 Configuration “"B” — Mobile ONly ... 94
B-3  Configuration “"C” — DesKtOP ONIY ...uiiiiiiiiii e e 94
B-4  Configuration "D” — MODbIle ONIY ....uiei i 95

XXXXX Intel Confidential 1



5
~r
(‘L

Intel Confidential

XXXXX



XXXXX

I R I I I Y e O e |
oNOOUT R~ WNHFHO

WWWWWWWWwWwWwWwWwWwWwWwWwWwWWWWWWWNNNNNNNNNNNNNNNNNNRER-
1
NNMNNNHEFERERRPRRERARRRRREROONOOCUOPPWOUNERERERREBPBRHEPREREREREOONOOOCUUPRDWNERENE
WNHOOONOOUTA WN P O

N

T o L o ] g ) (=] =P 11
L= T S o oo £ PP 13
[ (O o T O I 1] /T o P 17
Configuration Wizard: Choose Configuration File..........ccoooiiiiiiiiiieee 19
Configuration Wizard: Choose Configuration File..........ccooviiiiiiiiiiieee 20
Configuration Wizard: Image Source Files (1 Of 2) c.iceiiiiiiiiiii e 21
Configuration Wizard: Image Source Files (2 Of 2) c.iciiiiiiiiiiii e 22
Configuration Wizard: Intel ME VSCC Table Configuration ..........cccoooviiiiiiiiiiiinnnne. 23
Configuration Wizard: Intel ME Configuration Parameters Screen..........ccovevvivvinvinnnns 24
Configuration Wizard: Intel Integrated Wired LAN Configuration .........c.cccvvvviviinnnnnns 25
Configuration Wizard: DMI/PCIe* configuration .......c.oceiieiiieiiiiiiiiie i rneesenneennens 26
Configuration Wizard: Thermal Reporting Configuration...........cooooiiiiiiiiiiiiinne, 27
Configuration Wizard: Boot Configuration options .........ccooiiiiiiiiiiiiee 28
Configuration Wizard: Production/nonproduction configuration ...........c.ccoovviieiinnnne. 29
Configuration Wizard: Integrated Clocking Configuration ..........ccooviiiiiiiiiiiiiinnnen 30
Configuration Wizard: OEM Request Record — Single-Ended Clocks (1 of 2).............. 31
Configuration Wizard: OEM Request Record — Single-Ended Clocks (2 of 2).............. 32
Configuration Wizard: OEM Request Record — Differential Clocks........ccoevvivviiiinnnnnn. 33
Configuration Wizard: Braidwood Configuration ...........ccooeiiiiiiiiii e 34
Configuration Wizard: Save and BUild .........ccooiiiiiiiiiiiiii e 35
Flash Image | DesScCriptor REGION .. ..ciui i s e e aeas 39
Flash Image | Descriptor Region | DesCriptor Map.....ocvvieiieiiiiiiiieiienierierneeneannennes 39
Flash Image | Descriptor Region | Component SeCtion .....ccvvvviiiiiiiiiiiiiiieenneeaes 40
Flash Image | Descriptor Region | Master Access Section | CPU/BIOS..........ccvcvvnvennen 41
Flash Image | Descriptor Region | Master Access Section | Manageability Engine (ME) 41
Flash Image | Descriptor Region | Master Access Section | GbE LAN........ccooevvivvnnnnne. 42
Flash Image |Descriptor Region | ME VSCC Table | Add Table Entry ........ccvvvvvvvvnnnnnn. 42
Flash Image | Descriptor Region | ME VSCC Table | AT26DF321 ....cccevviviiiiiniiinnnnnnnes 43
Flash Image | Descriptor Region | OEM SeCHiON ....ccviiviiiiiiie i rieeniesnee e snnennenes 43
Flash Image | Descriptor Region | PCH Straps | PCH Strap O...ccvvovvivviiiiiiienienneeae 44
Flash Image | Descriptor Region | PCH Straps | PCH Strap 2...ccovovviiiiiiiiiinienneene 45
Flash Image | Descriptor Region | PCH Straps | PCH Strap 4....cccovviiviiiiiiiiiiieeeeeae 45
Flash Image | Descriptor Region | PCH Straps | PCH Strap 7 ...ccvvevviiviiiiiiiiieeneeae 46
Flash Image | Descriptor Region | PCH Straps | PCH Strap 9...ccvvvvviiiiiiiiiiieveeeae 46
Flash Image | Descriptor Region | PCH Straps | PCH Strap 10 .....ccviviiiiiiiiieiinennennen 47
Flash Image | Descriptor Region | PCH Straps | PCH Strap 11 .....ccviiiiiiiiiiiiiinennenen 48
Flash Image | Descriptor Region | PCH Straps | PCH Strap 14 ......ccocoviiiiiiiiiieinnene, 48
Flash Image | Descriptor Region | PCH Straps | PCH Strap 15.....ccciiiiiiiiiiiiiiieennenen 49
Flash Image | PDR REQGION . .cuuiuiiiiiiiii ettt s et e s et st s e s e e sernenaans 49
Flash Image | GDE REGION ....uiiuiiiiiiiiii e e e e e e e naens 50
Flash Image | ME REGION ...t e s e e e e raans 51
Flash Image | BIOS REGION ...uiuuiiiiiiiie ittt e e e s s e st s e s e e seraeraans 51
Flash Image | Configuration | ICC Data .....cvieiiiiiiiiii i e e s 53

Flash Image | Configuration | ICC Data | OEM Request Record 0 | Static Registers Section
54
Flash Image | Configuration | ICC Data | OEM Request Record 0 | Dynamic Registers

T = o o o 55
High Impact Clock Control Parameters .......covivieieiiii e 56
Flash Image | Configuration | ME .. ...t e e e 58
Flash Image | Configuration | Power Packages .........cccouiuiiieiiiniiiieiiiiieiene e e e 59
Flash Image | Configuration | Features Supported .........cccoveiiiiiiiiiiiiiii e 59
Flash Image | Configuration | Features Supported (HM57) .....coiiiiiiiiiiiiiiiiiiieieeeenen, 60

Intel Confidential 1



Flash Image | Configuration | Features Supported (HM55) ....cooiiiiiiiiiiiiiis 61
Thermal Reporting Options in MPG BIOS ......ciiiiiiiii ittt e e aeees 72
1S O =1 Lo Yol <P 76
L1 [o Yol XQ BTV T = o= PP 76
Flex Clock Source Select Parameters ......oviiiiiiiiii e 77
PLL Enable Parameters ... i e 78
Output Clock Enable Parameters . ... .o.oiiiiiiiiiiii it e e e 80
Input Buffer Enable Parameters ......coviiiiiiiiii e 82
Divider Enable Parameters .....o.oiiiiiii e 82
Power Management Parameters .......c.ovviiiiiiiii 83
Power Management Parameters.... ..o 84
Single Ended Buffer Parameters......ccoviiiiiiii it 84
Single Ended Buffer Parameters. . ....ccoviiiiiiiiii it 86
SSC CoNtrol Parameters ... e 87
Y S O oo )T g =T g =T 1=T o = o | PP 88
Y N O o)/t g =T g =T 1=T = o | P 91

Intel Confidential XXXXX



