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[YBe}IOMﬂeHI/Iﬂ ]

YnocroBepenne @enepaibHoii komuccnu mo cpeacrsaM cps3u (FCC)

Jaunoe ycrpoiicto cootercTByeT dacT 15 [Ipasun FCC. Drermtyaramus 000pynoBaHus
JIOTYCTHMA IPH COOMIONEHUH CIIEAYIONIHX YCIOBHi:

* JlaHHOE yCTPONCTBO HE IOJKHO CO31aBATh IIOMEX

* Ha paGoty ycrpoiicTBa MOryT OKa3bIBaTh BIMSHUE BHEIIHUE TOMEXH, BKIIHOYAst TOMEXH,
BBI3BIBAOIIIIE HEKETATEIBHBIC PEXKIMBI €70 PAOOTHI.

JlanHOE 000pyIOBaHKEe OBLIO MPOTECTUPOBAHO U COUTEHO COOTBETCTBYIOIIMM OrPaHHYCHHSIM
1o udpoBBIM ycTpoiicTBaM Kiacca B, B coorBercTBun ¢ yactbto 15 [Tpasun FCC. Otn
OTPaHHUYCHHUS PACCUUTAHBI HA 00CCIICUCHIE 3alIUTHI B PA3YMHbIX MPEIENax OT BPEIOHOCHBIX
BO3/ICICTBHIT P YCTAHOBKE B JKUJIOM TIOMEIICHNN. J[aHHOE 000pyI0BaHNE TEHEPUPYET

1 M3IIy4aeT paJiioyacTOTHYIO0 SHEPTHIO, KOTOPast MOJKET CO3/1aBaTh IOMEXHU B PaHOCBI3H,
€CJIM YCTPOHCTBO YCTAHOBJICHO MIIM UCIIONB3YETCS HE B COOTBETCTBHY C HHCTPYKLIUSAMU
npousBoautenst. Tem He MeHee, HEBO3MOXKHO FapaHTUPOBATh OTCYTCTBHE TIOMEX B KaXKIOM
KOHKPETHOM ciyuae. B ciyuae, eciu jaHHOE 000pyIOBaHUE ICHCTBUTEIIBHO BHI3HIBACT
MOMEXH B PaJIH0 WU TEJIECBU3MOHHOM MPHEME, YTO MOXKHO IIPOBEPHTH, BKIIIOYUB U
BBIKITIOUHB JIAHHOE 000PYI0BaHHUE, MOJNB30BATEITI0 PEKOMEH/TYETCS IOTBITATHCS YIATHTh
TIOMEXH CJIETYIOIMMH CPEACTBAMU:

* [lepeopreHTHpOBATH MK NIEPEMECTHTH MPHHIMAIOILYIO AHTCHHY.
*  YBENMYHTH PACCTOSHHE MEXTY JAHHBIM IIPHOOPOM M MPHEMHUKOM.

*  IonxmounTs 1aHHOE 000PY0BAHHE K PO3ETKE APYTOil MEKTPOLIENH, HEXKEMH Ta, K
KOTOPO# MOJK/IIOYEH IPHEMHHK.

*  [IpOKOHCYIBTHPOBATHCS C MPOAABIIOM HIIN KBATH(QHIMPOBAHHBIM paayo-/TB-TeXHHKOM.

BHUMAHHME: V3MeHenus 1 JOTNOIHEHNUS K JaHHOMY ITyHKTY, HE COIVIACOBAHHBIE
HEIOCPEJICTBEHHO CO CTOPOHOI, OTBETCTBEHHOM 32 COOTBETCTBUE TIPABHIIAM,

MOTYT CleIaTh HEIEHCTBUTENBHBIM MIPABO MOJIb30BATEIS H T10J1b30BAHKUE 1AHHBIM
000py/I0BaHHEM.

Pasmemenue

VeTpoicTBO 1 €r0 aHTeHHA He JOIDKHBI PAcTIONaraThCs PAIOM C APYTHMH aHTEHHAMH H
TepeIaTINKaMIL.

QDenepanbHasi KOMHCCHS N0 CBA3H: TPeOOBAaHMS K BO3/JeHCTBHUIO
Paau04acTOThI

310 00opynoBanue coBMecTHMO ¢ orpanmdeHnsiMu RFCC, ycTaHOBITEHHBIMHE 1St
HEKOHTPOJIHPYEMOTO OKPYKEHHSL.

310 000pYyIOBaHUE JTOHKHO OBITH YCTAHOBIECHO M paboTaTh Ha paccTosHuu He MeHee 20 cM
ot Bamero Tena.

becnposozroit aganrep ASUS
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Hpenynpexnarommii 3Hak CE

910 IpOAYKT KJjlacca B, KOTOpBIﬁ MOKET BbI3bIBATh PAAUOIIOMEXH, B 5TOM ClIy4ac
T10IB30BaTENb JOJLKEH NPUHATE COOTBETCTBYIOIINUE MEPDI.

Kanansr: 1~11 ans C. Amepuku, 1~14 s Snonnn, 1~ 13 ans Eporst (ETSI)

DGT yBeomiienne
Myuxr 12

[Tonp30BaTesIM 1 KOMIIAHISM HEe pa3pemaeTcs 6e3 pa3pelienns YBeNIiBaTh MOIHOCTh
YUTH M3MEHSATh XapaKTePUCTHKH MM ()YHKIUH YCTPOHCTBA.

Mynxr 14

Hcnonb3oBanue ycTpoiicTBa He AOMKHO BIHSTH HAa 6€30MaCHOCTD HABUTAIINH MITH TIOMEXH B
CBAA3M, €CITH 0OHAPYKEHBI OMEXH, IPHOCTAHOBHTE PadoTy yCTpOICTBa.

[EhREREHEEREEMNE
(1) MERIASREERZENRGPAEY, TR, NF. BRNEREIFGEEEERE
K, MANRSBERRET I ERIEE] UR(2) MENREEHK EATERERNEZS
RTEELEE  RERETEREKE, RUlEH ITHEEETENSGRERR. 718
BABE BEREGEREFRCZEREEE, EHRWEEHANRAABENTIR HE
RERAERENTERREC TR .

IC yBenomiienue

CoracHo TIpaBHIIaM POMBIIIIEHHOCTH Kauajipl, 3T0T pajmonepeaTauk MoKeT padoTarh
TOJIBKO C THTIOM QHTEHHBI THIIA X MAKCHMAITBHBIM YCHUJICHHEM, 07J00pEHHBIMHU JUTS
Tepe/iaTaiKa MpOMBIIIIeHHOCTEI0 Kanapl. [t yMeHbIIeH s BOSMOKHBIX PaHoOIOMeX
CIIe/yeT BHIOMPATh THIT aHTEHHBI, 4T00B! d(QeKTHBHAS H3ITydaeMast MOIHOCTB (€.1.1.p) Oblra
He OoJtee yeM HeoOXOIMMO ISl YCTISIIHOH CBSI3N.

Oror pammonepenarank (IC: 3568 A-PCEN15) 6bu1 ono0peH mpoMbInuieHHOCThI0 KaHa bt
U1 PabOTHI C TUIIAMH AHTEHH, YKa3aHHBIMH HIDKE C YKa3aHHBIM MAKCUMAJILHO JI0IYCTHMBIM
K09 QHUIIMEHTOM yCHIIEHHUS U CONMPOTHBICHHEM. THIIBI aHTEHH, HE BKJIIOYEHHEIX B 3TOT
CIHCOK, NMEIOT MAKCHMAJIbHOE YCHIICHHE OOJIBIIIC TOMYCTHMOTO U CTPOTO 3aIpEIleHb! JULS
HCIIONBb30BAHHS C 3THM YCTPOICTBOM.

Becnposozroit aganrep ASUS
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Ant. Tun aHTEHHBI Passem VYeunenne  Ilpumeuanue
(dBi)

A JlunonbHas Reversed-SMA 5.00 TX/RX
QHTCHHA

B JlunonbHas Reversed-SMA 3.00 TX/RX
QHTCHHA

C JunonbHas Reversed-SMA 3.00 TX/RX
QHTCHHA

D JlunonsHas Reversed-SMA 2.00 TX/RX
aHTCHHA

B JlunonbHas Reversed-SMA 2.00 TX/RX
aHTCHHA

O1o uudposoe ycrpoiictso kiacca [B] coorBercTsyer kanaackum Hopmam ICES-003.
Cet appareil numérique de la classe [B] est conforme a la norme NMB-003 du Canada.

Jlst mpoxykToB, noctynHbix Ha peiake CILIA/Kanapl, [ocTymHb! TOMBKO KaHaisl ¢ 1 mo 11.
Bb160p Apyrux KaHaNoB HEBO3MOXKEH.

Mpombimnenuplii cranaapt Kanaasl: TpeboBaHusA K BO31eilCTBHIO
Paauo4acToThl:

Ot1o obopymnoBanue coBMectuMo ¢ orpannueHusMu IC RSS-102 mo paauousnydeHuto,
YCTAHOBJICHHBIMU HEKOHTPOJIUPYEMOT'O OKPYIKECHUS. Ot0 060pyz[013a1—me JIOJIKHO OBITH
YCTaHOBJEHO U paboTaTh Ha paccTossHUK He MeHee 20 cM oT Baruero Tena.

Oxcruryaranus 000pyA0BaHUS IOMYCTHMA TIPH COOMIONCHNH CIeAyIomuxX ycnosuii: (1)
JlaHHOE YCTPOMCTBO HE JOMKHO co3aBaTh moMex (2) Ha paboty yctpoiicTBa MOTyT
OKa3bIBaTh BIMSTHIE BHENTHIE TOMEXH, BKITIOUAst Te, KOTOPBIC MOTYT BBI3BAaTh HEXKEIATCIIbHBIC
PEXKHMEI €10 paboTEL.

Yruauszanus n nepepadorka

Kommanms ASUS Gepet Ha ce0st 00513aTeIbCTBA 10 YTHIM3AIIHI CTAPOT0 000PYIOBAHHS, HCXOIS
U3 TPHHIMIIOB BCECTOPOHHEH 3allUThl OKPYKAKOIIEH cpeibl. Mbl IIPEIOCTABISAEM PEIICHUS
HALIMM KIIMEHTaM JUIsl IepepabOTKH HAILLHX TPOYKTOB, aKKyMYJISTOPOB M APYTHX KOMIIOHEHTOB,
a Takoke YMakoBKu. [t momydeHnst moapoOHoit nudopMariy 00 yTHIN3ALUH | epepadoTke

B pa3MMYHBIX peruoHax nocerurte http://csr.asus.com/english/Takeback.htm.

REACH

Cornacuo pernamenty EC REACH (Registration, Evaluation, Authorization, and Restriction
of Chemicals — Perucrparms, Ouerka, Pazpenenns u OrpaHuueHus] Ha UCIIONb30BAHKE
Xumnueckux Bemects), Ha caiite ASUS REACH pa3melieH cniucok XUMHYECKUX BELIECTB

coneprkaruxcs B mpoxykrax ASUS: http://csr.asus.com/english/REACH.htm.

becnposozroit aganrep ASUS
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IpousBoxuTeh: ASUSTeK Computer Inc.
Tex: +886-2-2894-3447
Anpec: 4F, No. 150, LI-TE RD., PEITOU,
TAIPEI 112, TAIWAN
OunuanbHbIi ASUS Computer GmbH
mpexcraputeds B EBpone: |\ HARKORT STR. 21-23, 40880

RATINGEN, GERMANY

OduunanbHblii
npexcrasute’as B Typuun:

BOGAZICI BIL GISAYAR SAN. VE TIC. A.S.
Ten: +90 212 3311000

Anpec: AYAZAGA MAH. KEMERBURGAZ
CAD. NO.10 AYAZAGA/ISTANBUL

CIZGI Elektronik San. Tic. Ltd. Sti.

Ten: +90 212 3567070

Anpec: CEMAL SURURI CD. HALIM MERIC
IS MERKEZI
No: 15/C D:5-6 34394 MECIDIYEKOY/
ISTANBUL

KOYUNCU ELEKTRONIK BiLGi iSLEM SiST.

SAN. VE DIS TIC. A.S.
Ten: +90 216 5288888

Anpec: EMEK MAH.ORDU CAD. NO:18,
SARIGAZi, SANCAKTEPE ISTANBUL

AEEE Yonetmeligine Uygundur.
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{1. BBenenne J

1.1 KommjeKT nocTaBKu

B xommext nocraskn USB-N10 Bxonut cremyroee:.

* ASUS USB-N10 Nano » Kparkoe pykoBoaCTBO
¢ Kommakr uck * [apanTuitHbIil TATOH
»  USB-xab6exns nm xpezn (US SKU)

% NPUMEYAHUE: Ecnu kakue-1100 51eMeHThI KOMIUIEKTA TOCTABKH OTCYTCTBYIOT HIIK
TOBPEIKICHBI, 00PAaTHTECh K IIPOJIABILY.

1.2 Cucremubie Tpe0OBaHHS

Iepen MCTONB30BAHMEM CETEBOTO aJIanTepa MpoBepbTe, uTo Bata crcrema
COOTBETCTBYET CIEIYIOIIHM TPEOOBAHUSIM:
» Windows XP/ Vista/7/8/8.1  «Tlopt USB 2.0

*  512Mb nmamsti wm Gombiie  © ONTHYSCKUI TIPHBOL

1.3  AnmapartHoe obecrieueHue

Wnpukarop
Cebuika Bxn CBeueHue B TeueHHe 5 ceKyH]1 o3Hadaer ycrenHoe WPS
MOJKITIOYEHHE.
Otkn becnpoBoHOI aanTep OTKIIIOUEH.
Muraet Ilepenaya naHHbIX.

BhICTpOE MHUTaHKe TPH pasa B CEKYH/Ly O3HAYaCT,
uro Qynkims WPS Brmouena. WPS nozxxrouerme
YCTaHABIIMBACTCS IPHMEPHO 32 JIBE MIHYTL.

Bruiouenue WPS (Tosbko st OC Windows)

Jns Bmouennst pysknun WPS MoxkHo 60 Haxats kHonky WPS Ha yceTpoiicTBe min
BbIOpath Use the WPS B BeG-nHTEpdeiice.

becnposozroit aganrep ASUS
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2. YcranoBka 1paiiBepoB U YTHJIUT

PykoBoacTso aast

R BAKHO: YcranoBuTe ceTeBoid ajantep rnepes yCTaHOBKO IpaiiBepoB U yTHIIUT C
KOMITaKT-/IHCKa.

JUns yCTaHOBKY ApaiiBepa M yTHIINT BBIIOIHATE CIETyIOMee:

1. BcraBbTe moctapmseMblii B KOMILIEKTE KOMITAKT-IUCK B ONTHYECKHi mpuBoa. Ecmm
ABTO3AITYCK BKITIOUEH HA KOMITBIOTEPE, TIOSBUTCS MEHIO.

MPUMEYAHMUE: Ecnu aBrozamyck He BritoueH, 3amycture SETUP.EXE,
HAXOJAMINICS B KOPHEBO! TUPEKTOPHH KOMIAKT-IHCKA.

2. Ha sxpane Autorun BeIOEpHTE SI3BIK 1 3. Tossutcs sxpan InstallShield Wizard.
Haxxmure Install Utilities/Driver. Haxvure Jlasee i IpogOJKEHUS.

ASUS USB-N10 WLAK Caxd Utilities & Driver

" AsUS Wireless LAN-Car

ASUS USB-N10 WLAN Card Utiitis & Driver

R Install ASUS WLAN Card UtiitiesDriver.

The I iShied Wiz wi nstallASUS USB-N1OWLAN
GordUier & Omeron ou orgeser. To contu, ok
ot

SUS WLAN Card UtiiesiDriver

Readiinstll User Documentation

Explore this CD.

5. Beibepure mecTo.

ASUS USB-N10 WLAN Cad Utilities & Driver

Instal ASUS USBNT0 WLAN Card Ut & Divr o

3 suswsento wian Cadutier
O o ne Wi s i
© s A5US WL rin

6. Haxwmwure Install 115 Havana ycranosku. 7. Haxmute [oToBo 11t 3aBepiieHus

ASUS USB-N10 WLAN Card Utilties & Driver

ASUS USB-N10 WLAN Cad Utilities & Driver

Setup Status . ‘
InstalS hield Wizard Complete
The InsalShiekd Wizard has successhuly nstaled ASUS

USBAI0 WLAN Card Utios & Dvs. Before you can e
the program, you must st your compuler

Istaling
(G \ASUS\USBNT0 WLAN Card Utlies\ManushUSBNTO_CHT ot

® Yes. | want o restat my compuler now.

O No. | il restart my computer later

Rlmove sny diks o thek dives, and then chck Fnih to
conglete setup.

Becnposozroit aganrep ASUS
YCTAHOBKH.
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3. Kondurypamus USB-N10 ¢ nomombro ASUS

3.1 TlonkmoueHne K 0ecpoOBOXHOMH CETH BPYYHYIO

JUist HOZIKITEIOYeHHMs ceTeBOro afantepa K craniuy (pexxum Ad Hoc) Bpyunyio:

YTUIUTBI

1. Ilenknute npaBoil KHOMKOI [0 HKOHKE
ASUS WLAN Adapter Setting Utility B

obnmactu yBeHOMHeHHﬁ, 3aTeM BLIGBpI/ITe

Wireless Setting.

& Wireless Setting

@' Active Configuration  »
@ Help 3
& wes

-K? About Control Center

X Euit

o e ol R

A
1/14/2011

3. Ecnu Ha AP niy craHiuu ycTaHOB/IECHB
napameTpbl 0€30M1aCHOCTH, YCTAHOBUTE

TaKHE JKe NapaMeTpbl Ha OECpPOBOTHOM

ananrepe. Haxmure CoxpaHuTs.

Encryption

N

Key Format Hexadecimal digits Keylengh: 64 bits(10 digits)

Taxoxe Ber MokeTe Haxats Status >
Search s morcka GecripOBOHBIX
cereil. Beibepute GecripoBomHYIO CeTh 1
naxmute Connect.

T WA AT

(LAt

Survey Configuration wes.

Channel Network Type
Infrastructure
Infrastructure
Infrastruc
Infrastruc

Infrastruc

NEWPRO Infrastructure

Search | Comnect

Hacrpoiika 3aBepiuena. Ha crpanune
Status otoOpakaercst HHopMaLWs,
HaIpUMep COCTOSHUE COE/IMHEHNS,
CKOPOCT TIePeIaun JAHHBIX U T.IL.

Status

ASUS Wireless Card

becnposozroit aganrep ASUS
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3.2 TopximoueHne K 0ecpoBOIXHOM ceTH ¢ moMomb WPS

becnpoBonHoit amantep mogaepxuBaet GyHkimo WPS, obnergarontyro ycTaHoBKy
0ecrpoBOTHOM CETH.

R BAKHO: Yoenurecs, uro AP wiu cranums noazaepxkusator WPS dyHkuwio.

Jlns nonknrouenns GecripoBosHoro anantepa k WPS-coBmectumoit AP nmn cranimn

HaxmuTe kHorky WPS:

1. Haxmure WPS. 2. Bribepute Use the WPS button u
Haxmute Next.

3. Haxwmure knonky WPS na AP nn 4. Haxwmure ['oToBo.
CTaHIMY ISl YCTAaHOBKHU OECIIPOBOHOTO
coenuHeHus. Jloxmurecs Koraa
0ecrpoBOIHOH ajianTep 3aKOHYHT
CKaHHPOBAHUE CETU.

WPS Wizard

‘wizard finished successfully

Cancel

Becnposozroit aganrep ASUS
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Jst noaxtouenuss USB-N10 k WPS-coBmectumoit AP mim cranimm, ncnons3ys [TMH-kox:

1. Bwibepute Ucnosb3oBars ITAH-kox. 2. Beemute BocemusHaunblid [TMH-kox,
KOTOPBII MOXKHO TIOTYYHTb B BEO-
HHTepdeliice TOUKH I0CTyIa, 3aTeM
Haxmute Next.

WPS Wizard —

Choose a connection type Press the WPS button

Presst

3. Haxwmure I'oToBo.

WPS Wizard

This wizard finished successfully

NetworkName: Zyxel
Passphrase: 00000000

Security: WPA-PSK TKIP

becnpopoznoii ananrep ASUS
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{4. Hudopmanus o nporpaMMHOM obecriedeH J

4.1  VYrmimra ASUS WLAN Adapter Setting

Vrumra ASUS WLAN Adapter Setting mpenoctapiser ynoOHbIi HHTEpdEric ams
HACTPOUKH OECIIPOBOIHBIX MOAKITIOUCHHIA.

Jlst 3armycka yruuTsl GecripoBoHoit cet Haxmute Ilyek > [Iporpammsr > ASUS
Wireless LAN Card. xoHka B I1aHeNu 3aa4 H3MEHUTCS KaK IMOKa3aHO

Ha PUCYHKE. ’ E}

[l ]
ARmERER

[ L0 1]
ASUS WLAN Adapter Setting

Illenxuure npasoii kHomkoi 1o ukoHke ASUS WLAN Adapter
Setting B o0nacTn yBeIoOMIICHHT 111 OTOOPAXKEHHSI CIEYIOLINX
OIIHH:

4 Wireless Setting
@) Active Configuration  »

»

* Hacrpoiiku 6ecnpoBoanoii cetu: 3amyck yTwiutsl ASUS
WLAN Card Setting.

*  AKTHBHPOBATb KOH(QHIYPALMIO - AKTUBALIKL x Bt
TIPEJTyCTAHOBICHHOTO TIPODIIISL o]

" About Centrol Center

1
1/14/2011

* Tlomomp - 3amyck aiina momor.

*  WPS - 3amyck macrepa WPS.

* O uentpe ynpasienus - OToOpaxkeHHe BEPCHH LIEHTPA YIIPABIECHHS.

n: 1001

*  BbIxo1 H3 1eHTpa ynpaBiieHust - 3aKpbITHE LEHTPa YIPaBIeHNs.

lenxuure nesoii kuonkoi no nkonke ASUS WLAN Adapter Setting B oonactu
YBETIOMIICHHH 17151 0TOOPAXKEHHS CIETYIOMIMX OTILHH:
*  BkuiounThb GecnpoBoaHYI0 CBSI3b - BrutrouaeT GecripoBoaHyio

CBSI3b. v Wireless Radic on
Wireless Radio off

*  OTKII04ATH 6ecIIPOBOAHYIO CBI3b - OTKIIOYaeT OECTIPOBOTHYIO
CBSI3b. Search & Connect

o Ilouck u coequnenne - [ToxaspiBaeT 6€CHp0BOI[HLIC CCTH.

JIBaxk/IbI IIENTKHAUTE TI0 MKOHKE JuTs 3amycka yruutsl ASUS WLAN Setting.

Becnposozroit aganrep ASUS



%\i/ PyxoBoacTso TesIs IS P 0 agantepa USB-N10 Nano

IIpocmotp

Ha crpanme Survey 0To6pakaeTcst COCTOSIHIE MOKIIOUEHHS i OTOOPAKEHBI CIIeTYIOmast
HHpOpPMAILHS:

Infrastructure

Infrastructure

Infrastructure

Infrastructure

Infrastructure

NEWPRO Infrastructure

Connect

SSID - [Toxa3biBaeT ums OeCIIpOBOIHON CETH, K KOTOPOH MOJKII0YaeTcst 6eCIpoBOIHOM
ajanrep.

MAC-anpec - [TokassiBaeT anmapatHbli aipec 6ecrpoBogHoro agantepa. MAC anpec
SIBIISIETCS| YHUKATBHBIM HICHTH(UKATOPOM JUIS CETEBBIX YCTPOHCTB. OH COCTONT 13
IIECTH TPYIII 110 JBE MeCTHAIaTepaHbIX THPPHI B k1ol (0 - 9 u A - F), pasneneHHbx
nsoerounsimu, Haripumep, 00:E0:18:F0:05:CO.

Kanau - Otobpakaer Hcronb3yeMslil pagioKaHa.

Current Data Rate (Tekymas ckopocThb nepeaauu JaHHbIX) - [lokaspiBaeT TeKyIyto
CKOPOCTB COeTUHEHHS B Merabutax B cekyHmy (Mbps).

Tun cetn - Otobpaxkaer T GeCpoBOIHOM ceTH, HanpumMep infrastructure.
Besonacuocts - Oto0pakaet mudposanue 6eCpPOBOTHON CETH.

IMouck- OToGpa}KaeT 6eCHp0BOHHI;I€ CETH, K KOTOPBIM MOKHO ITOAKITHOYUTHCS.

becnposozroit aganrep ASUS



PykoBojcTBo mosib30BaTe s 1 Gecnipooanoro azantepa USB-N10 Nano %\i/

Kondurypanus - OcnoBHoe
Tun cetn

Infrastructure - Beibepure 310T pesxum s
MOAKITI0UeHNs K AP,

Ad Hoc - Beibepure 310T peskum i1
TOMKITIOUCHHUS K ipyroi cranimu. CeTs 'Ad
Hoc', 06br4no, Gopmupyercst ObicTpee 1
Jierye 0e3 MpeiBapUTENIbHOTO IUIAHUPOBAHMS.
Hanpumep, coBMecTHOE HCIIONIB30BAaHKE 3aMICEH IIPH BCTpeye.

Pa6ouwnii pe:;xum 1 umst cetu (SSID) - Beemure unu BoiOepure u3 crimcka SSID st AP
WM CTaHIMH, K KoTOopoii Bel xoTute noaximountses. SSID omken conepikars neyaraemble
CHMBOJIBI M IMETB He Oortee 32-X cuMBOIIOB, Hanpumep * Wireless”.

NPUMEYAHME: Ocrassre none SSID mycTbiM, ecitu XoTHTE pasperunts Bameii
CTaHLIMH TOAKITIOYAThCS K J1E000i Touke goctyma. Ho Bel He MojkeTe HCTonb30Bath 910 B
pexuve Ad Hoc.

Kanaun - Beibepute paguokanan uist 6ecripoBoaHoro ajanrepa. B cern "infrastructure"
GecTpoBOIHO aJanTep aBTOMATHUECKH BEIOEPET HyKHBIN KaHAJ JUTS COSTMHEHHS C TOUKOH
JIOCTYIIa, 3TOT MAapaMeTp JT0JDKEH OBITh YCTaHOBIIEH B Auto 1 He MOXKET ObITh H3MeHeH. B
cetr "Ad Hoc" Bel MorkeTe BBIOpaTh KaHal Juts OectipoBogHoro anantepa. B cetn Ad-Hoc
Bce OeCIPOBOJHEIE aaNTephl C OJMHAKOBBIM KAaHAJIOM MOTYT MOIKIIFOYAThCS IPYT K JAPYTY.

JIOCTyITHOCTB pajHioKaHAIOB MOKET OTIIMYATBCS B 3aBUCUMOCTH OT Bammei crpansl. [
CHIA (FCC) u Kananpt (IC), mogneprxusatorcst kanaist 1 - 11. it Espornsr (ETSI),
noepxkiBatorest Kauaisl 1 - 13. st SAnonnn (MKK), monnepxuparorcs kanaist 1 - 14.

CropocTh nepeIayn JaHHbIX - ABTO:
BecnpoBosHEIi afanTep aBTOMATHYECKH yCTAHOBUT HAHOOIIEE MOAXOISIIYIO CKOPOCTb.

Jipyroe
IlIndpoBanue - 3anyck cTpaHAUIBI HPPOBAHHSL.

I[OHOJ]HHTGJIBHO - 3al'IyCK CTpaHULbI JOMOJHUTEIBbHBIX HACTPOCK. B GonbrmncTBE
CJIy4acB, 3HAYCHHUA 10 YMOIYAHUIO U3MECHATH HE HYKHO.

YCTpaHeH]{Ie HencnpasﬂocTeﬁ - [loxa3bIBaeT BO3MOXKHBIC PCLICHHUS IIPU TTOABIICHUU
H€HCHpaBHOCTCﬁ.

Becnposozroit aganrep ASUS
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Koudurypauus - lllupposanue

Ha 31011 cTpanuiie MOXHO HaCTpauBaTh
napamerps! mudposanus. B nemsix
KOH(HICHIMATBHOCTH MEPEIaBAEMBbIX TAHHBIX,
B [EEE 802.11 onpenenen anroputm WEP
(CeKpeTHOCTb Ha YPOBHE IPOBOIHOI CETH).
WEP ncnonb3yet ki1oun s mudpoBaHust 1
pacimpoBKH MaKkeToB ¢ AaHHBIMU. [Ipornecc
1 (pOBAHUSA MOKET CMELIMBATH OUTHI
TIAKETOB IS 3ALUTHI OT TOCTOPOHHMX. WPA
yiIydiaeT 0e30nacHOCTh CHCTEMBI, Py nepenaBaeMble AanHbie. WPA paspadoran s
KOMIeHcaluH c1adbix MecT mpotokona WEP.

CeteBast ayTeHTHOHKAINS - YCTAaHOBKA ayTEHTH(UKALIMH OECIIPOBOIHOTO ajanTepa.
JIOCTYIIHBI CIEIYIONIHE OTILIHH:

Open - YcraHaBIMBAET JUIS CETU OTKPBITBHIA PEXKUM, KOTOPBIHA OTKITIOYAET
ayTeHTH(UKATIHIO.

Shared - YcranapiiBaer 1t CeTH pexHUM 00TIIET0 KITH04a, KOTOPEIiT nemombzyer WEP
mudpoBaHHe.

WPA-PSK/WPA2-PSK - B pexxume Infrastructure 115 uieHTHGUKAIIE HCTIONB3YETCS
WPA Pre-Shared/WPA2 Pre-Shared kirou.

IlIndposanue nanupix - B pesxumax Open u Shared onun: Disabled n WEP.
OrxiodeHo - OTkirouaet umdpopanue ist GeCIPOBOIHOIO aanTepa.

WEP - ludpyer Bamm nanbie nepen nepenaveii B agup. Ber MoxeTe MPIUMEHUTB €10 K
0ecIpOBOIHEIM YCTPOICTBAM, KOTOPBIE HCTIONB3YIOT ofuHakoBsie WEP kmoun.

B pexnmax WPA-PSK/WPA2-PSK 1 WPA/WPA?2 ommn Temporal Key Integrity Protocol
(TKIP) u Advanced Encryption Standard (AES).

TKIP - [lnnamMuyecky TeHepupyeT yHUKAJIbHbIE KIIOUHM 1 H(POBAHUS TTaKETOB.

AES - OGecnieunBaet TydInyro 3alUTy U CYIIECTBEHHO YBEIMUUBAET CIIOKHOCTb
m¢poBanus. ITo TexHOIOrus 6rodHoro(128 6ut) CHMMETPUYHOTO IH(POBAHNS,
KOTOpast paboTaeT OXHOBPEMEHHO Ha MHOTHX CETEBBIX YPOBHSIX.

becnposozroit aganrep ASUS
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Karou 6ecnpoBognoii cern (WEP) - Dra ommus joctymnHa Tonbko, ecr Ber Biopamin WEP
B Toste mmppoBanust faHHbIX. 64-6ntHbI WEP kimou ncnonssyer 5 ASCII civBornos (10
mecTHanarepianbx mudp). 128-6urneit WEP kimou ncnomssyer 13 ASCII cuvBonos (26
IECTHAIATEPUYHBIX TTHPD).

®opmar kitoua - [Tozsonser Bam BoiOpars hopmar kimoda.

Jomna kiioua - [To3Bonsier Beidparh anuny kimoda. [Tpu mmdposannn 64 Our,
Kaxkpii Kiod comeprkut 10 mectHaauarepuusbix mudp wm 5 ASCII cumponos. [Tpu
umppoBanun 128 OUT, KKIBII KITI0Y COTEPXKHUT 26 1IeCTHAANATEPHYHBIX LU(p Him 13
ASCII cumBoIOB.

BribepuTe o Kak K104 10 yMoT4aHuIo - [To3sonser Bam BeIOpath onuH u3
yerbipex WEP kitroueit kak K04 1o yMOIYaHHUIO.

Kondurypauus - [lonojHuresH0

Ha 3Toil cTpaHule MOXHO YCTaHOBHTH
JIOMOHUTEIIBHBIE TTaPaMETPbI JU1s OECIIPOBOAHOIO
ananrtepa. Mbl PEeKOMEHyeM JUisl BCEX IYHKTOB
HCII0JIb30BATh 3HAYCHHS 110 YMOTYAHHIO.

Mopor RTS (0-2347) - T'otoBHOCTH K OTIpaBKe/
FOTOBHOCTb K IpPHUEMY, MCIIOJNb3YyeTCSA A
YMEHBIICHNUS KOJUIH3UH cpean 0ecrpoBOIHEIX
crannuii. Korma aktusupoBana Qynkums RTS/
CTS, poyTep BO31epKHBaETCs OT OTIPABKH (peiima
JIAHHBIX, 10Ka He BbionHnTes otBerHast RTS/CTS. Akrusupyiite ¢pynxuuto RTS/CTS nmyrem
HACTPONKH OHpPEEICHHOIO NOpora pasMepa naxera. PexoMeHyeTcs yCTaHOBUTh 3HAUCHUE
o ymom4anuo (2347).

IMopor ¢pparmenTamun (256-2346) - parmMeHTAIMS HCTIONB3YETCS TS pA3/IENCHIIS TAKETOB
802.11 na MeHbIIMe TOPIHH ((hparMeHTBI), KOTOPBIE OTIPABIISIOTCS 110 HA3HAYEHHIO OT/IEITBHO.
AxTuBHpYHTE ()parMEeHTAIMIO Ty TeM HACTPOHKH ONpE/IeIeHHOTO Iopora pa3Mepa rmakera. Ecim
B CETH MMEETCS Ype3MEpHOE KOMMUECTBO KOILTH3NH, TIOIKCTIEPUMEHTHPYHTE ¢ Pa3ITHIHBIMU
3HAYCHISIMH (pparMeHTAIHN 71 YBEIMUCHIS HAIGKHOCTH MIepeiadil TakeToB. [is 00bIaHOr0
HCTIONB30BAHHS PEKOMEH/TYETCS HCTIONB30BaTh 3HAYEHNUE 110 yMOTIaHuIo (2346).

IpeamGy.a - Beibepure npeamOyiy. 3Ha4eHne Mo yMOT4aHMIO Auto.

Becnposozroit aganrep ASUS
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S. Koudurypauus ceresBoro aganrepa ¢ nomMoubo
cayx0b1 Windows WZC

JL1st ONKITFOYEHHMSI CETEBOTO ajianTepa K OECIPOBOIHON CETH, UCTONB3ys ciyx0y Windows
WZC:

1. HlenxuuTe 1€BO KHOMKON MO MKOHKE
ASUS WLAN Control Center B obnactu
yBenomnenuii 1 Beioepute Exit. ASUS
WLAN Control Center Oyaer BBIKITIOUCH.

% Wireless Setting

) Active Configuration b

3

Jlns ero ucnonb3oBanus Haxmute Windows % About Control Center

Wireless. x Eit F

1/14/201
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{6. YcrpaHeHue HeHCIIPaBHOCTeH J

B sTOM pasnene npeacTaBneHsl HHCTPYKLUH IS PELICHUs HEKOTOPBIX HanOoIee 4acTo
BCTPEUAIOLIMXCS O0IIMX IPOOIIeM, KOTOPbIE MOTYT BOSHHKHYTb [P YCTAHOBKE WITH
UCTIONb30BAHNUM CETEBOTO ajantepa. [1pu BOSHUKHOBEHNH 3aTPYAHEHUH, HE ONTMCAHHBIX B
paszene, obpaiaiiTecs B ciry0y TEXHUUECKON TOINEPIKKH.

Moii 6ecnipoBo/IHOIi aanTep He MOKeT MOAKIIOYHTHCS K TOUKe J0CTyMA.

V6emurecs, uro Tun cetn ycranosneH B pexuM Infrastructure.

Voemurecn, uto SSID GecrpoBoIHOTO ajianTepa TaKkou jKe Kak y CTAHINH W
0eCIPOBOIHOTO aarTepa, K KOTOpbIM Bbl IoKII0YaeTeCh.

Vo6enutecn, yto MH(poBaHue OECIPOBOIHOTO AJANTEPa COBMAIACT C MM(PPOBAHUEM
TOYKM JI0CTYIIa, K KOTOPOi Bbl mozkiouaerech.

Moii 66C]’[p0B0£[]-[0ﬁ a/ianTep He MOKET NOAKIIOYUTLCH K APYyroMy 6eCHPOBOIlHOMy
ajaanTtepy.

Vo6enurecn, yto Tum cetn ycranosneH B pexxuM Ad Hoc.

Voenutech, uro SSID GecripoBoaHOTO aanTepa Takoi ke Kak y 0eCIpOBOIHOTO aaTepa,

K KOTOpOMY Br1 mogkmouaerecs.

YGE?}II/ITGCL, YTO KaHaJI 6€CHpOBOI[H01"0 ajanrepa OJIMHAKOBBIH C 6€CHp0BOI[HLIM aanTepoOM,

K KOTOpOMY Br1 mogkimouaerecs.

Y6€I[I/ITCCL, 4To IHH(l)pOBaHP[e GCCHPOBOI[HOFO ajanrepa CoBITaAacT C ]J.II/I(prBaHI/IeM

aaarTepa, K KOTOpoMy Br1 mopkimoyaerecs.

IInoxoe KauecTBO COeMHEHUS M CJIA0bII CHTHAJ.

He ycranaBnuBaiiTe ycTpoiCTBO pAJOM C MUKPOBONHOBBIMHU T€UaMH M MACCHBHBIMH
MeTanmIecKuMu npeameTamu. Hactpoiite antenny GecripoBofHOrO ajantepa.

"VMEHBIIUTE PACCTOSHUE MEK/TY YCTPOHCTBOM U TOUKOM JIOCTYTIA MITH CTAHIMEH (WJTH IPYTHM
ajanTepoM OeCIPOBOIHON CETH), K KOTOPHIM BbI MOKITFOYAETECh.
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[7. [iroccapuit

Touxa nocryna (AP)

CereBoe ychOﬁCTBO, NOCJIEA0BATEIILHO COCAUHAIOIIECE ITPOBOAHYIO U GCCHPOBOHHY}O CCTH.
Toukn J0CTyma, OG’LCI[I/IHCHHBIC B pacrpeCICHHYI0 CUCTEMY, IOAACPKUBAIOT CO31aHUE
MHOKECTBA COT, JOIMyCKAOUINX POYMHUHI.

Ad Hoc

becnipoBosHas cetb, COCTOANIASE HCKITIOUUTENBHO U3 CTAHIUMN, KOTOPBIE B3aUMOIEHCTBYIOT
IpPYT C APYTOM (HET TOYKHU JIOCTYIIA).
YeranoBka ckopocTH

Dra OIIIMA ITO3BOJISIET Bam YCTaHOBUTb CKOPOCTD IEPEAAYN TaHHbIX.
Basic Service Area (BSS)

COBOKYITHOCTb CTaHIINH, YIPABISIEMBIX OIHOH KOOPAMHUPYIOMEH QyHKIHEH.
[IupoxononocHasi mepeaaya

Crioco6 nepenayn JaHHBIX B OAHOM cpeie (Hampumep, Kabeb) 0 HECKOIbKMM 4aCTOTHO-
Ppa3zieNIeHHbIM KaHaIaM.
Kanan

HyTL Tnepeaayu CUrHajioB MEXAY ABYMS WJIN HECKOJIbKUMHU TOYKAMU.
Kinent

Knuentom naseBaercs [1K win HoyTOyK, moakmodeHHbIH K Bameit ceTu.
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COFDM (for 802.11a or 802.11g)

B ycnoBusix cranaapra 802.11a/g, HeoCTaTOYHO TOJBKO OJHOM CHITBI CHTHANIA

JUIs TIOJACPIKKY CBSI3H Ha paccTosnuy, kKak B 802.11b. B rensix kommeHcamn

TNIOMEX M YBEIUYCHHS JaIbHOCTH CBSI3H, Oblia pa3pa0oTaHa HOBAs TEXHOJIOTHS
MYJIBTHILUIEKCHPOBAHHS, KOTOPast OTIMYAETCS OT TPAMLIHOHHOMN, HCTIOIB3YeMOii CeroHs
TexHomoruu. Jta texHonorus HaspisacTcss COFDM (coded OFDM). COFDM 6b1t
CIELHANILHO Pa3pabOTaH [Jisl BHYTPEHHETO HCIIONB30BAHMA 1 TIPEAOCTABIIACT OOIbLIYIO
HPOM3BOAUTENBHOCTD YeM pacrpocTpaneHHsle perenus. COFDM paboraer pazousas
OBICTPBIN KaHA HA HECKOJIbKO MEJICHHBIX [OJIKAHAJIOB, KOTOPbIE Pa00TAIOT MapauIeNbHO.
Ka)K[IbIi BBICOKOCKOPOCTHOM Kanan mmpuHoit 20 MI'n pa30uT Ha 52 nonkaHana, Kax/pli
mmpuHoit 300 KT'u. COFDM ucnons3yet 48 nonkaHaioB 15 JaHHBIX, @ 4EThIPE
ocrasumxcst utst koppekuuu omrdok. COFDM mpenoctasisieT BHICOKYIO CKOPOCTh
nepesayy JaHHBIX 1 BBICOKHI yPOBEHb BOCCTAHOBIICHHS, OJIArofiaps €ro cXxeMe KOIMpOBaHHs
1 KOPPEKLIHH OLIHOOK.

Kasxnp1it nonkanan B COFDM mmpunoit npumepto 300 KI'w. [Ipy Hanmenbluei ckopocty,
BPSK (nBonunas hasosast Mopyisinmst) kogupyercst 125 KOuT/c JaHHBIX Ha KaHau, HOTydast
ckopoctb 6,000 K6ut/c mmm 6 Mout/c. Mcrons3ys kBaaparypHyto Ga3oByio MOLYIISLHIO,
BbI MOXETE YIBOUTH KOIMYECTBO KOMMPOBAHHBIX TAHHBIX 10 250KO0HT/C Ha KaHa, omyYas
ckopoctb12 Mout/c. A ucrions3ys 16-ypoBHeByIo KBapaTypHyI0 MOTYJISLIHIO, KOJHUPYIO

4 6ura Ha repii, Bel MoxeTe ToCcTHTHYTh ckopocT 24 Mout/c. Cranmapt 802.11a/g
onpenensier, uto Bce 802.11a/g-coBMecTHMBIE IPOXYKThI 10JDKHBI TIO/IEPXKUBATD ITH
6azoBble ckopoctd. CTaHAApT TaKke M03BONSET PACIIMPHUTH CXEMY MOIYJISINY 3a 24
Mourt/c. [ToMHHTE, YTO YeM OONbIIE OUT B IHKIE 3aKOAUPOBAHO, TEM OOJIEe CUTHAT
TO/IBEPKEH IIOMEXaM U 3aTYXaHUIO U B KOHLIE KOHLIOB YMEHbIICHUE PACCTOSHUS, €CIIH
BBIXO/IHAS! MOIIHOCTb HE YBEJIUYCHA.

Kirou no ymomuanuio

Ora onmus mo3Bonsiet Bam Beiopars WEP kitrod mo ymomyanuto. Jta omus mo3sosier Bam
ucnonb3oBath WEP kiroun 63 3amomuHanus win 3amcu ux. WEP kimoun renepupytorces
UCTIONB3YIO KITIOUEBYO (pasy 1 coBMecTiMBI ¢ pyrumu WLAN mpoykramu.
Hcnonb3oBanye KITFOYEBOI (hpa3bl HE TaK HAJIGKHO, KaK PyYHOE Ha3HAYCHUE KITIOYCH.

Wms yerpoiicTBa

Taroke u3BecTHO Kak uaeHTH(uKatop kmenta DHCP niu ceresoe mmst. MHoraa
HpenocTaBIseTcsa npoBaiinepoM, npu ucnonb3osanu DHCP 1 HasHaueHus agpecos.
DHCP (npoToko. 1uHaMuyecKoii KOH(GUIYypanuu y3/i0B)

DTOT MPOTOKOJT MO3BOJISIET KOMITBIOTEPY (MM HECKOIBKIM KOMIThIOTEpaM B Barreit cetn)
aBToMaTnuecku HazHavyath [P-anpec ¢ nomomusto DHCP cepsepa.
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DNS (cucrema 10MeHHBIX HMEH)

DNS o6ecnieunBaet cBsi3b 10 IMEHAM KOMIIBIOTEPOB B CETH, COO0IIIAs 10 MMEHH KOMIIBIOTEPA
ero [P-anpec mnu Heckombko [P-anpecoB. DNS cepsep xpanut B 6a3e JaHHBIX 1OMEHHbIE
nMeHa y3710B 1 ux [P-aapeca, Takum 06pasoM, KOTia MoIb30BaTeNb BBOAUT JOMEHHOE M B
Opay3epe, oIb30BaTENb OTCHUTACTCS Ha cooTBETCTBYIomMiA [P-anpec. Anpec DNS cepsepa,
HUCIIONb3yeMblil KOMIbIOTEpamMu Batueil cetn HazHauaeTcs Baium npoaiiaepom.

DSL Modem (I{udpoBasi aGoHeHTCKASI JTHHUST)

DSL mozem ucnonb3yer Bamry TenedoHHyr0 JIMHAIO U1 IS Tepejiady JaHHBIX ¢ OOJIBIIOH
CKOPOCTBIO.

IMepeaya IHUPOKONOIOCHBIX CHTHAJIOB [0 METOTY MPSIMOii OC/IEI0BATEILHOCTH
(o151 802.11b)

CriexTp pacmpocTpaHeHus (IIHPOKOIONOCHBIN) HCTIONB3YeT Y3KOTMOIOCHBIH CUTHA
JUIS PACTIPOCTPAHEHHUS 110 CETMEHTY PAJIO4acTOThl MM CIIEKTpa. MeToj mpsiMoit
TIOCIIE0BATENBHOCTH - 9TO METOJ] PACIIMPEHHS CIIEKTPa, P KOTOPOM IepeaaBaeMblii
CHTHAJI PACIPOCTPAHSACTCS B ONMPE/ICICHHOM YaCTOTHOM JIHana3oHe.

CBsi3b B cCTEMaX TPAMOH MOCIEI0BATEIBHOCTH OCYIIECTBIIAETCS TIOCPEICTBOM
HEIpepbIBHOM nepenayn 130bTouHoro Habopa outos. Kaxiblii Out nepenaBaeMbIX

JaHHBIX KOZMPYETCs IICEBAOCITY aiiHbIM aITOPUTMOM 1t (JOPMUPOBAHMS OUTOBOI
T0CIIE/I0BATEILHOCTH. BUTOBAs II0CIIE0BATENILHOCT OOBEMHACTCS € NEPEIaHHBIM OTOKOM
JaHHBIX JUIS TIOJTy4eHHS! BBIXOJHOTO CHTHATIA.

BecrpoBoiHbIE KIHEHTHI MOTYYatoT GUTOBYHO [OCIEI0BATEIBHOCTD U MPEOOPasyoT
ee 00paTHO B OPUTHHAIILHBIE JaHHbIe. [TepexBar u JAeui(poBaHUE JAHHBIX B PEKUME
TIPSIMOA MOCJIE/I0BATELHOCTH TPEOYET UCTIONB30BAHMS CTAHIAPTHOTO AJITOPUTMA JUIS
npeobpa3oBaHs PACIIMPEHHOTO KOJIa, HCTIOIb3yeMOro OECIIPOBOHBIM YCTPOHCTBOM
Tiepe/Iaun JJAHHBIX B IaHHBIE, TI0JTydYaeMble OECTIPOBOIHBIM KIHEHTOM.

Oror anroput™ ucnons3yercs B crermdukamuu [EEE 802.11b. U36sIrounocts
TepeziaBaeMoit HHOPMAINH JaeT BO3MOKHOCTB MOTydaromeMy 0ecripOBOAHOMY KIIMEHTY
BOCCTaHOBHTb OPUTHHAJIBHBIC JAHHBIE, 1K€ €CIM OUTHI B IOCIIENOBATEILHOCTH HCKAKEHBL.
CootHomreHue KomdecTsa OUT Ha O7[MH HH(MOPMAIMOHHBI ONT Ha3bIBaeTcs Kod(dumment
pacnpeneneHus. Beicoknit koaGumuenT pacipeene s yBeIauBaeT CONPOTHBIEMOCTb
curHana nomexaM. Huskuit koodduimenT pactpesieienns yBeIMIIBaeT monocy
TIPOITYCKAHMS JOCTYITHYIO JUTS TONIB30BaTets. becripoBoHoe ycTpoiicTBO HCTIONB3yeT
TIOCTOSHHYIO cKopocTh 11MOuT/c uts BCex mepeiaBagMbIX JAHHBIX, HO HCIIONB3yeT
pa3IIYHbIe CXeMbI MOTYJISIIH IPH BBICOKHX CKOPOCTSX. becnpoBoaHoe yeTpoiicTBo
Ccroco0HO Tepe/aBaTh AaHHble Ha ckopocTH 11 Mout/c, HO MpH YMEHBIIEHHH CHIIBI CUTHANA
TUTH HAJTHYUS TIOMEX CKOPOCTh MOXKET yHacTs Jio 1w 2 M6ut/c.
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IIndposanue

ObecrieunBaet Ge30MacHyIo nepeIady 1aHHbIX. JTa OIS T03BOIISET Bam ycTaHOBUTH
64-6urhbrit nn 128-6utHblit WEP kitrou. 64-0uTHSI Kitod mudpoBaHust cOCTOHT 13 10
mectHauarepuyHbx mudp win 5 ASCII cumBonos. 128-0uTHBI KiTF0d COCTOHT U3 26
mectHaauarepuyabx mudp i 13 ASCII cuMBoroB.

64-6urHblii n 40-6utHblii WEP KiTI041 HCTIONB3YIOT OAMHAKOBBIH METOZ IU(POBAHUS U
MOTYT HCTIONBb30BAThCS B OECTIPOBOAHBIX ceTAX. D10 HU3Kui ypoBenb WEP mmdpoanus
ucrnons3yet 406uT (10 mecTHaIATEPHYHBIX TH(D, HA3HAYCHHBIX TIOB30BATEIIEM)
CEKPETHBIH KITI0Y 1 24-OUTHBIH BEKTOP HHULMATH3ALIH, HA3HAYCHHBIH YCTPOHCTBOM.
104-6utablit n 128-6utHb1i WEP KTI091 HCTIONB3YIOT MOX0KHIA METOJ IH(pPOBAHHUS.

JIJ1s1 yCTIeIIHOTO MOAIKIIOUEH s Bce OECTIPOBOIHBIE KIIMEHTBI B CETH IOTIKHBI HMETh
oMHaKoBbIH ¢ Toukoi foctyma WEP kimou. Coxpanute BBeaeHHsle WEP kimroun.

Extended Service Set (ESS)

JlBa v Gonee BSS, 06pazyromyx exuHyo mojceTh, GOpPMUPYIOT pacIIMPEHHBII CepBHCHBIH
Habop.
ESSID (MnenTudukarop paciimpeHHOro cepBHCHOro Hadopa)

Bro1 nomxus! mMeTs onuHakoBbiii ESSID s mumosa u ero 6ecnpoBoHsix kiieHtos. ESSID
-YHUKATbHBIN naeHTH(UKaTop A Bamreli 6ecripoBoHOi ceTH.
Ethernet

HauGosiee mmpoko UCIIONb3yeMblid METOT I0CTYIIA JIOKAJIBHOM CETH, KOTOPBIN OIpe/iesieH
cranzaptom IEEE 802.3. Ethernet - okanbHast ceth ¢ 00IIMM JJOCTYIIOM, O3HAYArOIIIas,
YTO BCE YCTPOMCTBA B CETMEHTE CETH PA3ICIISIOT OOIILYIO IPOITYCKHYHO CI0COOHOCTh. CeTH
Ethernet pa6otarot co ckopoctsio 10/100M6wut/c, ncnonszysst CSMA/CD u Butyro napy.
Bpanamaysp

Bpamnmayap onpezenser kakas HHGOpPMALHsS BXOAUT U BHIXOIUT u3 ceTH. NAT Moxer
ckpbiBath [P-apeca nokaneHoi cetr o MHTepHET. bpanamayasp mpenotepamaet modoit
BHEIIHUH JOCTyI K Baremy KoMIbroTepy 1 BO3MOKHBIN IPOCMOTP MITH HOBPEK/ICHIE
Banmix ¢aiinos.

Ilmr03

Touka n0KaIbHOM CETH, KOTOPast CIYKUT JJIs1 CBA3H JIOKAIBHOU CETH € APYTUMH JIOKaIbHBIMI
ceTaMU uiu MHTepHeT.
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ICS

ICS ucnons3yercs uis 00IIEIo J0CTYNA K HHTEPHET-NOKIFOUCHHIO OXHOTO KOMITBIOTEPa
JpYruMH Komrbiotepamu ceti. Korzta a1ot Kommbtotep nofkiodet k Futeprer, Barua cers
nootiodaetcs K HTepHet uepes Hero. OcTalibHbIe KOMITBIOTEPbI MOTYT HCIIONb30BaTh MHTEpHET
Kax Oy/IT0 NOJIKITIOHEHBI K HEMY HampsiMyto.

IEEE

HWHerutyT nxeHepoB 1o snexTporexHuke u aekrponrke. [EEE ycranasmiaer cranmaptst s
ceteit, Bmodast ety Ethernet. [EEE crannapts! rapaHTHpYIOT COBMECTHMOCTE CHCTEM OJTHOTO
THTI.

IEEE 802.11

IEEE 802.xx - Habop criermdukaims 1is ceTeif 0T HHCTUTYTA HHKEHEPOB T10 SMEKTPOTEXHIKE 1
anexrponrke (IEEE). BorbImHCcTBO MPOBOAHBIX ceTelt cootBeTcTBYIOT 802.3, crieruduKarmm,
ocHoBanHoi Ha CSMA/CD nmn 802.5, cnietdmxarmn token ring. 802.11 onpernensier crangapTsl
711 OECTIPOBOZIHBIX CETEH OXBAThIBAs TPH HECOBMECTHMBIE (HE B3aNMOJIEHCTBYIOLLIE)
TEXHONOTHH: MOZYIALSA ¢ pazopocom 1o actote (FHSS), immpokononocHas Moxymsmms ¢
npsiMbIM pactimperreM criektpa (DSSS) n nadpaxpacHas. 802.11 onpenenser ynpasnenne
JOCTYTIOM K HECYIIEH 1 CTIeI(HKALIH (H3IMYECKOro ypoBHS [ OecTpoBOIHBIX ceteit | 1 2
Mour/c.

IEEE 802.11a (54Mout/c)

Cpasuenue co cranaaptom 802.11b: Cranmapr 802.11a npeHasHaueH JUIs HCTIONb30BaHKS B
ceTsix auanasona ISM (poMbIILIeHHbIH, HayqHbIi 1 MeauipHCKui) 2,4 [T ¢ npumMeHennem
TEXHOJIOTHH TIPSIMOH MOCJIEI0BATEBLHOCTH B IMpOKoM auariasone. Cranyapt 802.11a

ObL1 pazpadotas s padotsl Ha yactote S-I'T1 UNII (HemuieH3HoHHast HalOHATTBHAS
nHdopMaImonHas HHdpactpykTtypa). B otmrane ot 802.11b, crannapr 802.11a orcrynaer

OT TPaMIMOHHON TEXHOIOTHH MPSIMOTO PACTIPOCTPAHEHNS, CTIONB3YS CXEMY YaCTOTHOIO
MYJIBTHIUIEKCHPOBAHHSL, KOTOAst JTyHILIe MOXOAHT It OPHCHOTO OKPY/KEHHSL.

Cranzapr 802.11a momepkuBaet nepeiady JaHHBIX CO CKOPOCTBEO 10 54 Mout/c, 310 ObICTpbIi
anaor urst 802.11b, KoTopblii IONIEPKIBAET Mepenady JaHHBIX CO CKOpOCThio 10 11 Mout/c.
[Mono6Ho Ethernet i Fast Ethernet, 802.11b 1 802.11a ncnoms3yror unertiaasie MAC. OnHaxo,
Fast Ethernet umeer cxemy mm¢posanus kak Ethernet (Torsko Obictpee), 802.11a rcronb3yer
TIOJTHOCTBIO OTIIYHYIO CXeMy Im(posanys, HazbiaeMyio OFDM (opToronansHoe pasieneHne
YacToT).

Criexrp 802.11b HachIeH MoMeXaMu 0T paaroTene()OHOB, MIKPOBOIHOBBIX TIeUeit i APYTUX
TOSIBISFOIIMXCS OCTIPOBOIHBIX TeXHOMOTHH, HarprmMep Bluetooth. Harpotus, criektp 802.11a
OTHOCHTEJIBHO CBOOOZICH OT TOMEX.

Cranzapr 802.11a momydaer yacTh NPOM3BOAUTEIBHOCTH OT BBICOKOH YaCTOTBI, HA KOTOPOH OH
paboTaeT. 3aKoH TeOpUH MH(OPMALIIH CBA3BIBACT YACTOTY, H3Ty4aeMyt0 MOIIHOCTb U PACCTOSHIE
B oOparHoM oTHoueHuH. TakiuM oOpazom, nepemertienne Ha gactoty S-1'T1 ¢ 2.4 [T mpuBezer k
YMEHBIICHHIO PACCTOSHHS TIPH TOH JKe M3ITy4aeMOil MOIIIHOCTH H CXeMe KOJIMPOBAHIISL.
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CpasHenue co ctanaaprom 802.11g: 802.11a crammapt Juis Todek J0CTymna u
PaUOyCTPOICTB, KOTOPBIH NOABUIICS Ha PHIHKE Ha IIIECTh MecALeB paHblie, yem 8§02.11g.
802.11a paboraer Ha yactore 5 I'T'11 ¢ IBEHA/ATHIO OTACBHBIMU HETIEPEKPHIBAIOLINMUCS
KaHanamu. B pesyssrare Bel MoeTe IMETh B OTHOM MeCTe /10 IBEHA/ILATH TOYeK JA0CTYIIa,
YCTAHOBJICHHBIX Ha Pa3/IMYHbIC KaHAJIbI 663 B3aMMHBIX [TOMEX. ITO YHOpOLIACT Ha3HAYCHUE
KaHaJIa [y1sl TOYKH JIOCTYTIa U YBETHYMBAET HPOITYCKHYIO CIOCOOHOCTH OECIIPOBOIHOI CETH.
B nononuenue, Ha nosnoce S I'T'11 paanonomMexu 3HaYUTEILHO MEHbIIIE.

IEEE 802.11b (11M6wurt/c)

B 1997 nncruryt nmkenepos 1o anekrporexauke i nexrponnke (IEEE) npumsn cranmapr
802.11 st GecipOBOIHBIX YCTPOKUCTB, padoTaronmx Ha yactote 2.4 [T, D10t cranmapt
BKJIIOYACT TPH TEXHOJIOTUH: MOTYJISLHS € Pa30pOCOM 10 4acTOTe, IIUPOKONONOCHAS
MOTYJISIHS C TIPSIMBIM PACIIMPEHHEM CIIeKTpa 1 HH(ppakpacHasi. YCTpoICTBa, KOTOpEIE
COBMECTHMBI CO CTaHZAPTOM PabOTAIOT CO CKOPOCTBIO Tepesaun JaHHbIX | mmm 2 Mout/c.

B 1999, IEEE co3nan crangapt 802.11b. 802.11b mo cymecTBy unentnyeH cranaapty 802.11
3a nekimodeHueM, uto 802.11b obecrednBaet CKopocTh epeiadn JaHHbIX 10 11 Mout/c.

B 802.11b, ycrpoiicTBa MOryT paboTaTh co CKOPOCTBIO Miepeadn AaHHbX 11 Mout/c, 5.5
Mbur/c, 2 Mout/c umm 1 Mout/c. 910 06ecedrBaeT COBMECTHMOCTB C CYIIECTBYOIMA
ycrpoiictBamu 802.11, koTopbie paboTaOT TOIBKO Ha CkopocTH 2 MOuT/c.

VYerpoiicTBa MMPOKONOI0CHOH MOAYISALMY € IPSAMBIM PACIIMPEHUEM CIIEKTpa
pacmpocTpansioT curHan B quanasone yactot. [EEE 802.11b pacnpenenser yactory 2.4 [Ty
Ha 14 mepexpsiBatonmxcs kaHanos. Each kaxplil kaHan nMeeT COOCTBEHHYIO YacTOTY.

IEEE 802.11g

802.11g - HoBoe pacmmpenue ctarapta it 802.11b (ucmonp3yemMoe OOMBIIMHCTBOM
GecTpOBOIHBIX CeTell), KOTOPBIH YBEIMIHII CKOPOCTH Mepeiady JaHHbIX 10 54 Mout/c Ha
gacrore 2.4 I'Tn, ucnons3ys rexuosnornio OFDM (oproroHansHoe pas/eseHue 4acTor.
802.11g obpatHo coBmecTiM ¢ yerpoiictBamu 802.11b, Ho TobKO Ha ckopocTu 11 Mout/c
YWUIH HIDKE, B 3aBUCHMOCTH OT HAJIMYHS TIOMEX H IPerpaj.

Infrastructure

becnipoBojHas cBsA3b OpraHu3yeTCs ¢ MOMOLIBIO TOUKH JocTyna. B 31oit cpeze Touka
JOCTYyTIa He TOTBKO 00ECTIedBaeT B3aUMOZIEHCTBHE C TIPOBOHOM CEThIO, HO TAKKE
ofecredrBaeT CBA3b OECIPOBONHBIX KIHEHTOB.
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IP (MuTepHeT npoToKo.1)

ITporoxon crexa TCP/IP, kotoperii obecniedrBaet nepeaady AaHHbIX depes MuTepHer
¢ momoupto [P neifrarpamm u obecriednBaeT OCHOBY 11t BEpXHUX ypoBHeH. [P Takoke
BKITI0YaeT npotokor yrpasierust ICMP. D1o obecrieurBaeT HyHKIHOHAILHOCTD,
9KBUBaEHTHYIO0 Moziemu OSL

IP-aapec

[P-anpec- 32-6uTHOE YNCII0, KOTOPOE HACHTU(UIMPYET KaXKI0TO OTIPABHUTENS 1
nonyyarens uapopmaimu B Mareprer. IP-anpec nmeer ase yacTu: HuCHTUGUKATOP CETH U
HeHTU(HUKATOP Y3714 (KOTOPBIi MOXKET ObITh CEPBEPOM HIIH CTAHLKEH) B 3TOM CeTH.

ISM nuanasoH (MHAYCTPHAIBLHBII, HAYYHBIA H MeAHIIHHCKUI

[Tonoca pagmoyactot, KoTopyto denepanbras komucens o ces3u(FCC) Beraemima mox
OecnpoBonble ceT. ISM uanason pacnonoxeH Ha gactore 902 MI'm, 2.400 [T u 5.7
ITm.

ISP (mocraBuuk ycayr Untepueta)

Opranu3anst, KoTopas mpeaocTasisiet aoctyn B MutepreT. HeOombiuue npoBaiiaepst
00eCIIeurBatOT MOAKITIOYeHHE uepe3 MomeM uin ISDN, a Ooibiiue MpeaoCcTaBisoT
BBIJIENICHHYO JIMHUIO (Harmpumep T1 u 1p.).

LAN (;10xanbHasi ceTb)

KomMyHUKaIHOHHAS CETh, KOTOpast 00CITyKIBAET T0JIb30BATENeH B HEKOTOPOM MECTE.
[IpenmymiecTBOM JTOKATBHOI CETH SBISETCS O0IIMiA IoCTyM K VIHTepHET, (aiinam u
000pyI0BaHHI0, HAPHMEP TIPUHTEpaM U ycTpolicTBaM XpareHus. [l coenunenns [TK
YaCcTO HUCTIONB3YIOTCS CrielnalbHbIe ceTeBble kKabemu (10 Base-T).

MAC Address (ynpasiienue J0¢Tynom)

MAC aapec- 3T0 anmaparHbli aapec YCTPoHcTBa, TTOAKIIOYEHHOTO K CETH.
NAT (TpaHcasinusi ceTeBbIX aipecoB)

NAT ckpoiBaet [P-aipeca nokanbHOM ceTH OT BHELIHEH CETH, T03BOJISS KOMITBIOTEpPaM
JIOKaJNBHOM CETH pas3/ieNsiTh eIUHCTBEHHOE Nojkmoyenue k MutepHer. NAT nozsosnser
KOMITBIOTEpaM JIOKAJILHOM CETH HCIOIb30BaTh BBIX0A B IHTEpHET uepe3 o/lMH BHELIHUH
[P-anpec. D10 mo3Boisier uMeTh KocTym Kk MHTepHeT ¢ moboro kommbioTepa Barmeii cetn 6e3
proOpeTeHus ToNoNHUTeNbHEIX [P-apecos y Bamrero npoBaiinepa.
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NIC (kapra cereBoro unTepdeiica)

Apantep, KOTOPBIi BCTABIAETCS B KOMITBIOTEP U 00ECTIEUNBACT (PH3HUECKOE COCIMHEHHE C
cetbio. OH OTBEYaeT 3a 0OMEH JIaHHBIMH C CETBIO.
ITaker

I[aHHI;Ie, nepeaaBacMbIC 110 CETH COCTOAT U3 Mo,uyneﬁ, Ha3bIBACMbBIX ITAKCTAMU. Ka)KZ[LIﬁ
TNaKET COACPKUT JaHHBIC U ,ao6aBquy10 I/IH(bOpMaI_II/IIO, TUIla UCXOAHOT'0 a/ipeca 1 aapeca
MECTAa Ha3HAUYCHMUA.

KimoueBas ¢paza

VTIwiMTa yCTaHOBKH OECTIPOBOIHBIX APAMETPOB MMEET aITOPUTM ISl TeHEPAIIHH YeThIPEX
WEDP k1to4eii, 0CHOBBIBAsCh Ha BBEICHHOI KOMOMHALIUH.
PCMCIA (Me:xayHapoaHasi OpraHu3anusi KOMIbIOTEPHBIX KAPT NaMSTH)

MexyHapoaHas opranusanyst KomnbroTepHbix kapt namati (PCMCIA) paspaborana
cranaapt PC cards, mupoxo u3BectHslit kak PCMCIA kapTbl. OTH KapThl OBIBAIOT TPEX
BUJIOB, UTMHOM U LIMPHHON C KPEIUTHYIO KapTy. TeM He MeHee OHH pa3IMyaroTcs 1o
tonumse: 3,3 MM (Type 1), 5,0 mm (Type 1I), 10,5 mm (Type I1I). D1 KapThl MOXHO
HUCTIONB30BATH [UIS PA3IMUHBIX LeIeH, BKIH0Yas KapThl AMSTH, CETEBbIE KapThl 1 MOJIEMBbL.
PPP (Point-to-Point Protocol)

PPP - npoToxon u1si KOMMYHHKAIIMH MEXK/Ty KOMITBIOTEPaMHU, UCTIONb3YIOIUMHU
TIOCIIeIOBaTENbHEIH HHTEp(Elic, 0OBIYHO MePCOHATBHBII KOMITBIOTEP MOAKTIOYEHHBIN K
cepBepy uepe3 Tene)OHHYHO JTHHHIO.

PPPoE (Point-to-Point Protocol over Ethernet)

ITpotoxon Touka-Touka nosepx cereil Ethernet. PPPoE ucnonssyer Ethernet s
TOAKITIOUEHNS K TIpoBaiiaepy.
IIpeamoyna

[To3Bonsier Bam YCTaHOBUTH npeaM6yJ1y JUIs CETU: NIMHHYI0, KOPOTKYIO U aBTO. o
YMOIYaHUIO YCTAHOBJICHA JUTMHHASA npeaM6yna.

Becnposozroit aganrep ASUS



%\i/ PyxoBoacTso TesIs IS P 0 agantepa USB-N10 Nano

O6o3nauenus yactorol: I'u, MI'n, I'T'nx

MesxnyHaponHas eauHHIA U3MepeHns 4actoTsl [ eprr (I'1), SKBUBAIICHTHAS OTHOMY
Konebanuto B cekynay. Omun merareprt (MI') omun MummmoH repu. Oxun rurarepu(I'T )
oruH 6uoH repu. CranzapTHas yactota nepemenHoro Toka B CIIA 60 I,

AM panuosenanue TpaHcaupyercs Ha yactore 0,55-1,6 MI'n, FM panuoseranue
Tpauciupyercs Ha yactore 88-108 MI', GecripoBobie cetn 802.11 paborator Ha yacToTe
24TTn.

SSID (unentuduxarop HaGopa yciayr)

SSID - obmiee uMst TPyIIITBI K&KIOTO WieHa OeCpOBOIHOI ceTi. [ToKTI0UnThCS MOXKET
tonbko 11K ¢ Takum xe SSID. Brirouenue napamerpa Response to Broadcast SSID
requests (OTBeyaTs Ha MMPOKOBEIIATENbHBIE 3arpockl SSID) mo3BoUT yeTpOHCTBY
oTnpaBiIATh cBOH HaenTHduKarop SSID mo GecrpoBoxHOit ceTH. DTO MO3BONET APYTHM
0ecIpOBOIHEIM YCTPOHCTBAM 0OHAPYKUBATH M YCTAHABIIMBATD CBS3b C YCTPOHCTBOM.
Orxittouenue >1oit onuuy otkirodaet SSID 11 npeaoTBpalieHus OIKII0UEHUS K
YCTPOUCTBY IPYTHX OECIPOBOIHBIX YCTPOUCTB.

Cranuus

JIroboe yerpoiicTBo, coorserctBytomee IEEE 802.11.
Macka noaceru

Macka mojceTH - COBOKYMHOCTB YeThipex 1udp, moxoxkas Ha [P-aapec. Ona ucmomb3yercs
st pasaenenns [P-anpeca Ha ueHTHUKATOP y371a U HACHTH(UKATOP CETH.
TCP (npoTokoa ynpasJienus nepenaveii)

[TpoToxon yrpaBieHus nepenadeit, poTOKOI TPAHCTIOPTHOTO YPOBHSI, KOTOPBIIT
obecredrBaeT nepeaady AaHHBIX MKy TIPHIOKEHHSIME KOMITBIOTEPOB 10 CeTh. SIBistercs
qacThio cTeka npotokoroB TCP/IP. [TporpamMmHuoe obecneuenne, ocymecteisontee TCP
0OBIYHO, MOCTOSHHO HAXOIHUTCS B ONEPAIMOHHON CHCTeMe U Hetonb3yet [P s nepenaun
MHPOPMALHH Yepe3 CETh.

WAN (robasibHasi ceTb)

Cucrema JIBC, coennneHHbIX BMecTe. CeTb, KOTOpast COSIMHAET KOMIIBIOTEPHI,
PACIIONOKEHHBIE B PA3HBIX MeCTax (HAlpUMep B pasHbIX ropojiax, crpanax). MurepHer-
TI00aNbHAs CETb.

WECA (Wireless Ethernet Compatibility Alliance)

Accormarnus, KoTopast 3aHUMACTCs CePTHPUKAIIICH COBMECTHMOCTH OECIIPOBOIHBIX
cereBbix ycrpoiicts ¢ IEEE 802.11b u mpoiBuraet 310T CTaHIapT JUIsl HCTIONB30BAHKS Ha
HPENPHUATASX, B MATIOM OU3HECE U JIOMa
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PykoBojcTBo mosib30BaTe s 1 Gecnipooanoro azantepa USB-N10 Nano %\i/

WPA (zamumiennslii nocryn Wi-Fi)

Sauwmennsii jocryn k Wi-Fi (WPA) - yinyuienHas cucrema 6e30macHOCTH st

802.11. Oto wacts cranpmapra 6e3omacroctr 802.11i. WPA oxsarsaer TKIP (mpotokon
IIeJIOCTHOCTH BpeMeHHbIX Kitodel) BMecte ¢ MIC (mpoBepka LelToCTHOCTH COOOIIeHNI) 1
apyrumu ycranokamu WEP nanpumep duisrpanus Weak [V (Bexrop nauImami3amnmn)
u renepauust Random [V. TKIP ncronesyer 802.1x [u1st pa3BepThIBAHIS 1 H3MEHEHHS
BPEMEHHBIX KIIFOUeH B IPOTHBOION0KHOCTH cTatndeckum WEP kirodam, koTopsie
UCIIONB30BAIUCH B MPOLLIOM. 10 cymectseHHoe yiydienue WEP. WPA - vacts
GesomacHoro penreryst. WPA Taxoke ymeeT padoTars ¢ cepBepoM ayTeHTH()HKALIH 1Is
IIEHTPaITM30BAHHOTO XpaHeHus naponei kienToB WiFi.

TpeGoBanus

(1) WPA-coBMecTMast TOYKa JOCTYIA MK OeCIPpOBOIHOM poyTep, (2) OOHOBIEHHSA
oneparoHHo# cucteMsl ¢ noxaaepxkkoir WPA. Ipn ucnons3oBannu XP HeoOxommma ciyxba
Windows Zero Config. 3arpy3uts naket ucnpasiennii Windows XP WPA moxHo 10 aapecy:

http:/microsoft.com/downloads/details.aspx?Familyld=009D8425-CE2B-47A4-ABEC-
274845DCIE91 &displaylang=en

OO6parwTe BHUMAHHUE, YTO [Jisl yCTAHOBKH ITOTO MAKETa UCIPABJICHHi HEOOXOMM MaKeT
obnonenuit Windows XP Service Pack 1, moctymbiit mo agpecy: http://www.microsoft.
com/WindowsXP/pro/downloads/servicepacks/sp1/default.asp

Jlst Gonee paHHMX omepaoHHbIX cucteM Windows TpeOyeTcs 3amparmBaromiee
yerpoiictso ¢ pynkuueii WPA, manpumep Odyssey Client or Funk Software.
WLAN (0ecnipoBogHast 10KaIbHAS CETh)

D10 rpyIna KOMIBIOTEPOB U APYTUX YCTPOHCTB, COCAMHEHHBIX €3 MPOBOJIOB B OXHOM
mecte. Taxke emorpute LAN mmr WLAN.

Becnposozroit aganrep ASUS
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